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Abstract

With the exponential proliferation of Internet of Things (IoT) devices and the contin-
uous evolution of wireless connectivity, computing paradigms are undergoing a fun-
damental shift from solitary cloud centers to the IoT-Edge-Cloud computing contin-
uum. While this continuum significantly expands computational boundaries, its intrin-
sic multi-dimensional heterogeneity, highly dynamic stochastic workloads, and strin-
gent data privacy constraints impose unprecedented challenges on distributed resource
management. Traditional rule-based or static model-driven scheduling approaches strug-
gle to effectively balance the trade-offs between latency, energy consumption, scalability,
and security within such massive and complex environments. To address these chal-
lenges, this thesis proposes a systematic Al-driven intelligent resource management so-
lution suite, delivering holistic innovations spanning theoretical algorithms, architec-
tural frameworks, and practical deployment to enable adaptive, robust, and scalable
resource management across heterogeneous loT-Edge-Cloud continuum.

The primary research contributions of this thesis are summarized as follows:

1. Conceptualization of a Systematic Taxonomy: To resolve the theoretical frag-
mentation in intelligence resource management in the IoT-Edge-Cloud computing
continuum, this thesis establishes a novel orthogonal taxonomy based on control
scope and training paradigms. This framework clarifies the design principles and
applicability boundaries of DRL architectures, providing a theoretical foundation

for the subsequent algorithmic innovations.

2. Development of Adaptive Optimization for DAG Tasks: Addressing the stochas-
ticity in edge-fog environments, the DRLIS algorithm is proposed. By employing

a customized deep reinforcement learning policy with a composite reward mech-
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anism, it achieves an effective trade-off between response time and load balancing

for complex DAG-structured IoT applications.

. Design of Transformer-Enhanced Distributed Scheduling: To tackle scalability
bottlenecks in large-scale concurrent scenarios, the TF-DDRL technique is engi-
neered. By synergizing attention-based sequence modeling with a high-throughput
distributed actor-learner architecture, it effectively captures long-term spatiotem-
poral dependencies, significantly reducing exploration costs and improving con-

vergence speed in high-throughput environments.

. Implementation of a Modular and Extensible Software Platform: Bridging the
gap between algorithmic theory and system deployment, a modular, container-
ized, and extensible framework, ReinFog, is developed. Furthermore, a novel
memetic algorithm (MADCP) is devised to optimize the physical placement of
DRL components themselves, minimizing the inherent management overhead of

intelligent systems.

. Establishment of a Cross-Architecture Collaborative Learning Framework: To
overcome model incompatibility across the Cloud-Edge-IoT continuum, the KD-
AFRL framework is proposed. It introduces environment-oriented knowledge dis-
tillation to break structural barriers, enabling resource-constrained devices to ac-

quire complex decision-making capabilities through adaptive federated learning.

. Construction of a Robust Decentralized Cooperation Protocol: Addressing data
silos and adversarial risks in cross-organizational collaboration, the fully decen-
tralized DeFRiS framework is constructed. Utilizing a dual-track mechanism based
on gradient fingerprints and tracking, it guarantees robust convergence and secu-

rity in Non-IID environments without a central coordinator.

. Orchestration of Multi-Agent Coordination in Dynamic Topologies: Targeting
extreme dynamism in aerial computing, the AirFed framework is proposed. It
integrates dual-layer dynamic Graph Attention Networks (GATs) with multi-agent
reinforcement learning, effectively solving the joint optimization of UAV trajectory

control and task offloading under time-varying network topologies.
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8. Synthesis of Key Insights and Future Roadmaps: Drawing upon the compre-
hensive investigation across the proposed theoretical models, algorithmic tech-
niques, and system implementations, this thesis synthesizes generalizable design
methodologies for the IoT-Edge-Cloud continuum. Furthermore, it identifies piv-
otal future directions for building ubiquitous, trustworthy, and sustainable next-

generation computing infrastructure.

This research establishes a real-world heterogeneous testbed comprising cloud in-
stances (AWS, Azure, Nectar) and various edge and IoT devices to extensively evaluate
the proposed frameworks and algorithms. The experimental results validate the effi-
cacy, scalability, and robustness of the proposed Al-driven techniques in handling com-
plex resource management tasks within dynamic environments. This thesis not only
achieves innovation at the algorithmic level but also provides a comprehensive system
architecture, laying a solid foundation for building the next generation of ubiquitous,

intelligent, and trustworthy IoT-Edge-Cloud computing infrastructure.
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Chapter 1

Introduction

This chapter establishes the foundation for the thesis by introducing the paradigm shift from cen-
tralized cloud computing to the heterogeneous loT-Edge-Cloud computing continuum. It elucidates
the intrinsic complexities of resource management within this continuum, which is characterized
by extreme dynamism, scale, and data privacy constraints. Furthermore, it motivates the necessity
of Al-driven approaches, particularly Deep Reinforcement Learning (DRL), as a superior decision-
making mechanism. Subsequently, the chapter identifies seven critical research challenges limiting
current solutions, defines the corresponding research objectives, and summarizes the main contri-
butions of the thesis. These contributions range from theoretical taxonomies and optimization algo-
rithms to comprehensive system frameworks. Finally, it outlines the organizational structure of the

remainder of the thesis.

1.1 Background and Motivation

With the exponential growth of Internet of Things (IoT) devices globally [1, 2] and the
continuous evolution of ubiquitous wireless connectivity, we are witnessing a profound
transformation in computing paradigms. This paradigm shift not only fundamentally
reshapes the patterns of data generation, transmission, and consumption, but also im-
poses unprecedented challenges on the underlying distributed resource management
mechanisms. This section first elucidates the evolutionary logic of computing archi-
tectures shifting from a solitary cloud center toward a ubiquitous continuum. Subse-
quently, it dissects the intrinsic complexity of resource management within this context.
Finally, it argues why data-driven Artificial Intelligence (AI) methods, particularly Deep
Reinforcement Learning (DRL), constitute the inevitable scientific choice for addressing

these complex challenges.
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1.1.1 The Evolution of Computing Paradigms

Over the past few decades, Cloud Computing, with its powerful resource pooling ca-
pabilities and economies of scale, has served as the core pillar for processing large-scale
data and complex applications [3]. However, as the digitization of the physical world
accelerates, billions of heterogeneous terminal devicesranging from smart sensors and
wearable devices to autonomous vehicleshave generated massive amounts of data dis-
tributed in a streaming fashion. A fundamental contradiction has emerged between
the decentralized nature of this data generation and the centralized processing mode
of cloud computing. Constrained by the physical limits of the speed of light, the high
latency caused by long-distance data transmission cannot satisfy the demands of ap-
plications requiring immediate feedback. Simultaneously, the upload of massive raw
data places increasing pressure on backbone network bandwidth and exacerbates data

privacy risks.

To resolve these contradictions, Edge Computing and Fog Computing have emerged
as novel computing paradigms [2, 4]. Following the principle of Data Gravity, these
paradigms push computing, storage, and intelligent services from the network core
down to the network edge, located in physical proximity to data sources. This architec-
tural shift significantly reduces service response latency, alleviates network congestion,

and enhances local data privacy [5].

However, Edge Computing is not a replacement for Cloud Computing; rather, it is
an extension and complement in physical space. The current computing environment
is evolving into a tightly coupled, multi-tier ecosystem, namely the IoT-Edge-Cloud
Computing Continuum [6, 7], as illustrated in Figure 1.1. Within this continuum, re-
sources are no longer isolated silos but form a complete spectrum spanning resource-
constrained terminals (IoT devices), edge nodes with moderate computing power, and
cloud data centers with virtually unlimited capacity. This continuum architecture aims
to overcome the resource bottlenecks of any single tier through seamless cross-tier syn-
ergy, thereby supporting the stringent requirements of future intelligent applications

regarding computing power, latency, and energy efficiency [8].
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Figure 1.1: The Architecture of the IoT-Edge-Cloud Computing Continuum.

1.1.2 The Complexity Challenges of Resource Management

Although the IoT-Edge-Cloud continuum provides an ideal architectural blueprint for
distributed computing, achieving efficient resource managementincluding task offload-
ing, job scheduling, and resource allocationwithin such a massive and complex system
faces severe challenges stemming from the intrinsic nature of the system [9, 10]. These
challenges are primarily manifested in the following three dimensions:

First, the complexity of task flows and the diversity of Quality of Service (QoS).
Modern intelligent applications are no longer simple atomic tasks; they typically man-
ifest as Directed Acyclic Graph (DAG) structures with strict data dependency relation-
ships [11]. The temporal constraints between subtasks require scheduling decisions to
possess a global perspective. Simultaneously, the QoS demands of different applications
exhibit extreme divergence: mission-critical tasks demand deterministic low latency at
the millisecond level, whereas compute-intensive tasks prioritize the long-term energy
efficiency ratio of the system [12]. Balancing these conflicting objectives on heteroge-
neous resources represents a typical multi-objective optimization problem [13].

Second, multi-dimensional system heterogeneity and scale effects. The continuum
is essentially a highly heterogeneous system [14, 15]. Compute nodes differ vastly in
hardware architecture (CPU/GPU/TPU/NPU), processing capability, storage capacity,
and energy supply modes. Communication links encompass hybrid networks ranging

from wired fiber to various wireless protocols, exhibiting distinct bandwidth fluctua-
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tion and packet loss characteristics. Furthermore, as the number of connected devices
surges, the expansion of system scale causes the solution space for resource scheduling
problems to explode exponentially, rendering the search for a global optimum compu-
tationally infeasible (NP-hard) within polynomial time [16].

Finally, high environmental dynamism and stochasticity. In real-world continuum
environments, uncertainty is the norm rather than the exception [17]. Task arrival pat-
terns often follow complex stochastic distributions. The network topology structure may
undergo spatial-temporal evolution at any moment due to node mobility (e.g., mobile
edge nodes, UAV relays). Additionally, wireless channel quality fluctuates dramatically
due to environmental interference. This non-stationary characteristic implies that any
offline resource management strategy based on static model assumptions will rapidly

become ineffective [18].

1.1.3 The Necessity of Al-driven Approaches

Faced with the aforementioned systemic complexities, traditional resource management
approaches have proven inadequate. Mathematical analytical methods based on Con-
vex Optimization or Queueing Theory typically rely on idealized system models and
strict assumptions, which are difficult to uphold in highly dynamic real-world environ-
ments [9]. Conversely, Rule-based or Meta-heuristic algorithms, while reducing depen-
dency on models, often lack online learning capabilities. They struggle to make adap-
tive adjustments to environmental changes within millisecond-level time scales and are
prone to getting trapped in local optima.

In this context, Deep Reinforcement Learning (DRL), as an emerging data-driven
decision-making paradigm, has demonstrated unique advantages in solving such prob-

lems and has become a focal point for both academia and industry [8, 19]:

1. Model-free Adaptation: DRL agents do not require the pre-establishment of pre-
cise mathematical models of the system, such as state transition probability ma-
trices. Instead, they learn optimal policies through continuous interaction with
the environment (trial-and-error mechanisms) [20]. This enables them to naturally

adapt to highly non-linear systems that are difficult to model [21].
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2. High-dimensional Perception and Decision-making: Combining the feature ex-
traction capabilities of Deep Neural Networks (DNNs), DRL can process high-
dimensional, continuous, and complex input states, such as heterogeneous re-
source states and dynamic topologies [21]. Consequently, it can make more precise

decisions within immense solution spaces.

3. Online Continuous Evolution: DRL possesses the potential for lifelong learning.
When network environments, load patterns, or device topologies drift, trained
DRL agents can quickly adapt to new environmental distributions through online

fine-tuning, maintaining high system robustness and performance [8, 17].

In summary, leveraging Al-driven approaches, particularly DRL and its derivative
technologies (such as multi-agent collaboration and federated learning mechanisms), to
build an intelligent, adaptive, and scalable resource management system is not only key
to resolving current technical bottlenecks but also the inevitable path to unleashing the

tull potential of the IoT-Edge-Cloud continuum [5, 8].

1.2 Research Challenges

While Deep Reinforcement Learning (DRL) offers a revolutionary paradigm for address-
ing highly dynamic and complex resource management problems, migrating it from ide-
alized, isolated experimental environments to the realistic loT-Edge-Cloud continuum is
not a simple application transplant. Existing research efforts are predominantly confined
to specific, isolated scenarios or predicated on simplified assumptions [8, 21]. How-
ever, the real-world continuum environment inherently exhibits multi-dimensional het-
erogeneity, Non-Independent and Identically Distributed (Non-IID) data, and extreme
dynamics [14, 22]. These intrinsic characteristics create a substantial chasm between
theoretical models and practical deployment.

Specifically, to achieve ubiquitous, intelligent, and robust resource management, this

study identifies seven core challenges that must be overcome:

Challenge 1: Theoretical Fragmentation

Despite the proliferation of DRL applications in edge computing, the existing lit-
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erature remains highly fragmented [8, 9]. Researchers often struggle to find clear
guiding principles for architectural choices, such as Single-Agent vs. Multi-Agent,
and Standard vs. Federated Training, when facing specific problems. The absence
of a unified, orthogonal taxonomy leads to blindness in algorithm design and dif-
ficulties in identifying structural defects and gaps in existing solutions from a sys-

tem perspective [21, 23].

Challenge 2: Inefficiency in Dynamic Multi-Objective Optimization
In fundamental edge-fog computing environments, task scheduling necessitates
striking a delicate balance between system load balancing and application response
time [9]. In particular, modern IoT applications typically manifest as Directed
Acyclic Graphs (DAGs) with complex dependencies, which drastically increases
the complexity of the state space and decision constraints [11]. When handling
such structured task flows, generic DRL state representations and reward mech-
anisms often fail to capture critical path features effectively, resulting in agents
struggling to efficiently converge to policies that satisfy weighted-cost optimality

within stochastic dynamic environments [24, 25].

Challenge 3: Scalability Constraints in Large-Scale Systems
As the system scale expands to encompass hundreds or thousands of concurrent
requests in IoT scenarios, the centralized DRL training paradigm faces severe scal-
ability challenges [26, 27]. On the one hand, massive concurrent data streams
lead to the curse of dimensionality, causing exploration costs to skyrocket; on the
other hand, the spatiotemporal patterns of task arrivals often possess long-term
dependencies, which traditional fully connected neural networks struggle to cap-
ture [28]. Ensuring scheduling decision quality while significantly reducing train-
ing and inference overhead in large-scale scenarios remains an urgent problem to

be solved [8].

Challenge 4: Gap between Algorithm and Deployment
In practical deployment, constructing a unified software framework capable of
flexibly supporting diverse DRL paradigmssuch as enabling native algorithm de-

velopment versus third-party library integration, and switching between central-
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ized and distributed architecturesremains an unresolved engineering challenge [29].
More critically, the DRL agent itself is a resource-consuming software component.
In the resource-constrained and heterogeneous continuum, the physical placement
of DRL components (e.g., the distribution of learners and actors) significantly im-
pacts communication overhead and overall system latency, yet this system-level

optimization problem is frequently overlooked in existing studies [30, 31].

Challenge 5: Model Incompatibility due to Device Heterogeneity
When scheduling scenarios extend to multi-domain environments, the heterogene-
ity of device computational power becomes a primary barrier to collaborative
learning [15]. Cloud servers can execute deep neural networks, whereas resource-
constrained IoT devices can only host lightweight models. Traditional federated
learning methods typically mandate identical model architectures across all par-
ticipants to facilitate parameter aggregation, which is evidently impractical in the
heterogeneous continuum [14]. Breaking the constraint of identical model struc-
tures to enable cross-architecture knowledge sharing is a critical challenge for re-

alizing ubiquitous intelligence [22].

Challenge 6: Data Silos and Adversarial Risks
In cross-organizational silo-cooperative scheduling scenarios, data across different
management domains often exhibits significant Non-IID characteristics [22, 32].
Direct aggregation of model parameters can lead to severe performance degra-
dation. Simultaneously, decentralized cooperative environments naturally lack a
trust basis and are vulnerable to poisoning attacks from malicious nodes or noise
interference from faulty nodes [33, 34]. Designing a robust collaboration mech-
anism that can adapt to Non-IID distributions and withstand adversarial attacks

while preserving data privacy is extremely challenging [35].

Challenge 7: Coordination in Extreme Dynamic Topologies
In many mobile edge computing scenarios, the network topology structure changes
momentarily with the rapid movement of nodes [36]. This highly dynamic charac-
teristic renders spatial proximity relationships and communication links between

nodes extremely unstable. Traditional DRL methods based on fixed vector inputs
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struggle to capture these dynamic spatial topological relationships [37]. Further-
more, such networks are typically subject to strict communication bandwidth and
energy constraints. How to achieve efficient multi-agent coordination and joint
trajectory-task optimization in environments with highly time-varying topologies
and constrained communication (such as aerial computing networks) represents a

significant and urgent challenge in this field [38, 39].

1.3 Research Objectives

In view of the aforementioned seven core challenges, the primary objective of this the-

sis is to design and develop a comprehensive solution suite encompassing theoretical

frameworks, optimization algorithms, system implementations, and cross-domain col-

laboration mechanisms, to achieve intelligent, efficient, and robust resource manage-

ment in the IoT-Edge-Cloud continuum. Specifically, this research aims to achieve the

following seven core objectives:

Objective 1: Constructing a Systematic Classification Taxonomy for DRL-based Re-

source Management

To address the theoretical fragmentation (Challenge 1), this thesis aims to con-
duct an in-depth analysis of existing literature and establish an orthogonal two-
dimensional taxonomy [8, 9]. By systematically organizing existing works from
the dimensions of control scope (single-agent vs. multi-agent) and training paradigm
(standard vs. federated), this objective seeks to clarify the applicability boundaries
and design principles of different architectures [21, 23].

Objective 2: Developing Weighted-Cost Optimization Algorithms for Complex Task

Flows

To resolve the inefficiency in dynamic multi-objective optimization (Challenge 2),
this thesis aims to design an adaptive scheduling algorithm based on improved
policy gradients for IoT applications with DAG dependency structures [11]. By
constructing composite reward functions and advantage estimation mechanisms [40,

41], the objective is to achieve Pareto optimization between response time and load
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balancing in stochastic dynamic environments [24, 25].

Objective 3: Designing Scalable Distributed DRL Techniques with Long-term De-
pendency Modeling
To overcome scalability bottlenecks in large-scale systems (Challenge 3), this the-
sis aims to develop advanced DRL techniques combining Transformer architec-
tures with distributed training paradigms for high-concurrency request scenarios.
Utilizing attention mechanisms to capture the long-term spatiotemporal depen-
dencies of task arrivals [42, 43], the objective is to significantly enhance sample

efficiency and convergence speed in large-scale environments [26].

Objective 4: Implementing a Unified and Modular Intelligent Resource Management
Framework
To bridge the gap between algorithm and deployment (Challenge 4), this the-
sis aims to design and implement a lightweight, container-supported software
framework [29, 44]. The framework is required to possess high extensibility, en-
abling seamless integration of diverse DRL paradigms (native/library-based, cen-
tralized / distributed). Simultaneously, intelligent component placement algorithms
will be proposed to optimize the physical deployment of DRL learners and actors,

minimizing management overhead [30, 31].

Objective 5: Proposing Cross-Architecture Federated Learning Mechanisms Support-
ing Device Heterogeneity
To solve the model incompatibility issue in multi-domain environments (Chal-
lenge 5), this thesis aims to introduce environment-oriented knowledge distillation
techniques [45, 46]. By constructing resource-aware adaptive architecture genera-
tion mechanisms, the objective is to break the structural barriers between hetero-
geneous devices (from IoT sensors to cloud servers), enabling cross-architecture

knowledge transfer and collaborative training [14, 15].

Objective 6: Establishing Decentralized and Robust Cross-Domain Collaboration Pro-
tocols

To address data silos and adversarial risks (Challenge 6), this thesis aims to design
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a fully decentralized federated learning architecture [32, 47]. Combining gradient
fingerprint detection and gradient tracking technologies [48], the objective is to
achieve effective knowledge aggregation under Non-IID data environments, while
ensuring system robustness and convergence stability against malicious node at-

tacks [33, 34].

Objective 7: Developing Graph Neural Network-based Methods for High-Dynamic
Spatial Coordination
To tackle coordination difficulties in extreme dynamic topologies (Challenge 7),
this thesis aims to utilize dual-layer dynamic Graph Attention Networks (GATs)
to explicitly model the spatiotemporal evolution features of network topologies
for scenarios like UAV-assisted computing [24, 49]. Furthermore, it seeks to de-
velop a dual-actor collaborative decision-making mechanism based on hybrid ac-
tion spaces to achieve joint optimization of trajectory and task offloading under

strict communication and coverage constraints [38, 50].

1.4 Main Contributions

This thesis makes the following seven main contributions to the field of resource man-

agement in the IoT-Edge-Cloud continuum:

Contribution 1: A Two-Dimensional Taxonomy for DRL-based Resource Management

(Chapter 2)

This thesis conducts a systematic review and analysis of existing literature, propos-
ing a novel orthogonal two-dimensional taxonomy. This taxonomy reconstructs
existing works from two dimensions: control scope (single-agent vs. multi-agent)
and training paradigm (standard vs. federated). It resolves conceptual ambigui-
ties in current surveys and clearly identifies critical research gaps in federated and
decentralized architectures, establishing a theoretical foundation for subsequent

chapters.

Contribution 2: A Weighted-Cost Optimization Algorithm DRLIS for Edge-Fog En-

vironments (Chapter 3)
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To address the trade-off between load balancing and response time in stochas-
tic dynamic environments, this thesis proposes a Deep Reinforcement Learning-
based IoT Scheduling algorithm, DRLIS. By customizing Proximal Policy Opti-
mization (PPO) techniques and designing a composite reward function, DRLIS
effectively optimizes the weighted cost of IoT applications with DAG structures.
Practical implementation within the FogBus2 framework demonstrates that this
algorithm significantly outperforms traditional meta-heuristic algorithms in con-

vergence speed and decision quality.

Contribution 3: An Enhanced Distributed DRL Technique TF-DDRL (Chapter 4)
Addressing scalability constraints in large-scale heterogeneous environments, this
thesis develops a Transformer-combined distributed DRL technique, TF-DDRL.
Based on the IMPALA architecture, this technique integrates Gated Transformer-
XL to capture long-term spatiotemporal dependencies of task flows and introduces
Prioritized Experience Replay (PER) mechanisms to enhance sample efficiency. Ex-
perimental results prove that TF-DDRL significantly reduces exploration costs and

improves scheduling performance when processing massive concurrent requests.

Contribution 4: A Unified Resource Management Software Platform ReinFog (Chap-
ter 5)
To bridge the gap between algorithmic theory and system deployment, this thesis
designs and implements a modular, containerized software platform, ReinFog.
This platform supports the seamless integration of centralized and distributed
DRL agents, including native implementations and third-party libraries. Further-
more, this thesis proposes a novel memetic algorithm, MADCP, specifically de-
signed to optimize the physical deployment of DRL learner and worker com-
ponents, thereby minimizing system communication overhead and accelerating

training startup.

Contribution 5: A Knowledge Distillation-Empowered Federated Framework KD-AFRL
(Chapter 6)
To overcome the heterogeneity challenge where resource-constrained devices can-

not run complex models, this thesis proposes the KD-AFRL framework. This
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framework introduces resource-aware adaptive architecture generation mechanisms
and environment-oriented cross-architecture knowledge distillation methods. It
enables heterogeneous devices, ranging from IoT sensors to cloud servers, to col-
laboratively learn optimal policies without sharing raw data, effectively bridging

the performance gap between lightweight and large-scale models.

Contribution 6: A Decentralized Robust Federated Learning Framework DeFRiS (Chap-

ter 7)

Targeting Non-IID workloads and adversarial risks in cross-organizational coop-
erative scheduling, this thesis develops the DeFRiS framework. Unlike tradi-
tional centralized federated approaches, DeFRiS adopts a fully decentralized peer-
to-peer network architecture. It utilizes action-space-agnostic policies to enable
knowledge transfer across heterogeneous infrastructures and effectively defends
against anomalous node attacks through a dual-track robust aggregation protocol
combining gradient fingerprints and gradient tracking, ensuring convergence in

adversarial environments.

Contribution 7: A Graph Neural Network-Enhanced Multi-Agent Framework AirFed
(Chapter 8)
Addressing extreme dynamic scenarios such as aerial edge computing, this thesis
proposes the AirFed framework for multi-UAV coordination. This framework in-
tegrates dual-layer dynamic Graph Attention Networks (GATs) to explicitly model
spatiotemporal dependencies and designs a dual-actor single-critic architecture to
jointly optimize continuous trajectory control and discrete task offloading. Addi-
tionally, it introduces reputation-based federated mechanisms and adaptive quan-
tization techniques, guaranteeing Quality of Service (QoS) under strictly constrained

communication bandwidth.

1.5 Thesis Organization

This thesis is organized into nine chapters. A visual overview of the thesis structure

and the interconnections between chapters is depicted in Figure 1.2. The outline of the
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Chapter 2:

Continuum: A Taxonomy and Future Directions

/

Deep Reinforcement Learning for Resource Management in IoT-Edge-Cloud

This chapter provides a comprehensive literature review of DRL-based resource

management techniques in the IoT-Edge-Cloud continuum. By analyzing existing

works, it establishes an orthogonal classification system comprising two dimen-

sions: control scope and training paradigm. Based on this taxonomy, the chapter
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deeply analyzes the limitations of current research, particularly the gaps in feder-
ated and decentralized architectures, thereby motivating the research presented in

this thesis. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “Deep
Reinforcement Learning for Resource Management in IoT-Edge-Cloud Continuum:

A Taxonomy and Future Directions”, ACM Computing Surveys (CSUR), ACM, 2026

[Under Review].

Chapter 3: Deep Reinforcement Learning-based Scheduling for Optimizing System
Load and Response Time in Edge and Fog Computing Environments
Focusing on fundamental single-node scheduling scenarios, this chapter proposes
the DRLIS algorithm. Targeting IoT applications with DAG structures, it details
how to balance response time and load balancing in stochastic dynamic environ-
ments through DRL and a composite reward function. The chapter verifies the

superiority of DRLIS over meta-heuristic algorithms. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “Deep
Reinforcement Learning-based Scheduling for Optimizing System Load and Re-
sponse Time in Edge and Fog Computing Environments”, Future Generation Com-

puter Systems (FGCS), Vol. 152, pp. 55-69, Elsevier, 2024.

Chapter 4: TE-DDRL: A Transformer-enhanced Distributed DRL Technique for Schedul-

ing IoT Applications

To address scalability issues in large-scale scenarios, this chapter introduces the
TF-DDRL technique. It demonstrates how to utilize Gated Transformer-XL to cap-
ture long-term temporal dependencies of task flows and enhance sampling effi-
ciency through the IMPALA distributed architecture, thereby significantly reduc-
ing exploration costs when processing massive concurrent requests. This chapter

is derived from:

Zhiyu Wang, Mohammad Goudarzi, and Rajkumar Buyya, “TF-DDRL: A Transformer-

Enhanced Distributed DRL Technique for Scheduling IoT Applications in Edge
and Cloud Computing Environments”, IEEE Transactions on Services Computing

(TSC), Vol. 18, No. 2, pp. 1039-1053, IEEE, 2025.
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Chapter 5: ReinFog: A Deep Reinforcement Learning Empowered Framework for Re-
source Management
Shifting from algorithms to system implementation, this chapter details the design
and development of the ReinFog framework. It elucidates how the framework
supports the seamless integration of multiple DRL paradigms through a modular
design and proposes a memetic algorithm-based component placement strategy
(MADCP) to optimize the deployment efficiency of the DRL system itself. This

chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, and Rajkumar Buyya, “ReinFog: A Deep Re-
inforcement Learning Empowered Framework for Resource Management in Edge
and Cloud Computing Environments”, Journal of Network and Computer Applica-

tions (JNCA), Vol. 242, Article 104250, Elsevier, 2025.

Chapter 6: A Knowledge Distillation-empowered Adaptive Federated Reinforcement
Learning Framework
Addressing the challenge of device heterogeneity, this chapter proposes the KD-
AFRL framework. It details a resource-aware adaptive architecture generation
mechanism and an environment-oriented cross-architecture knowledge distilla-
tion method, demonstrating how federated learning enables lightweight edge de-
vices to acquire decision-making capabilities comparable to cloud-based large mod-

els. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “A
Knowledge Distillation-empowered Adaptive Federated Reinforcement Learning
Framework for Multi-Domain IoT Applications Scheduling”, IEEE Transactions on
Mobile Computing (TMC), IEEE, 2026 [In Press].

Chapter 7: DeFRiS: Silo-Cooperative IoT Applications Scheduling via Decentralized
Federated Reinforcement Learning
Targeting data silos and security risks in cross-organizational collaboration, this
chapter introduces the DeFRiS framework. It explains how to resolve compatibil-
ity issues of heterogeneous infrastructures through action-space-agnostic policies

and utilizes a dual-track aggregation protocol (gradient fingerprint and tracking)
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to achieve robust decentralized collaboration under Non-IID data and adversarial

environments. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “De-
FRiS: Silo-Cooperative IoT Applications Scheduling via Decentralized Federated
Reinforcement Learning”, IEEE Transactions on Parallel and Distributed Systems (TPDS),
IEEE, 2026 [Under Review].

Chapter 8: AirFed: A Federated Graph-Enhanced Multi-Agent Reinforcement Learn-
ing Framework
This chapter explores resource management under extreme dynamic topologies by
proposing the AirFed framework. It demonstrates how to model spatial depen-
dencies using dual-layer dynamic Graph Attention Networks (GATs) and jointly
optimize UAV trajectory control and task offloading through a dual-actor single-
critic architecture to guarantee Quality of Service (QoS) under strict communica-

tion constraints. This chapter is derived from:

Zhiyu Wang, Suman Raj, and Rajkumar Buyya, “AirFed: Federated Graph-Enhanced
Multi-Agent Reinforcement Learning for Multi-UAV Cooperative Mobile Edge Com-
puting”, IEEE Transactions on Mobile Computing (TMC), IEEE, 2026 [Under Review].

Chapter 9: Conclusions and Future Directions
This chapter summarizes the main research findings and contributions of the en-
tire thesis. Based on the limitations of the current work, it identifies potential di-

rections for future research in IoT-Edge-Cloud continuum resource management.



Chapter 2

Deep Reinforcement Learning for
Resource Management in Computing
Continuum: A Taxonomy and Future

Directions

The Internet of Things (IoT)-Edge-Cloud computing continuum demands intelligent resource
management to satisfy stringent latency, energy, and quality-of-service requirements. Deep Rein-
forcement Learning (DRL) has emerged as a promising paradigm for adaptive resource management,
capable of learning effective policies without requiring accurate analytical models. However, existing
surveys lack a unified framework that systematically organizes approaches across fundamental design
dimensions. This chapter proposes a novel two-dimensional taxonomy that orthogonally separates
control scope (single-agent versus multi-agent) from training paradigm (standard versus federated),
resolving ambiguities in prior work. We provide comprehensive literature review, comparative anal-
ysis, and practical design guidelines mapping deployment requirements to algorithmic choices. We
further survey advanced enhancement techniques and identify critical open challenges with future

research directions toward intelligent, scalable, and privacy-preserving resource management.

2.1 Introduction

The convergence of Internet of Things (IoT) and edge computing has created a paradigm

shift in distributed computing architectures. With IoT deployments reaching unprece-

This chapter is derived from:

® Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “Deep Reinforcement
Learning for Resource Management in IoT-Edge-Cloud Continuum: A Taxonomy and Future Direc-
tions”, ACM Computing Surveys (CSUR), 2026 [Under Review].
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dented scale worldwide and generating massive data volumes, traditional cloud-centric
architectures face fundamental limitations in serving latency-sensitive applications [51].
Emerging use cases such as autonomous vehicles, augmented reality, and industrial con-
trol systems require near-instantaneous response times that cannot tolerate the round-

trip delays inherent to distant cloud datacenters [52].

The IoT-Edge-Cloud continuum has emerged as the architectural response, forming
a three-tier distributed computing hierarchy that bridges resource-constrained IoT de-
vices with resource-abundant cloud datacenters through intermediate edge infrastruc-
ture deployed at network edges [53]. By distributing computation across this hierarchy,
the continuum enables latency-critical processing at the edge while leveraging cloud
resources for compute-intensive analytics, creating a distributed computing fabric span-

ning billions of heterogeneous devices across global geographical scales [51].

Efficient resource management across this continuum is both critical and challeng-
ing. System operators must dynamically allocate computational resources, schedule het-
erogeneous workloads, and make intelligent task placement decisions under stringent
constraints [54]. The challenges are multifaceted: unprecedented scale, extreme dynam-
ics, pervasive heterogeneity spanning device capabilities and network technologies, and
strict operational constraints including latency bounds and energy budgets [52]. More-
over, privacy regulations and data sovereignty requirements increasingly mandate that
sensitive data remains local to edge nodes, prohibiting centralized data collection for
training [55]. Inefficient resource allocation directly translates to quality-of-service vio-
lations, excessive energy consumption, and substantial operational costs for large-scale

deployments [54, 56].

Deep Reinforcement Learning (DRL) has emerged as a promising paradigm for adap-
tive resource management in this complex environment. Unlike traditional rule-based
heuristics relying on manually designed policies or model-based optimization requiring
accurate analytical models, DRL agents learn near-optimal policies through environ-
mental interaction without prior system models [57]. This model-free adaptive learn-
ing capability makes DRL particularly suited to the IoT-Edge-Cloud continuum, where
workload patterns are unpredictable, system dynamics are non-stationary, and accu-

rate models are difficult to obtain [58]. However, standard DRL training assumes un-
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restricted data access, which conflicts with privacy regulations and data sovereignty
requirements in IoT/edge environments [59]. Federated learning addresses this chal-
lenge by enabling collaborative model training across distributed nodes/regions while
keeping data local, making it an essential training paradigm for privacy-preserving re-
source management [33]. Research in this area has grown rapidly, motivating the need

for a comprehensive survey that systematically organizes the expanding literature.

2.1.1 Related Surveys and Research Gap

Resource management in the IoT-Edge-Cloud continuum has generated numerous sur-
veys, but these works exhibit significant limitations in scope definition, methodological
organization, and analytical depth. Table 2.1 systematically compares 16 representa-
tive surveys published between 2023 and 2025, evaluating them across two dimensions:
coverage (breadth of methods and architectures discussed) and analytical components

(depth of analysis provided), revealing substantial gaps in existing literature.

Single-Agent Dominance with Weak Multi-Agent Coverage. Among the 16 surveys,
12 fully cover serial SARL methods (DQN, PPO, SAC), but only 4 partially address paral-
lel SARL (A3C, IMPALA). Multi-agent coverage is extremely weak: only 2 surveys men-
tion independent MARL (IDQN, IPPO), and only Yang et al. [8] covers CTDE methods
(QMIX, MADDPG, MAPPO). This gap is critical given that the IoT-Edge-Cloud contin-
uum is inherently a distributed system where multi-agent architectures naturally map

to autonomous edge nodes.

Nearly Complete Absence of Federated Training Paradigm. Only 3 surveys provide
comprehensive coverage of centralized federated learning, with 6 offering partial treat-
ment. Most critically, no survey covers decentralized federated architectures, despite
their crucial trade-offs in convergence speed, scalability, and fault tolerance for large-
scale deployments. Furthermore, existing surveys treat federated learning as an iso-
lated technique rather than a training paradigm orthogonally combinable with different
control architectures, leaving federated single-agent and federated multi-agent design

spaces unexplored.
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Insufficient Comparative Analysis with Limited Design Guidance. While all surveys
include comparisons, most provide only qualitative descriptions lacking quantitative
performance evaluation or systematic deployment trade-offs. Only 2 surveys provide
comprehensive design guidelines, with 5 offering partial guidance. The fundamental
gap is that no survey provides a systematic comparative framework across the two-
dimensional space of control architectures and training paradigms, making it difficult
for system designers to map deployment characteristics to appropriate DRL configura-

tions.

Inadequate Coverage of Enhancement Techniques and Emerging Paradigms. Only
5 surveys cover advanced techniques that augment base DRL methods. These tech-
niques are essential for practical deployment, addressing challenges such as resource-
constrained devices, rapid adaptation to new environments, and safety constraint sat-
isfaction. However, existing surveys lack systematic analysis of their applicability to
IoT/edge/cloud scenarios or practical deployment guidelines. The potential of emerg-
ing paradigms to advance resource management capabilities also remains largely unex-
plored.

As shown in Table 2.1, this chapter is the first to provide comprehensive cover-
age across both dimensions of control scope (serial/parallel SARL, independent/CTDE
MARL) and training paradigms (standard, centralized /decentralized federated), intro-
duces a principled orthogonal taxonomy, provides systematic cross-dimensional com-
parative analysis with practical deployment guidelines, comprehensively reviews en-
hancement techniques, and provides in-depth analysis of emerging paradigms. By sys-
tematically addressing the fragmentation in existing literature, this chapter establishes a
comprehensive foundation for DRL-based resource management in the IoT-Edge-Cloud

continuum.

2.1.2 Chapter Contributions and Scope

This chapter makes the following contributions:
(1) Two-Dimensional Taxonomy. We propose a two-dimensional taxonomy that or-

thogonally separates control scope (single-agent vs. multi-agent) from training paradigm
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Table 2.1: Comparison of existing surveys on resource management in IoT/edge/cloud
computing environments (Ordered by Year).

Coverage Analytical Components
Survey Year Standard Federated Advanced
SARL MARL Centr- | Decentr- | Comparative | Guidelines Techniques Directions
Serial | Parallel | Indep. | CTDE | alized | alized

Zhang et al. [10] 2023 v X X X v X v o X v
Chiang et al. [60] 2023 v o X X o X v o X v
Wang et al. [61] 2023 v X X X X X v o X v
Hortelano et al. [23] | 2023 v o X X o X v X X v
Zabihi et al. [21] 2024 v o X X o X v X o v
Walia et al. [5] 2024 v X X X v X v v o v
Tang et al. [28] 2024 v X ) X o X v o v v
Dong et al. [62] 2024 v X X X X X v X X v
Asghari et al. [63] 2024 o X X X X X v X X v
Maia et al. [64] 2024 o X X X X X v X X v
Zolghadri et al. [65] 2024 o X X X X X v X X v
Taleb et al. [52] 2025 v X X X X X v o X v
Rasouli et al. [12] 2025 o X X X o X v X X v
Vetriveeran et al. [66] | 2025 v X X X X X v X X v
Yang et al. [8] 2025 v o v v o X v v o v
Wu et al. [67] 2025 v X X X v X v X v v
This chapter 2026 v v v v v v v v v v
Note: v Fully covered; o: Partially covered; x: Not covered. SARL: Single-Agent RL; MARL: Multi-Agent RL; CTDE: Centralized Training with Decentralized Execution.

(standard vs. federated), resolving ambiguities in prior surveys that conflate these inde-
pendent design dimensions.

(2) Comprehensive Literature Review. We systematically review over 100 papers
applying DRL to resource management in IoT-Edge-Cloud continuum (2020-early 2026),
organizing them through our two-dimensional taxonomy.

(3) Comparative Analysis and Design Guidelines. We systematically analyze and
compare methods within each taxonomy category and provide practical design guide-
lines mapping deployment requirements to appropriate algorithmic choices.

(4) Advanced Techniques Survey. We survey orthogonal enhancement techniques
including specialized network architectures, training optimizations, model compres-
sion, and safety mechanisms that apply across taxonomy categories.

(5) Open Challenges and Future Directions. We identify critical research challenges
where substantial gaps remain and outline promising directions for future research.

Scope. This chapter covers DRL methods for resource management in the IoT-Edge-

Cloud continuum (2020-early 2026). We exclude non-DRL methods and pure network-
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ing problems without explicit resource management objectives.

2.1.3 Organization

The rest of this chapter is organized as follows. Section 2.2 provides background on the
IoT-Edge-Cloud continuum, DRL fundamentals, and problem formulation. Section 2.3
presents our two-dimensional taxonomy. Sections 2.4 and 2.5 systematically review DRL
approaches under standard and federated training paradigms, each organized by con-
trol scope (SARL then MARL). Section 2.6 surveys advanced techniques. Section 2.7

discusses open challenges and future directions. Section 2.8 provides the conclusion.

2.2 Background and Preliminaries

This section establishes the foundational concepts for DRL-based resource management
in the IoT-Edge-Cloud continuum, covering the computing architecture (Section 2.2.1),

reinforcement learning framework (Section 2.2.2), and problem formulation (Section 2.2.3).

2.2.1 IoT-Edge-Cloud Continuum

The IoT-Edge-Cloud continuum is a hierarchical computing paradigm that bridges resource-
constrained IoT devices with cloud datacenters through intermediate edge infrastruc-
ture [52, 53]. Unlike cloud-centric architectures, this continuum distributes workloads
across three tiers based on latency requirements, resource availability, and data local-
ity [54].

As illustrated in Figure 2.1, the cloud layer provides virtually unlimited computa-
tional resources for intensive analytics and model training [52]. The edge layer, com-
prising base stations, cloudlets, and micro-datacenters, offers moderate resources with
low-latency access to end devices [52]. The IoT layer encompasses heterogeneous de-
vices with constrained computational capacity, memory, energy budgets, and intermit-
tent connectivity [2, 68]. Many IoT applications exhibit DAG-structured task dependen-

cies requiring precedence-aware scheduling [59, 69].
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Figure 2.1: The IoT-Edge-Cloud continuum architecture.

This architecture presents three fundamental challenges that motivate learning-based
approaches:

Dynamic workloads. IoT applications generate highly variable traffic patterns with
temporal dynamics and spatial heterogeneity [54]. User mobility further exacerbates un-
predictability [70], while DAG-structured dependencies impose time-varying execution
constraints [59]. Static policies cannot adapt to such variability.

Pervasive heterogeneity. The continuum spans devices with vastly different capa-
bilities, network technologies with variable bandwidth and latency, and applications
with fundamentally different QoS requirements [54, 59, 71]. Manual policy design for
each scenario is infeasible [26].

Model uncertainty. Stochastic task arrivals, network fluctuations, and device fail-
ures render accurate system modeling intractable [52, 59]. Optimization approaches as-
suming known models suffer severe performance degradation under such uncertainty.

These challenges, namely dynamism, heterogeneity, and uncertainty, necessitate adap-
tive approaches capable of learning effective policies through environmental interaction,

motivating the DRL methods formalized next.

2.2.2 Deep Reinforcement Learning Fundamentals

DRL provides a mathematical framework for sequential decision-making under uncer-
tainty, where an agent learns optimal behavior through environmental interaction [20].
Unlike supervised learning requiring labeled examples, DRL agents learn from evalu-

ative feedback in the form of sparse reward signals, making it suited to resource man-
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agement scenarios where optimal policies are unknown a priori but system performance
can be measured.

The problem is formalized as a Markov Decision Process (MDP), defined by the
tuple (S, A, P, R, v): state space S describing system configurations, action space A rep-
resenting available decisions, transition function P(s'|s, 2) specifying state dynamics, re-
ward function R(s, a) providing scalar feedback, and discount factor y € [0, 1] balancing
immediate and future rewards.

A policy 7 : S — A(A) maps states to action distributions. The agent’s objective is

to discover a policy maximizing expected cumulative discounted reward:

](7-[) - IETN?T

i?trt] , 1)

t=0

where T denotes a trajectory sampled by executing policy 7t. The state value function
V7 (s) and state-action value function Q" (s, a) represent expected cumulative rewards
from a given state or state-action pair, respectively. The optimal policy satisfies 77*(s) =
arg max, Q*(s,a).

Policy optimization follows three paradigmatic approaches: value-based methods learn
Q-functions and derive policies through value maximization; policy gradient methods
directly optimize parameterized policies; actor-critic methods maintain both policy and
value representations.

In multi-agent settings, the framework extends to Decentralized Partially Observ-
able MDPs (Dec-POMDPs), where each agent i receives local observations o; € O;, exe-
cutes actions 4; € A;, and receives individual rewards r;. The jointactiona = (ay,...,ay)
determines state transitions, creating strategic interactions addressed through indepen-

dent learning or coordinated training mechanisms.

2.2.3 Resource Management Problem Formulation

Resource management in the IoT-Edge-Cloud continuum can be naturally formulated
as MDPs where the system learns allocation, scheduling, and offloading decisions to

optimize performance metrics.
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State space design. The state s; typically aggregates three categories: system state
(resource utilization, energy levels, queue lengths), workload state (task characteristics,

application priorities, mobility patterns), and network state (bandwidth, latency, channel

quality, topology).

Action space design. The action a; specifies resource management decisions that
may be discrete (offloading decisions, server selection, cache admission), continuous
(resource allocation ratios, power levels, bandwidth shares), or hybrid combinations

thereof.

Reward function design. The reward r; encodes optimization objectives as scalar
teedback. Common formulations include single-objective rewards (e.g., r = —« - latency),
multi-objective weighted combinations (e.g., r = —a - latency — 8 - energy + <y - throughput),

and constraint penalties for SLA violations or resource overloads.
Several challenges complicate MDP formulations in this domain:

Partial observability. Edge nodes lack complete visibility into global system state,
necessitating decentralized multi-agent formulations or recurrent architectures that infer

hidden state from observation histories.

Hybrid action spaces. Many problems require simultaneous discrete and continu-
ous decisions. Value-based methods handle discrete actions but struggle with contin-
uous spaces, while policy gradient methods accommodate both at increased training

complexity.

Multi-objective optimization. Conflicting objectives, such as latency versus energy
consumption, require careful reward engineering or constrained reinforcement learning

formulations.

Privacy and data sovereignty. Regulations such as GDPR mandate that sensitive
data remains within specific jurisdictions, prohibiting centralized data collection and

requiring federated learning paradigms.

These formulation challenges motivate the diverse DRL architectures reviewed in

subsequent sections, organized through our two-dimensional taxonomy.
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2.3 Taxonomy and Classification Methodology

We propose a two-dimensional taxonomy that orthogonally separates control scope from
training paradigm for DRL-based resource management in the IoT-Edge-Cloud contin-

uum. This framework enables systematic comparison of methods based on:

¢ Dimension I: Control Scope. This dimension distinguishes approaches based on

the number of autonomous decision-making entities:

— Single-Agent Architecture (SARL): A unified global policy is learned and de-
ployed to control resource management across the entire IoT-Edge-Cloud sys-
tem. While training may involve multiple distributed workers (e.g., A3C, IM-
PALA) to accelerate convergence, all system components ultimately execute

the same shared policy.

— Multi-Agent Architecture (MARL): Multiple autonomous agents are deployed
across the system (e.g., one per edge computing node or region), each learn-
ing and executing its own policy. Agents may operate independently (e.g.,

IPPO) or coordinate through cooperation (e.g., MADDPG, QMIX).

¢ Dimension II: Training Paradigm. This dimension categorizes approaches based

on whether federated learning is employed:

— Standard Training: No privacy constraints on data sharing. Training data, in-
termediate results (e.g., gradients, experiences), or model parameters can be

freely exchanged between computing nodes/regions.

— Federated Training: Training under strict data locality constraints for privacy
preservation. Raw training data remains local at each computing node/re-
gion. Nodes exchange only model information (e.g., parameters in FedAvg,
gradients in FedSGD) through federated aggregation mechanisms, preserv-
ing data sovereignty. Implementation can be through centralized architec-
tures (with a central server) or decentralized architectures (peer-to-peer coor-

dination).
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Table 2.2 summarizes the resulting taxonomy framework. The two dimensions are
orthogonal: any control scope (SARL or MARL) can be combined with any training
paradigm (Standard or Federated), yielding distinct architectural patterns with differ-
ent deployment requirements and performance characteristics. Detailed taxonomies for
each paradigm are presented in Figures 2.2 and 2.3.

Table 2.2: Two-dimensional taxonomy framework for DRL-based resource management
in JoT-Edge-Cloud continuum.

Control Scope
Single-Agent Architecture (SARL) | Multi-Agent Architecture (MARL)

Training Paradigm

Standard Training (Fig. 2.2) 24.1 242
Federated Training (Fig. 2.3) 251,252 251,252

2.4 Standard Training Paradigm

The standard training paradigm assumes no privacy constraints on data sharing, en-
abling free exchange of training data, gradients, experiences, or model parameters be-
tween computing nodes. Within this paradigm, we categorize DRL approaches by con-
trol scope: single-agent architectures employ a unified global policy offering coherent opti-
mization at the cost of potential scalability bottlenecks, while multi-agent architectures de-
ploy autonomous agents with individual policies, enabling distributed decision-making
that aligns with edge computing infrastructures.

Figure 2.2 illustrates the taxonomy under this paradigm. Section 2.4.1 explores single-
agent architectures with serial and parallel training approaches. Section 2.4.2 investi-
gates multi-agent architectures, analyzing independent learning and centralized train-

ing with decentralized execution.

24.1 Single-Agent Architectures (SARL)

SARL employs a unified global policy to coordinate resource management across the

entire JoT-Edge-Cloud continuum. This centralized decision-making paradigm is par-
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Standard Training Paradigm

| |

Single-Agent Deep Reinforcement Learning Architectures (SARL) Multi-Agent Deep Reinforcement Learning Architectures (MARL)
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Figure 2.2: Taxonomy of DRL methods under standard training paradigm.

ticularly prevalent in scenarios where: (i) a central controller has visibility into system-
wide state, (ii) resource pools can be managed holistically, and (iii) global optimization
objectives (e.g., minimizing end-to-end latency, maximizing throughput) outweigh the
benefits of distributed autonomy:.

We organize SARL methods by their training mechanisms. Serial Training Approaches
execute learning on a single computational thread, suitable for small to medium-scale
deployments. Parallel Training Approaches leverage distributed workers to accelerate
learning, essential for large-scale IoT environments generating high-volume data streams.
This dichotomy reflects a fundamental trade-off between implementation simplicity and

training scalability.

Serial Training Approaches

Serial training approaches sequentially collect experiences and update policies on a sin-
gle computational thread. These approaches remain widely adopted in resource man-
agement due to mature implementations, theoretical guarantees, and effectiveness in
moderately-sized problem spaces. We organize serial methods by their policy represen-
tation: Value-Based Methods learn state-action value functions to derive policies through
value maximization, Policy-Based Methods directly parameterize and optimize policies
using gradient ascent, and Actor-Critic Methods maintain both explicit policy and value

function representations to combine their respective advantages.
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Value-Based Methods. Value-based methods learn state-action value functions Q(s, a)
that estimate the expected cumulative reward of executing action a in state s, with poli-
cies derived through value maximization (e.g., 77(s) = argmax, Q(s,a)). This indirect
policy representation is particularly suited to discrete action spaces common in resource

allocation decisions.

Deep Q-Network (DQN) [72] pioneered the integration of deep neural networks
with Q-learning by introducing experience replay (storing transitions (s,a,7,s’) in a re-
play buffer D and sampling mini-batches to break temporal correlations) and a separate
target network to stabilize training. Subsequent innovations addressed DQN'’s limita-
tions: Double DQN [73] mitigates overestimation bias by decoupling action selection
and evaluation; Dueling DQN [74] decomposes Q(s,a) into state value V(s) and ad-
vantage A(s, a) streams, improving learning efficiency when many actions yield similar
values; Rainbow [75] synthesizes six orthogonal improvements (Double DQN for over-
estimation mitigation, dueling architecture for value-advantage decomposition, prior-
itized experience replay, multi-step learning, categorical value distribution, and noisy

networks for exploration), achieving superior sample efficiency.

In TIoT-Edge-Cloud resource management, DQN variants have been extensively de-
ployed for discrete decision problems. Xiong et al. [76] applied DQN to minimize the
long-term weighted sum of task completion time and resource utilization in IoT edge
computing. Liao et al. [77] employed Double DON to jointly optimize offloading deci-
sions and resource allocation, balancing delay and energy consumption in mobile edge
computing. Birhanu Tadele et al. [78] leveraged Dueling DON to minimize end-to-end
Age of Information in vehicular fog systems, improving information freshness for real-
time IoT services. Zhang et al. [79] deployed Rainbow DQN to reduce waiting delay

and system congestion in Industrial IoT data scheduling.

Despite their effectiveness for discrete decisions, value-based methods face inher-
ent limitations. Action spaces grow exponentially with decision dimensionality (e.g.,
simultaneously allocating CPU, memory, and bandwidth), causing the curse of dimen-
sionality [20, 80]. Furthermore, these methods cannot directly handle continuous action
spaces (e.g., precise power levels, bandwidth percentages) without discretization, which

introduces approximation errors and scalability issues [80]. These constraints motivate



30 DRL for Resource Management in IoT-Edge-Cloud Continuum

policy-based approaches that directly parameterize policies over continuous spaces.

Policy-Based Methods. Policy-based methods directly parameterize and optimize poli-
cies 7y(als) without explicitly learning value functions, enabling natural handling of
continuous and high-dimensional action spaces. Modern policy gradient methods in-
corporate value function baselines to reduce variance while maintaining the core policy
optimization objective.

Trust Region Policy Optimization (TRPO) [41] ensures monotonic policy improve-
ment by constraining the KL divergence between successive policies, providing theo-
retical guarantees against catastrophic performance collapse. However, TRPO’s second-
order optimization requirements impose substantial computational costs, limiting its
applicability to large-scale systems. Proximal Policy Optimization (PPO) [40] simplifies
TRPO’s approach through a clipped surrogate objective that limits the ratio between
new and old policies, preventing destructive updates. PPO’s first-order implementa-
tion achieves comparable performance to TRPO with significantly lower computational
overhead, explaining its widespread adoption in practice.

In resource management scenarios, these methods have proven particularly effec-
tive for problems with continuous action spaces and complex constraints. Priyadarshni
et al. [81] employed TRPO within a meta reinforcement learning framework for task of-
floading in multi-access edge computing, reducing network traffic and latency through
adaptive policy learning across diverse task topologies. Wang et al. [26] applied PPO
to optimize scheduling decisions, jointly minimizing system load and response time in
edge and fog computing environments, while Wang et al. [82] proposed an approach
based on PPO for computation offloading, achieving fast adaptation to dynamic envi-
ronments with minimal retraining requirements.

The stability of PPO’s policy updates is particularly valuable in production deploy-
ments where catastrophic performance degradation must be avoided. However, both
PPO and TRPO remain fundamentally on-policy, requiring fresh samples for each up-
date and continuous environment interaction, which limits sample efficiency compared
to off-policy methods that can reuse historical data. This motivates actor-critic architec-

tures that combine policy optimization with off-policy learning.
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Actor-Critic Methods. Actor-critic methods maintain explicit parameterizations of both
policy (actor) 7r¢(als) and value function (critic) Qy(s,a) or Vi (s). The critic evaluates
actions to guide policy improvement, while the actor focuses on policy representation.
Off-policy actor-critic methods further enable experience replay, dramatically improv-
ing sample efficiency. This is critical for real-world deployments where environment

interactions are expensive.

Deep Deterministic Policy Gradient (DDPG) [80] adapts DQN's experience replay
and target networks to continuous control by learning a deterministic policy py(s) guided
by a critic Qg (s,a). However, DDPG suffers from overestimation bias and sensitivity to
hyperparameters. Twin Delayed DDPG (TD3) [83] addresses these issues through three
key innovations: twin critics (taking the minimum to reduce overestimation), delayed
policy updates (updating the actor less frequently than critics), and target policy smooth-
ing (adding noise to target actions for regularization). Soft Actor-Critic (SAC) [84] fur-
ther improves sample efficiency and stability by incorporating maximum entropy rein-
forcement learning, which encourages exploration by maximizing both expected return
and policy entropy. SAC’s automatic temperature tuning makes it particularly robust

across diverse tasks without extensive hyperparameter search.

These off-policy actor-critic methods have become the choice for continuous control
problems in resource management. Ale et al. [85] employed DDPG for task partitioning
and offloading with constrained hybrid action spaces in mobile edge computing, effec-
tively handling both continuous and discrete decision variables. Li et al. [86] applied an
improved TD3 algorithm for resource allocation optimization in ISAC-aided vehicular
edge computing, minimizing total latency for delay-sensitive tasks through prioritized
experience sampling. Tang et al. [87] utilized SAC within a collective deep reinforcement
learning framework for intelligence sharing across distributed edge nodes, achieving su-

perior learning efficiency through local and collaborative learning mechanisms.

Comparative studies reveal nuanced trade-offs among these methods. Empirical
evaluations demonstrate that TD3 typically achieves higher asymptotic performance
through its delayed policy updates and target policy smoothing mechanisms [83], while
SAC exhibits superior sample efficiency and training stability via maximum entropy

reinforcement learning at the cost of increased computational overhead [84]. Both im-
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prove upon DDPG in various continuous control benchmarks [83, 84], with the choice
between them depending on the relative importance of final performance versus sample

efficiency in the specific application.

Parallel Training Approaches

As IoT deployments scale to millions of devices generating continuous data streams,
single-threaded serial training struggles to meet learning efficiency demands. Parallel
training architectures address this challenge by distributing the learning process across
multiple workers, enabling both faster convergence through increased data through-
put and improved exploration through diverse parallel trajectories. We distinguish two
paradigms based on what workers share: Gradient-Based Parallelism where workers com-
pute and communicate gradients, and Experience-Based Parallelism where workers collect

experiences for centralized learning.

Gradient-Based Parallelism. Gradient-based parallel methods distribute both envi-
ronment interaction and gradient computation across multiple workers that share a
global parameter server. Each worker independently collects experiences, computes
gradients, and contributes to global model updates, effectively parallelizing the entire
learning pipeline.

Asynchronous Advantage Actor-Critic (A3C) [88] pioneered this paradigm by exe-
cuting multiple workers asynchronously. Each worker updates shared parameters im-
mediately upon computing gradients without waiting for others. This asynchrony ac-
celerates learning by maximizing hardware utilization and provides implicit exploration
diversity as workers explore different parts of the state space simultaneously. The ad-
vantage function A(s,a) = Q(s,a) — V(s) reduces gradient variance, stabilizing learn-
ing despite asynchronous updates. However, A3C’s asynchrony can cause workers to
compute gradients based on stale parameters, potentially degrading sample efficiency.
Advantage Actor-Critic (A2C), a synchronous variant proposed in the same paper, ad-
dresses this by batching gradients from all workers before updating, ensuring stable
gradient aggregation and better training consistency while trading off some parallelism

for improved stability.
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In edge computing scenarios, gradient-based parallelism naturally maps to distributed
edge infrastructure. Zou et al. [89] proposed A3C-DO, a regional resource scheduling
framework for edge scenarios that addresses device heterogeneity and task complexity
through dynamic offloading decisions, achieving improved service quality and resource
utilization compared to conventional static strategies. Zhang et al. [27] extended A3C to
large-scale Industrial IoTs environments, employing Markov game-based modeling and
heuristic policy annealing to enable distributed asynchronous task scheduling across
edge clouds, effectively balancing workloads and reducing communication latency. Lu
etal. [90] developed A2C-DRL for dynamic scheduling in stochastic edge-cloud environ-
ments, leveraging advantage actor-critic learning to optimize online resource allocation
decisions under workload uncertainties and time-varying system conditions.

The key advantage of gradient-based parallelism lies in its simplicity and direct cor-
respondence to distributed edge deployments. However, the on-policy nature of A3C
and A2C limits sample reuse [20], and communication overhead of frequent gradient
exchanges can become problematic in bandwidth-constrained edge environments [91].
These limitations motivate experience-based methods that decouple data collection from

learning.

Experience-Based Parallelism. Experience-based parallel methods separate the roles
of actors (collecting experiences) and learners (training models), enabling massive par-
allelization of data collection while centralizing computation-intensive learning. Actors
execute policies to gather transitions (s, a,r,s") and send them to a shared replay buffer;
learners sample from this buffer to train models off-policy. This decoupling allows ac-
tors to use slightly outdated policies, dramatically increasing scalability.

Ape-X DQN [92] scales DQN to hundreds of parallel actors by distributing expe-
rience collection while maintaining a single prioritized replay buffer. This architecture
significantly reduces communication overhead compared to gradient-based methods, as
actors only transmit compact experiences rather than high-dimensional gradients. Ac-
tors periodically synchronize with the latest policy and contribute experiences with com-
puted priorities, while a central learner samples high-priority transitions for training.

This architecture achieved state-of-the-art performance on Atari benchmarks, demon-
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strating the power of massive parallelization. IMPALA (Importance Weighted Actor-
Learner Architecture) [93] extends this paradigm to policy-based methods using V-trace
off-policy correction, which adjusts for the discrepancy between actor and learner poli-
cies. IMPALA’s architecture supports massive actor parallelization, making it suitable
for planet-scale deployments. R2D2 (Recurrent Replay Distributed DQN) [94] adds re-
current neural networks to handle partial observability, storing and replaying entire

episode sequences rather than individual transitions.

In large-scale IoT-Edge-Cloud systems, experience-based parallelism enables learn-
ing from massive distributed data sources. Zhang et al. [95] employed Ape-X DQN for
building demand response control, balancing thermal comfort and energy consump-
tion across edge-cloud infrastructure. Wang et al. [54] proposed TF-DDRL following
IMPALA for IoT application scheduling, jointly minimizing response time, energy con-
sumption, and monetary cost. Wang et al. [31] developed ReinFog integrating IMPALA
and R2D2 for adaptive resource management, reducing response time and energy con-

sumption in dynamic environments.

Experience-based methods offer unparalleled scalability, with near-linear speedup
as actors increase [92, 93]. However, they require substantial infrastructure (central-
ized replay buffers, high-bandwidth connections to learners) and introduce complex-
ity in managing actor-learner synchronization [92-94]. The choice between gradient-
based and experience-based parallelism depends on deployment constraints: gradient-
based methods suit moderate-scale edge deployments with good connectivity, while
experience-based methods excel in planetary-scale IoT scenarios where data collection

dominates computational costs.

Comparative Analysis and Design Guidelines

Single-agent architectures provide foundational capabilities for [oT-Edge-Cloud resource
management, offering coherent global optimization when centralized control is feasible
and beneficial. Table 2.3 systematically compares SARL methods across their key char-

acteristics, strengths, and limitations in IoT-Edge-Cloud resource management.
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Strengths. SARL architectures offer several fundamental advantages. Unified global
policies enable coherent system-wide optimization, avoiding coordination challenges
and suboptimal equilibria inherent to multi-agent approaches. Mature theoretical foun-
dations provide convergence guarantees and performance bounds under well-established
assumptions. Implementation simplicity reduces development complexity, as practi-
tioners manage a single policy rather than coordinating multiple interacting agents. Di-
rect policy deployment eliminates runtime coordination overhead, as all system compo-
nents execute the same policy without inter-component communication. Well-established
open-source implementations (e.g., Stable Baselines3, RLIib) accelerate development

and ensure reproducibility.

Challenges and Limitations. SARL faces fundamental scalability and robustness chal-
lenges as system complexity increases. As the number of managed resources grows,
global state representation becomes intractable, and centralized policy networks strug-
gle with exponentially expanding state-action spaces. Centralized controllers create sin-
gle points of failure, where controller unavailability halts resource management system-
wide. Disseminating global state and distributing policy updates consume substantial
bandwidth, particularly problematic in connectivity-limited edge networks. Processing
high-dimensional global state imposes computational demands that may exceed edge
controller capabilities. Single global policies struggle to adapt to heterogeneous local
conditions when different edge regions exhibit drastically different resource character-

istics, workload patterns, or network conditions.

Design Guidelines. Method selection should be driven by action space characteris-
tics and sample efficiency requirements. Value-based methods (DQN family) suit dis-
crete action spaces with manageable cardinality, while policy-based methods (TRPO,
PPO) handle continuous control and high-dimensional discrete problems. Off-policy
actor-critic methods (DDPG, TD3, SAC) excel when sample efficiency is critical, lever-
aging experience replay to maximize learning from expensive environment interactions.
Training architecture should scale with deployment size: serial training suffices for mod-

erate deployments, gradient-based parallelism (A3C, A2C) suits edge clusters with re-
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liable connectivity, and experience-based parallelism (Ape-X, IMPALA, R2D2) enables
planetary-scale systems with massive data generation. Deployment considerations in-
clude ensuring model size and inference latency align with edge controller capabilities,
evaluating robustness to distribution shift through domain randomization or online
adaptation, and implementing monitoring with failover mechanisms to detect policy

failures and switch to fallback controllers when necessary.

2.4.2 Multi-Agent Architectures (MARL)

While SARL approaches offer coherent global optimization, they face fundamental scal-
ability barriers in large-scale IoT-Edge-Cloud systems. The centralized decision-making
paradigm struggles when: (i) the state space grows exponentially with the number of de-
vices, rendering global state representation intractable [20]; (ii) communication latency
between edge nodes and central controllers violates real-time constraints [52]; (iii) het-
erogeneous edge domains (e.g., industrial IoT, smart cities, autonomous vehicles) exhibit
conflicting local objectives that cannot be reconciled through a single global policy [96].
MARL addresses these limitations by decomposing the resource management problem
across multiple autonomous agents, each responsible for local decision-making within
its domain (e.g., an edge server, a network slice, or a geographical region).

We organize MARL approaches based on their coordination mechanisms. Indepen-
dent Learning Approaches (Section 2.4.2) treat other agents as part of the environment,
learning without explicit coordination, suitable for scenarios with weak inter-agent de-
pendencies. Centralized Training with Decentralized Execution (CTDE) Approaches (Sec-
tion 2.4.2) leverage global information during training to learn coordinated policies
while maintaining distributed execution, the predominant paradigm for edge comput-
ing where training can occur in resource-rich cloud environments while execution must

be distributed across edge nodes.

Independent Learning Approaches

Independent learning approaches apply single-agent DRL methods to each agent inde-

pendently, treating other agents” actions and policies as part of stochastic environment
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Table 2.3: Systematic Comparison of Single-Agent DRL Methods for IoT-Edge-Cloud
Continuum Resource Management

Category Method Year  Action Key Characteristics Literature Policy  Strengths Limitations
Space Type
Serial — DON 2015  Discrete Experience replay; [76] Off Stable training; Discrete actions
Value-Based Target network; Mature only; Exponential
Pioneering deep implementations;  action space
Q-learning Convergence growth; Cannot
guarantees handle
Double 2016  Discrete Decoupled action [77] continuous
DON selection/evaluation; control
Reduces overestimation
Dueling 2016 Discrete Value-advantage [78]
DON decomposition; Efficient
with sparse rewards
Rainbow 2018 Discrete 6 orthogonal DQN [79]
extensions; Superior
sample efficiency
Serial — TRPO 2015 Cont/Disc  KL-constrained [81] On Handles On-policy limits
Policy-Based updates; Monotonic continuous and sample reuse;
improvement; high-dimensional ~ Requires
Second-order actions; Direct continuous
optimization policy environment
optimization interaction
PPO 2017 Cont/Disc  Clipped surrogate [26]; [82]
objective; First-order
efficiency;
Production-grade
Serial — DDPG 2016  Continuous Deterministic policy; [85] Off Off-policy sample  Training
Actor-Critic DQN-style replay for reuse; Combines complexity;
continuous control policy and value ~ Hyperparameter
learning sensitivity;
TD3 2018  Continuous Twin critics; Delayed [86] Requires careful
policy updates; Target tuning
smoothing
SAC 2018  Continuous Maximum entropy [87]
framework; Auto
temperature tuning;
Robust
Parallel — A3C 2016 Cont/Disc  Asynchronous workers;  [89]; [27] On Accelerated On-policy limits
Gradient-Based Advantage function; training; High reuse; Gradient
Immediate updates exploration communication
diversity; Natural ~overhead;
A2C 2016  Cont/Disc Synchronous batching; [90] distributed Staleness issues
Stable gradient architecture
aggregation;
Consistency
Parallel — Ape-X 2018 Discrete Hundreds of actors; [95] Off Massive Centralized
Experience- Prioritized distributed scalability; infrastructure
Based replay Actor-learner needed; High
decoupling; bandwidth
IMPALA 2018 Cont/Disc Large-scale actors; [54]; [31] Near-linear demands
V-trace off-policy speedup
correction
R2D2 2019 Discrete Recurrent networks; [31]

Episode-level replay;
Partial observability
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dynamics. Each agent i learns its own policy 7t;(a;|0;) based solely on local observations
and rewards, without explicit knowledge of other agents. This paradigm offers extreme
simplicity and scalability, as agents require no inter-agent communication and can be
trained in parallel. We distinguish three categories: Independent Value-Based Methods,
Independent Policy-Based Methods, and Independent Actor-Critic Methods.

Independent Value-Based Methods. Independent value-based methods learn sepa-
rate state-action value functions Q;(0;, a;) for each agent, with policies derived through
independent value maximization. Each agent treats other agents’ behaviors as stochas-
tic environment dynamics, inheriting the discrete action space suitability of value-based
methods. Independent DON (IDQN) is the predominant approach in this category.

IDQN [97] applies DQN to multi-agent scenarios where each agent i maintains its
own Q-network Qp,(0;,4;) with independent experience replay buffer D;. This fully
decentralized approach achieves extreme scalability, as adding new agents requires no
modification to existing agents’ training processes.

In IoT-Edge-Cloud resource management, independent value-based methods have
been successfully deployed in scenarios with loose coupling between edge domains.
Cui et al. [98] employed IDQN to maximize long-term reward balancing throughput
and power consumption in UAV network resource allocation, enabling each UAV to
autonomously optimize user selection, power, and subchannel assignment through de-
centralized learning. Wagqar et al. [99] proposed an IDQN-based approach to maxi-
mize effective throughput in NOMA-enabled MEC systems, incorporating fingerprint-
augmented states to mitigate non-stationarity from concurrent agent learning. Shahid
et al. [100] employed IDQN to minimize handover failures for mobile edge connectivity
in small-cell networks, incorporating topology-aware prioritized experience replay to
enhance learning efficiency across dynamic network topologies.

The effectiveness of independent value-based methods is limited by discrete action
spaces. Continuous resource allocation requires discretization, introducing approxima-
tion errors [58]. Furthermore, deep Q-functions may insufficiently capture complex
state-action relationships in high-dimensional observation spaces [57, 101]. These limi-

tations motivate independent policy gradient methods.
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Independent Policy-Based Methods. Independent policy-based methods extend pol-
icy gradient methods to multi-agent settings by maintaining separate policies for each
agent. Each agent directly optimizes its policy through gradient ascent on expected re-
turns using local trajectories. This approach naturally handles continuous action spaces,
suitable for scenarios requiring precise control. Independent PPO (IPPO) is the predom-
inant approach due to its training stability.

IPPO [102] extends PPO'’s clipped surrogate objective to multi-agent settings. Each
agent independently applies PPO updates, maintaining its own policy 77y, old policy
76, ,1,» and critic network Vy, (0;) for advantage estimation, all computed from local tra-
jectories. IPPO inherits PPO’s training stability while achieving multi-agent scalability.

Lin et al. [103] employed IPPO to maximize computing energy efficiency in vehicu-
lar edge computing networks, enabling each vehicular user equipment to autonomously
learn offloading policies through fully distributed training without information sharing
while jointly optimizing VEC server selection and power allocation. Liu et al. [104] de-
veloped an IPPO-based approach for time-sensitive IoT applications in edge networks,
incorporating hybrid action space optimization to jointly handle discrete resource unit
selection and continuous power adjustment while guaranteeing differentiated Quality-
of-Service (QoS) requirements among heterogeneous IoT devices.

Independent policy gradient methods achieve continuous control but face training
instability in strongly-coupled scenarios [105]. Non-stationary environments also cause
oscillatory behavior when agents rapidly adjust policies [106]. While effective in weakly-

coupled scenarios, these methods lack mechanisms to explicitly model other agents.

Independent Actor-Critic Methods. Independent actor-critic methods maintain sepa-
rate actor-critic pairs for each agent, where agent i independently learns both a policy
g, (a;|0;) (actor) and value function Qy, (0;, a;) (critic). This approach combines continu-
ous action capability with sample efficiency through off-policy learning and experience
replay. Independent DDPG (IDDPG) serves as the primary approach in this category.
IDDPG [105] applies DDPG to multi-agent scenarios where each agent maintains
its own actor network, critic network, and corresponding target networks. Each agent

independently maintains experience replay buffer D; and updates networks through
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independent gradient descent. This achieves deterministic policy optimization without
inter-agent coordination.

Zheng et al. [107] employed IDDPG to minimize Age of Information in wireless-
powered IoT networks, where each mobile node independently learns policies for relay
selection, channel allocation, transmission duration, and power control through sepa-
rate actor-critic pairs with independent experience replay.

The effectiveness of independent actor-critic methods is limited by environment non-
stationarity from concurrent policy updates [108]. When agents” policies evolve simul-
taneously, critic value estimation becomes unreliable as environment dynamics shift,

potentially causing training instability or convergence to suboptimal equilibria.

Centralized Training with Decentralized Execution (CTDE) Approaches

Independent learning approaches struggle under strong inter-agent dependencies, as
agents treat each other’s evolving policies as environment dynamics, leading to non-
stationarity and suboptimal coordination [105, 106]. CTDE addresses this by exploiting a
key asymmetry in IoT-Edge-Cloud deployments: training leverages global information
in resource-rich cloud environments, while execution remains distributed across edge
nodes using only local observations. We distinguish two CTDE paradigms: Value De-
composition Methods factorize global value functions for decentralized discrete action se-
lection, while Centralized Critic Methods employ critics with global information to guide

distributed actors for both discrete and continuous control.

Value Decomposition Methods. Value decomposition methods address coordinated
discrete action selection while maintaining decentralized execution by factorizing global
Q-functions into local components. The core idea is learning a joint action-value function
Q1ot(0, a) that decomposes into agent-specific utilities Q;(0;, 4;), such that global optimal
actions can be obtained through independent local maximization.

Value Decomposition Networks (VDN) [109] achieves this through additive decom-
position: Q(0,a) = Y ; Q;(0;,4;). VDN'’s simplicity enables efficient training but
imposes restrictive assumptions that may fail under complex non-linear agent interac-

tions. QMIX [110] relaxes this constraint through monotonic value factorization using a
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mixing network while maintaining %Q—é‘;f > 0, enabling more expressive value functions
through hypernetworks conditioned on global state.

In edge computing scenarios, value decomposition methods have proven particu-
larly effective for discrete resource allocation problems. Raivi and Moh [111] employed
VDN combined to minimize energy consumption and delay in UAV-enabled IoT for
post-disaster data aggregation and computation offloading. Yu et al. [112] developed
a QMIX-based delay minimization algorithm for heterogeneous UAV-swarm-enabled
aerial edge computing networks, leveraging monotonic value function factorization to
jointly optimize cooperative computation offloading and trajectory planning while bal-
ancing coverage and collaborative task distribution among UAVs with diverse capabili-
ties.

Value decomposition methods provide decentralized execution guarantees through
the Individual-Global-Max principle [113] and communication-free scalability [109]. How-
ever, their structural constraints and limitation to discrete actions restrict applicability

in IoT-Edge-Cloud deployments with intricate inter-dependencies [66].

Centralized Critic Methods. Centralized critic methods implement CTDE by employ-
ing critics that observe global information during training to guide distributed actors,
eliminating non-stationarity by directly modeling other agents” policies. This category
supports both discrete and continuous action spaces.

Multi-Agent Deep Deterministic Policy Gradient (MADDPG) [105] pioneered CTDE
actor-critic for continuous control. Each agent maintains a deterministic policy pyg,(0;)
and a centralized critic Qg,(0,a) observing global state during training, while execu-
tion remains decentralized. Counterfactual Multi-Agent (COMA) [114] addresses credit
assignment through counterfactual advantages measuring each agent’s marginal con-
tribution, particularly effective for discrete action spaces. Multi-Agent Proximal Policy
Optimization (MAPPO) [102] extends PPO through centralized value functions for ad-
vantage estimation, combining training stability with CTDE coordination.

Applications of centralized critic methods in IoT-Edge-Cloud systems span multiple
domains. He et al. [53] employed MADDPG to jointly maximize cache hit ratio and

minimize traffic load in cloud-to-edge proactive caching, combining hyperdimensional
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computing with Transformer for content prediction and dynamic placement optimiza-
tion. Subhan et al. [71] developed a COMA-based edge-assisted rate adaptation ap-
proach to maximize Quality of Experience (QoE) and fairness across multiple clients in
360 video streaming. Yao et al. [115] proposed a MAPPO-based approach to minimize
task processing and transmission delays in crowd-edge computing under partial net-
work observability while balancing loads across heterogeneous computation resources.

Centralized critic methods provide maximum flexibility, supporting both continuous
and discrete action spaces through different algorithmic approaches. However, com-
pared to value decomposition methods, they typically exhibit higher sample complexity

and greater sensitivity to hyperparameters [106].

Comparative Analysis and Design Guidelines

Multi-agent architectures provide essential capabilities for managing large-scale, het-
erogeneous loT-Edge-Cloud deployments, but their effectiveness depends critically on
matching coordination mechanisms to application requirements. Table 2.4 systemati-
cally compares MARL methods across their key characteristics, strengths, and limita-

tions in IoT-Edge-Cloud resource management.

Strengths. MARL architectures offer several fundamental advantages for distributed
resource management. Distributed decision-making scales naturally with system size,
avoiding computational and communication bottlenecks inherent to centralized control.
The multi-agent architecture aligns naturally with the inherently distributed IoT-Edge-
Cloud architecture, where autonomous edge nodes make local decisions with limited
global visibility. Parallel learning across multiple agents accelerates exploration and
training, as diverse agents encounter different state-action combinations simultaneously.
CTDE approaches provide coordinated global optimization while maintaining decen-

tralized execution, eliminating runtime communication overhead.

Challenges and Limitations. MARL introduces unique challenges absent or less se-
vere in SARL. Each agent’s environment includes other learning agents whose policies

evolve during training, violating the Markov assumption and creating non-stationarity
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that persists even when CTDE approaches mitigate it during training. Determining
individual agents’ contributions to collective outcomes remains challenging when re-
wards are sparse or global, requiring value decomposition or counterfactual methods
that introduce architectural complexity and structural assumptions. Agents must learn
compatible policies despite partial observability and limited communication, critical in
bandwidth-constrained edge networks. CTDE methods require global information ex-
change during training, creating bandwidth demands in distributed edge deployments

despite decentralized execution.

Design Guidelines. Coordination mechanism selection should be driven by inter-agent
dependency strength. Independent learning suits weak dependencies and isolated re-
source pools, while CTDE approaches are essential for shared resources, cascading ef-
fects, or global optimization objectives. System scale dictates feasibility: independent
learning scales linearly to thousands of agents, while CTDE methods scale to moderate
counts before communication costs dominate. Agent architecture design must balance
local state sufficiency with communication overhead, with discrete action spaces favor-

ing value decomposition and continuous control requiring actor-critic methods.

24.3 SARL vs MARL

The choice between single-agent and multi-agent architectures depends on system scale,
objective alignment, and communication infrastructure. SARL is well-suited when: (i)
the number of managed entities (edge servers, IoT clusters, network slices) is moder-
ate, allowing tractable global state representation; (ii) all system components share a
coherent optimization objective expressible as a unified reward function (e.g., minimiz-
ing system-wide energy consumption, maximizing aggregate throughput); (iii) reliable
communication exists between edge nodes and a central controller for policy dissemina-
tion. MARL becomes necessary when: (i) system scale grows to hundreds or thousands
of entities, rendering global state spaces intractable for centralized policy networks; (ii)
heterogeneous edge domains exhibit conflicting local objectives that cannot be recon-
ciled through a single global policy (e.g., cross-operator federations where each operator

maximizes its own profit, smart cities where traffic management and energy grids have
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Table 2.4: Systematic Comparison of Multi-Agent DRL Methods for IoT-Edge-Cloud

Continuum Resource Management

Category Method Year  Action Key Characteristics Literature Coordination Strengths Limitations
Space
Independent — IDQN 2017  Discrete Per-agent replay; [98]; [99]; Implicit; En-  Extreme May converge to
Value-Based Local observations [100] vironment scalability; No suboptimal
only; DQN extension as others comm. overhead;  equilibria;
Simple Training
implementation instability
Independent — IPPO 2020  Cont/Disc Clipped objective; [103]; [104] Implicit; En-  Training stability; ~Non-stationary
Policy-Based Independent critics; vironment Multi-agent learning;
PPO extension as others scalability Suboptimal
coordination
Independent — IDDPG 2017 Continuous Separate actor-critic [107] Implicit; En-  Continuous Non-stationarity;
Actor-Critic pairs; Independent vironment control; Training
replay; Deterministic as others Off-policy instability;
policy efficiency; Suboptimal
Deterministic equilibria
optimization
CTDE - Value VDN 2018  Discrete Additive [111] Explicit; Decentralized Requires global
Decomp. factorization; Value execution state; Discrete
Decentralized mixing consistency; High  actions only;
argmax; Linear scalability; Expressiveness
mixing Comm-free limited by
execution constraints
QMIX 2018 Discrete Monotonic mixing; [112]
Hypernetworks;
Non-linear
factorization
CTDE - MADDPG 2017  Continuous Deterministic policy;  [53] Explicit; Mitigates High sample
Centralized Shared replay buffer; Centralized = non-stationarity;  complexity;
Critic DDPG extension critic Handles complex  Hyperparameter
guidance interactions; No sensitive;
COMA 2018  Discrete Counterfactual [71] structural Requires global
advantag?s; Action constraints state
enumeration;
Explicit credit
assignment
MAPPO 2021 Cont/Disc  Clipped objective; [115]

Variance reduction;
PPO extension
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fundamentally different criteria); (iii) communication latency or bandwidth constraints
prevent timely global state aggregation. Independent learning suits weakly-coupled sce-
narios where agents have minimal mutual influence, while CTDE methods are essential
when strong inter-agent dependencies demand coordinated policies despite distributed
execution.

The progression from SARL to MARL reflects the growing scale and heterogeneity
of loT-Edge-Cloud systems. However, all methods discussed in this section assume free
access to training data, whether through centralized collection (SARL) or global state
access via centralized critics (CTDE). In practice, privacy regulations, communication
constraints, and data sovereignty requirements often render such data centralization
infeasible. Section 2.5 addresses this challenge by introducing the federated learning

paradigm, which enables collaborative training without sharing raw data.

2.5 Federated Training Paradigm

The standard training paradigm assumes unrestricted access to training data. However,
this assumption is increasingly untenable in real-world IoT-Edge-Cloud deployments
due to three fundamental constraints: (i) privacy regulations such as GDPR and HIPAA
prohibit raw data transmission across administrative boundaries [33]; (ii) communication
costs make continuous data uploading from resource-constrained IoT devices economi-
cally infeasible [116]; (iii) data sovereignty requirements mandate that data remains locally
stored within specific jurisdictions [117].

Federated learning addresses these constraints by inverting the traditional paradigm:
rather than moving data to models, it moves models to data. Each node maintains lo-
cal training data and periodically exchanges only model updates with an aggregator,
ensuring raw data never leaves its origin while enabling collaborative learning.

Figure 2.3 illustrates the taxonomy under this paradigm. Centralized Federated Archi-
tectures (Section 2.5.1) employ a central aggregator for weighted aggregation, providing
faster convergence at the cost of potential bottlenecks. Decentralized Federated Architec-
tures (Section 2.5.2) eliminate central aggregation through peer-to-peer exchange, offer-

ing superior fault tolerance at the cost of slower convergence.
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Federated Training Paradigm
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Figure 2.3: Taxonomy of DRL methods under federated training paradigm.

2.5.1 Centralized Federated Architectures

Centralized federated architectures implement a hierarchical topology where a central
aggregator coordinates training across distributed computing nodes [117]. This archi-
tecture is particularly prevalent in IoT-Edge-Cloud scenarios where: (i) a trusted central
entity (e.g., cloud service provider, edge orchestrator) can be designated as the aggrega-
tor [14]; (ii) communication infrastructure supports reliable uplink/downlink channels
between nodes and the central server [117]; (iii) the number of participating nodes is
sufficiently large that the communication overhead of centralized aggregation is out-
weighed by faster convergence compared to decentralized alternatives [47].

The centralized paradigm offers several practical advantages for resource manage-
ment applications. First, synchronized global aggregation enables deterministic conver-
gence analysis and theoretical guarantees under standard assumptions (e.g., bounded
gradient dissimilarity, Lipschitz-continuous loss functions) [118]. Second, the central
aggregator can implement sophisticated client selection strategies, prioritizing updates
from nodes with more informative local data or better communication conditions [68].
Third, centralized coordination simplifies the implementation of privacy mechanisms
such as secure aggregation and differential privacy, as cryptographic protocols can be

executed between each client and a single trusted server [68].

Architecture Overview and Mechanisms

Central Aggregator Architecture. The centralized federated architecture consists of
three primary components: (i) a central aggregator that maintains the global model and

orchestrates training rounds, (ii) multiple participating nodes that store local training data



2.5 Federated Training Paradigm 47

and compute model updates, and (iii) a communication protocol defining message ex-
change and synchronization strategies. In IoT-Edge-Cloud deployments, the aggregator
typically resides on a cloud server or regional edge controller, while participating nodes
may be edge servers, loT gateways, or capable IoT devices [119].

The training process proceeds in iterative rounds. At round t, the aggregator broad-
casts global model 6’ to selected clients S C N. Each client k € S' performs local
training on private dataset Dy for E local epochs, computing updated parameters 9?1.
Clients upload local updates A} = G;fl — 6" to the aggregator, which produces new
global model §*! through weighted aggregation and broadcasts it for the next round.

This architecture introduces three key design parameters [117]: client participation
fraction C balances gradient estimate quality against communication overhead; local epochs
E reduces communication frequency but may cause client drift under heterogeneous
data distributions [14]; batch size B stabilizes local training but reduces exploration.

These trade-offs require careful calibration based on deployment scenarios.

Centralized Aggregation Algorithms. The aggregation algorithm defines how the cen-
tral server combines local updates into the global model, directly determining conver-
gence speed and robustness to data heterogeneity.

Federated Averaging (FedAvg) [117] is the foundational aggregation algorithm. The
server computes a weighted average /"1 = Y & %9;{“, where 7y is client k’s local
dataset size, ensuring clients with more data have proportionally greater influence. Fe-
dAvg’s simplicity has made it the default baseline [14], though it may converge slowly
under severe data heterogeneity [118].

Federated Proximal (FedProx) [118] addresses client drift by adding a proximal term
5116 — 6']|% to each client’s local objective, where u > 0 penalizes deviation from the
global model. This regularization limits local model drift, improving convergence ro-
bustness under heterogeneous data distributions.

Adaptive Federated Optimization methods (FedAdam, FedYogi, Fed Adagrad) [120]
apply adaptive learning rate techniques at the server level. Rather than simple averag-
ing, the server maintains momentum-based statistics of aggregated gradients, tracking

tirst and second moments to dynamically adjust per-parameter learning rates. These
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methods accelerate convergence on heterogeneous objectives by automatically adapting

to different learning rate requirements across clients [121].

Convergence and Communication Analysis. Centralized federated learning introduces
unique convergence challenges absent in standard training. The key issue is client drift:
when clients perform multiple local updates on heterogeneous data, local models di-
verge from the global optimum, with drift accumulating across rounds [14]. Theoreti-
cal analysis establishes convergence under standard assumptions (strongly convex loss,
Lipschitz gradients, bounded variance), but convergence degrades with data hetero-
geneity and excessive local computation [14]. For DRL applications, non-stationarity
and sample correlation further complicate convergence, requiring careful tuning of lo-
cal epoch numbers to avoid catastrophic divergence from extrapolation error [20].
Communication efficiency is critical in bandwidth-constrained IoT-Edge scenarios,
as each round incurs bidirectional transfer of model parameters at megabyte scale across
thousands of devices [15]. Techniques including gradient compression, periodic aggre-
gation, and client sampling reduce communication overhead but typically trade off con-
vergence speed or final model quality, requiring careful balance based on network con-

ditions and application requirements [15].

Centralized Federated Single-Agent Approaches

Federating SARL methods for IoT-Edge-Cloud resource management presents unique
challenges beyond standard federated supervised learning. DRL training involves se-
quential decision-making where each agent interacts with an environment, collects tra-
jectories (sequences of state-action-reward transitions), and updates its policy based on
these experiences. In a federated setting, edge nodes execute local policies to manage
their respective resources, generating trajectories from their local environments (e.g.,
local workload patterns, network conditions, device characteristics) [68]. The core chal-
lenge is enabling these distributed nodes to collaboratively learn a unified global policy
without sharing raw trajectory data [121].

The federated single-agent paradigm assumes all nodes ultimately deploy the same

global policy 7ty but train on heterogeneous local environments. For instance, in a multi-
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region edge content caching system, each edge region manages its cache using the same
policy architecture, but local request patterns (state distributions) and cache hit rewards
differ significantly across regions. Federated learning enables cross-region knowledge

transfer while respecting data locality constraints [121].

Federated Value-Based Methods. Federating DQN-family methods applies federated
aggregation to Q-networks. Each edge node k maintains a local Q-network Qp, and
experience replay buffer Dy. During local training, nodes sample mini-batches from
local buffers and perform standard DQN updates. After local training, nodes upload
Q-network parameters to the central aggregator, which combines them into a global Q-
network that is redistributed for the next training round.

Tong et al. [59] employed federated DQN with FedAvg-based aggregation and au-
tomated hyperparameter optimization to jointly minimize response time and energy
consumption in multi-objective DAG task offloading, combining edge rank sorting with
hyperparameter tuning for distributed collaborative learning while preserving privacy.
Zhao et al. [122] developed federated DON with FedAvg and Thompson sampling-
based server selection to minimize system cost and maximize cache hit rate in edge
caching, employing two-phase action selection to handle heterogeneous requests while
reducing signaling overhead through smart agent selection.

However, federated value-based methods face the challenge of heterogeneous state-
action distributions. When edge nodes observe different state distributions, the aggre-
gated Q-function may average conflicting value estimates [123]. For example, an ac-
tion might have high Q-value in a high-bandwidth region but low Q-value in a low-
bandwidth region. Simple aggregation produces a mediocre Q-estimate potentially in-
effective in both regions [123]. This challenge motivates personalized federated learning

approaches or client clustering strategies based on environment similarity.

Federated Policy-Based Methods. Policy gradient methods (PPO) map more naturally
to federated learning than value-based methods because policies can be directly aver-
aged, and policy gradient estimators naturally aggregate across distributed rollouts.

Each edge node k collects trajectories 7, = {(s¢,a¢,1¢)} from its local environment us-
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ing the current global policy 7y, computes local policy gradients VyJi(0), and performs
gradient ascent steps. The aggregator averages local policy parameters (or gradients) to
update the global policy.

Wei et al. [55] employed federated PPO with personalized FedAvg aggregation to
minimize delay and energy consumption in low-altitude vehicular fog computing through
attention mechanism and contextual clustering. The multi-head attention mechanism
enables agents to infer encoded global information while the personalized aggregation
weights are based on cosine similarity between regional contexts and cluster centroids.
Shen et al. [124] developed asynchronous federated PPO with staleness-aware FedProx
aggregation to minimize latency and energy consumption in UAV-assisted DAG task
offloading. The framework incorporates task priority models and dependency graphs
to enable intelligent scheduling with real-time global updates through staleness-based
mixing parameters.

A unique advantage of federated policy gradient methods is compatibility with im-
portance sampling corrections [93]. Since nodes may perform multiple local updates
before synchronization, the on-policy assumption (trajectories collected by the current
policy) is violated when using stale global policies for local rollouts [117]. Standard off-
policy corrections (e.g., importance sampling weights) can be applied during local ad-

vantage estimation to account for policy lag, maintaining convergence guarantees [93].

Federated Actor-Critic Methods. Off-policy actor-critic methods (DDPG, TD3, SAC)
present both opportunities and challenges for federation. The opportunity lies in expe-
rience replay, which allows nodes to perform many local updates on their replay buffers
before communicating, amortizing communication costs. The challenge is that both ac-
tor and critic networks can be federated, and critic networks are particularly sensitive to
distribution shift as different nodes observe different state-action distributions.

Zhou et al. [125] employed federated DDPG with a weighted FedAvg to minimize
delay and maximize cache hit rate in edge caching, using similarity-based weights for
agent personalization. Zheng et al. [126] developed federated TD3 with FedAvg to
maximize FL accuracy-to-energy ratio in EdgeloT through data-proportional parame-

ter aggregation and LSTM state prediction. Huang et al. [127] proposed transformer-
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based federated SAC with attention-weighted Fed Avg to minimize latency and energy
in MEC, using multi-head attention for dynamic context-aware aggregation.

The key design consideration for federated actor-critic methods is determining which
components to federate [15]. While actor networks can benefit from federation (as poli-
cies often generalize across similar environments), critic networks are more environment-
specific [121]. Federated critics may suffer from averaging conflicting value estimates
when nodes observe substantially different state-action distributions [121]. The choice
between full federation (both actor and critic), partial federation (actor only), or hybrid
approaches (federated actor with personalized critics) depends on environment similar-

ity and communication constraints.

Centralized Federated Multi-Agent Approaches

Federating MARL introduces an additional layer of complexity. The system must not
only handle federated learning across edge nodes but also coordinate multiple agents
within each node’s local environment [128]. This scenario arises naturally in hierarchi-
cal IoT-Edge-Cloud systems. For example, consider a smart city deployment where each
city district operates an edge cluster managing traffic lights, streetlights, and surveil-
lance cameras. Each district wants to learn coordinated policies for its infrastructure
(multi-agent problem) while collaborating with other districts (federated learning) with-
out sharing sensitive citizen data.

Existing federating MARL research predominantly focuses on federated CTDE ap-
proaches that leverage centralized training with decentralized execution structure to
achieve stronger agent coordination in federated environments. CTDE methods require
access to global state or joint observations during training (e.g., QMIX’s mixing net-
works, MADDPG's centralized critics). In federated settings, sharing this global infor-
mation across edge nodes violates privacy constraints, yet CTDE methods fundamen-
tally rely on centralized information during training.

The solution is hierarchical information aggregation. Within each edge node k, lo-
cal agents can access local global state (observations of all agents within that node),

enabling local CTDE training. The central federated aggregator combines these locally-
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trained CTDE structures. For instance, in Federated QMIX, each edge node k maintains
local agent networks {Q} and a local mixing network fX. that combines them using
local global state. During federation, both agent networks and mixing networks are
aggregated across nodes: Qiglow =Y 2%QFand filiibal =Y Bk

Yin et al. [69] employed federated QMIX with loss-weighted FedAvg to minimize
migration latency and maximize task completion rate in mobile crowdsensing, integrat-
ing graph attention networks to extract DAG task dependencies while aggregating pa-
rameters based on loss function ratios. Lei et al. [129] developed federated MADDPG
with loss-weighted FedAvg to maximize task completion rate in vehicular edge com-
puting, proving the task offloading problem forms a non-cooperative potential game to
ensure Nash equilibrium convergence. Zeng et al. [130] proposed a federated MAPPO-
based approach with loss-weighted FedAvg to minimize average offloading delay in
RIS-assisted V2X networks, aggregating actor and critic parameters based on objective
function ratios to jointly optimize RIS reflection coefficients and beamforming vectors.

A critical design question is whether to federate the centralized training components
(mixing networks, centralized critics) [131]. Current practice suggests federating both
decentralized actors and centralized coordinators, as coordination patterns (e.g., how
to balance load among agents) often generalize across environments even when state
distributions differ [128]. However, this remains an active research area with limited

theoretical guidance.

Comparative Analysis and Design Guidelines

Centralized federated architectures offer compelling advantages for IoT-Edge-Cloud re-
source management applications but require careful design to address inherent chal-

lenges.

Strengths. Centralized federation provides several key advantages. Synchronized global
aggregation achieves faster convergence than decentralized alternatives. Privacy mech-
anism deployment is simplified as cryptographic protocols (secure aggregation, differ-
ential privacy) operate between clients and a single trusted server. The central aggrega-

tor enables sophisticated client management including adaptive selection, personalized
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aggregation weights, and convergence-based early stopping. Theoretical convergence
guarantees under standard assumptions (bounded heterogeneity, Lipschitz continuity)

provide confidence for practical deployment.

Challenges and Limitations. Centralized architectures face fundamental scalability
constraints. The central aggregator creates communication bottlenecks as all clients
must exchange updates each round, consuming bandwidth that scales linearly with
client count. Aggregator unavailability halts training system-wide, creating single points
of failure. Simple averaging-based aggregation struggles under severe data hetero-
geneity, requiring specialized algorithms (FedProx) or client grouping strategies. Syn-
chronous aggregation suffers from straggler problems where slow clients delay entire
rounds, while asynchronous variants introduce staleness that degrades convergence

quality.

Design Guidelines. Algorithm selection should match environment characteristics:
standard Fed Avg for homogeneous edge deployments, FedProx for heterogeneous data
distributions with proximal coefficients tuned to distribution divergence, and adaptive
methods (Fed Adam, Fed Yogi) when convergence speed is critical. Hyperparameter tun-
ing must balance communication frequency and convergence quality, with local epochs
E set to avoid excessive drift in value-based methods and match episode lengths in pol-
icy gradient methods. For federated MARL, CTDE federates both actors and coordina-
tion structures with evaluation determining whether mixing networks remain local or
federate. Privacy-performance trade-offs require choosing between differential privacy
(strong guarantees, performance cost) and secure aggregation (minimal performance

impact, computational overhead).

2.5.2 Decentralized Federated Architectures

Decentralized federated architectures implement peer-to-peer model aggregation where
edge nodes exchange model updates directly with neighbors [119]. This architecture
is particularly prevalent in IoT-Edge-Cloud scenarios where: (i) no mutually trusted

central entity exists across all participating nodes (e.g., cross-operator edge federations,
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collaborations between competing service providers) [47]; (ii) communication infras-
tructure supports reliable peer-to-peer links but edge-to-cloud uplinks are bandwidth-
constrained or high-latency [119]; (iii) the number of participating nodes is sufficiently
large that the scalability and fault tolerance advantages of decentralized topologies out-
weigh the slower convergence disadvantage [47].

The decentralized paradigm offers several practical advantages for resource man-
agement applications. First, communication bottlenecks are eliminated by distributing
communication load across peer connections, with each node exchanging parameters
with only a fixed number of neighbors regardless of total network size, enabling near-
linear scaling to thousands of edge nodes [47]. Second, peer-to-peer topologies achieve
graceful degradation by eliminating single points of failure, maintaining learning within
connected components during node failures or network partitions and seamlessly recon-
verging once connectivity is restored [47]. Third, decentralized architectures strengthen
privacy as no single entity observes all model updates, reducing data leakage risks and
aligning with zero-trust security principles [119]. Fourth, decentralized topologies nat-
urally align with edge infrastructure’s inherent mesh connectivity, leveraging existing
inter-edge communication channels (fiber links, metro area networks) rather than rout-
ing all traffic through distant cloud servers, reducing deployment complexity and oper-

ational costs [119].

Architecture Overview and Mechanisms

Peer-to-Peer Aggregation Architecture. The decentralized federated architecture con-
sists of three primary components: (i) distributed participating nodes, each storing local
training data and maintaining a local model replica; (ii) communication topology, defin-
ing connectivity relationships between nodes based on physical proximity, latency, or
administrative boundaries; (iii) peer exchange protocol, specifying partner selection, ex-
change timing, and update combination strategies. In IoT-Edge-Cloud deployments,
participating nodes are typically edge servers, gateways, or capable IoT devices [66].

Topologies can be static or dynamically adjusted based on network conditions [119].

The training process proceeds in locally-defined iterative rounds without global syn-
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chronization. In each iteration, node i performs E local epochs on private dataset D;,
then selects neighbors from its neighborhood set N; and combines parameters through
pairwise averaging 0/ «+ (61" + G;H) /2 to achieve local consensus. These opera-
tions typically execute asynchronously to tolerate network latency and heterogeneous
processing speeds.

This architecture introduces three key design parameters: topology degree k trades
convergence speed against communication overhead [47]; local epoch count E balances
learning efficiency with parameter drift; exchange frequency impacts consensus speed
versus bandwidth consumption [132]. These trade-offs require calibration based on net-

work conditions and system scale.

Distributed Aggregation Mechanisms. Distributed aggregation mechanisms define
how nodes combine parameters from neighbors to achieve global consensus, directly
determining convergence speed, robustness to data heterogeneity, and adaptability to
network dynamics.

Gossip averaging [133] is the foundational decentralized aggregation mechanism. In
each communication round, node i selects a neighbor j from N;, and both nodes perform
pairwise averaging: 6; < (6; + 6;) /2. This update rule ensures network-wide parame-
ter average remains invariant, with all nodes converging exponentially to this average
under connected graph assumptions. Gossip averaging requires no global coordination,
supports asynchronous execution, and naturally tolerates node failures. However, it
may converge slowly under severe data heterogeneity [47].

Consensus-based methods [47] achieve parameter aggregation through distributed
protocols providing stronger security guarantees. Blockchain-inspired mechanisms en-
sure update integrity through distributed ledgers, achieving Byzantine fault tolerance [134].
Optimization frameworks such as ADMM provide alternative approaches through con-
strained optimization, converging faster than gossip for convex objectives [119]. These
methods offer stronger theoretical guarantees but increase computational complexity
through verification overhead.

Gradient tracking [135] addresses the limitation that parameter averaging may fail

to minimize global objectives when local objectives differ significantly. Each node main-
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tains both parameter and gradient estimates, with the protocol ensuring convergence
to the true global gradient despite computing only local gradients. This enables gra-
dient descent on the global objective while observing only local data, achieving linear

convergence for strongly convex objectives [48].

Convergence and Communication Analysis. Unlike centralized federated learning
where global aggregation ensures parameter consistency, decentralized architectures
face consensus error from multi-hop information propagation [136]. When nodes per-
form local updates on heterogeneous data between peer exchanges, parameters across
the network converge only asymptotically, with the spectral gap of the communication
graph determining the exponential decay rate of consensus error [47]. Data heterogene-
ity and excessive local computation exacerbate this challenge. For DRL, the peer-to-peer
nature introduces additional complications: nodes average parameters from neighbors
whose policies have evolved independently on different environment interactions, cre-
ating misaligned value estimates and policy distributions [121].

Communication efficiency in decentralized settings exhibits distinct characteristics
from centralized approaches. Topology design determines communication patterns,
with node degree k controlling per-round volume and graph diameter determining con-
vergence speed, while asynchronous exchange and network partition handling intro-
duce unique trade-offs [133]. However, low-latency inter-edge links enable peer ex-
changes orders of magnitude faster than edge-to-cloud round trips, partially offsetting

increased round counts for time-sensitive applications [47].

Decentralized Federated Single-Agent Approaches

Decentralized federated SARL extends the single global policy paradigm to peer-to-peer
topologies, enabling edge nodes to collaboratively learn unified resource management
policies without central coordination. Each edge node k maintains a local DRL agent (Q-
network Qg,, policy 71y, , or actor-critic pair), training on its private environment. Unlike
centralized federation, nodes exchange parameters directly with neighbors through gos-
sip protocols or structured topologies, gradually reaching consensus through pairwise

averaging: 6 < (0 + 0;)/2.
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Jeong et al. [137] employed consensus-based decentralized federated PPO with com-
mittee voting for 5G resource scaling, scoring local gradients via Euclidean distance
among elected committee members while ensuring Byzantine resilience through adap-
tive consensus-based aggregation. Chai et al. [138] employed decentralized federated
DON with consensus-based attention-weighted aggregation to minimize delay and en-
ergy in Autonomous Aerial Vehicle (AAV)-assisted edge computing, computing neigh-
bor influence weights via attention networks and aggregating distilled knowledge through
KL divergence minimization. Zhou et al. [125] proposed a decentralized federated DDPG-
based approach with consensus-based weighted selective aggregation to minimize delay
in edge caching, preserving agent personalization while achieving global consensus.

The key design consideration for decentralized federated SARL is algorithm cate-
gory selection and model component federation strategy. Off-policy methods (DQN,
SAC) provide significant advantages as experience replay enables nodes to continue
learning from local buffers while waiting for gossip exchanges, tolerating asynchronous
communication and stale neighbor parameters [139]. On-policy methods (PPO) face
more severe convergence issues as different node policies violate on-policy assumptions
[139]. For actor-critic methods, actor networks can benefit from decentralized federation
as policies generalize across similar environments, while federated critics are susceptible
to averaging conflicting value estimates across heterogeneous state-action distributions
[121]. For highly heterogeneous edge environments, gradient tracking provides an al-
ternative through exchanging gradient estimates rather than parameters, optimizing the

true global objective at the cost of increased computational overhead [121].

Decentralized Federated Multi-Agent Approaches

Decentralized federated MARL represents the most complex intersection in our tax-
onomy, requiring simultaneous coordination across three dimensions: multi-agent in-
teraction within each edge node, federated learning across nodes under privacy con-
straints, and decentralized aggregation without central coordination. Convergence anal-
ysis must account for multi-agent non-stationarity, consensus dynamics of decentral-

ized topologies, and heterogeneity across nodes [47, 105]. CTDE methods are particu-
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larly challenging as they fundamentally rely on centralized components during training,
while decentralized architectures lack such central entities [105].

To our knowledge, existing federated MARL for IoT-Edge-Cloud resource manage-
ment primarily adopts centralized aggregation; fully decentralized federated MARL
remains underexplored, making this an open research frontier. Several fundamental
barriers impede progress. CTDE’s incompatibility with decentralized architectures re-
mains unresolved, as centralized training components cannot be naturally distributed
across peer-to-peer topologies [47, 105]. Distributed credit assignment must account for
remote agents operating under potentially stale policies using only local information
[114]. Promising research directions include hierarchical decomposition strategies sep-
arating intra-node and inter-node coordination, gradient tracking extensions for multi-
agent settings, communication-efficient partial information sharing protocols, and stan-

dardized benchmarks tailored to decentralized edge deployments [47].

Comparative Analysis and Design Guidelines

Decentralized federated architectures offer distinct advantages for planetary-scale and
fault-tolerant IoT-Edge-Cloud deployments but introduce unique challenges in conver-

gence analysis and system design.

Strengths. Decentralized federated architectures provide compelling advantages for
large-scale and dynamic IoT-Edge-Cloud deployments. Elimination of communication
bottlenecks enables superior scalability, with each node exchanging parameters with
only a fixed number of neighbors regardless of network size, achieving near-linear scal-
ing to thousands of edge nodes while centralized architectures encounter server band-
width saturation. Peer-to-peer topologies eliminate single points of failure, exhibiting
graceful degradation under node failures and maintaining consensus within connected
components during network partitions. Decentralized architectures distribute privacy
risk as no central entity observes all model updates, reducing high-value attack sur-
faces. Natural alignment with edge infrastructure’s inherent mesh topologies leverages
existing inter-edge communication channels, reducing deployment complexity and en-

abling continued operation in bandwidth-constrained or intermittently connected envi-
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ronments.

Challenges and Limitations. Decentralized architectures introduce unique challenges
that should be weighed against their advantages. Multi-hop consensus propagation
requires more communication rounds to reach equivalent policy quality compared to
centralized approaches. Topology design critically impacts convergence speed, requir-
ing careful balance between connectivity and per-node communication overhead while
accounting for physical constraints. Lack of global coordination prevents sophisticated
orchestration strategies available in centralized settings, limiting decentralized architec-
tures to uniform local algorithms. Limited theoretical understanding for DRL settings
creates uncertainty in algorithm design and hyperparameter tuning, as convergence the-
ory for decentralized reinforcement learning faces open questions due to policy non-
stationarity and temporal correlation. Implementation complexity increases through
distributed consensus requirements, sophisticated failure detection, and complex recov-

ery mechanisms.

Design Guidelines. Topology selection should match deployment characteristics, with
static topologies suited for stable infrastructure and dynamic topologies for environ-
ments with frequent node changes. Aggregation mechanism selection depends on envi-
ronment heterogeneity: gossip averaging for reasonably aligned objectives, consensus-
based methods for Byzantine fault tolerance requirements, and gradient tracking for
highly heterogeneous environments despite increased computational overhead. Algo-
rithm selection favors off-policy methods to tolerate asynchronous communication and
stale parameters, with partial federation of actor-only components effective for actor-

critic architectures.

2.5.3 Centralized vs Decentralized Federated DRL Architectures

Table 2.5 provides a systematic comparison of federated DRL methods. The choice be-
tween centralized and decentralized federated DRL architectures depends on deploy-
ment scale, trust models, and infrastructure characteristics. Centralized federated DRL

is well-suited when: (i) a mutually trusted central entity (cloud service provider, edge
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orchestrator) can be designated as the aggregator; (ii) deployment scale is moderate (typ-
ically fewer than several hundred nodes), where server bandwidth suffices to aggregate
updates and broadcast global models; (iii) reliable high-bandwidth uplink/downlink
channels exist between edge nodes and the central server; (iv) faster convergence is pri-
oritized over fault tolerance, as centralized synchronized aggregation typically requires
fewer communication rounds than decentralized consensus. Decentralized federated
DRL is preferable when: (i) no mutually trusted central entity exists (cross-operator
edge federations, competing service providers); (ii) deployment scale reaches thousands
of nodes, where centralized server bandwidth becomes a bottleneck; (iii) communica-
tion infrastructure supports reliable peer-to-peer links but edge-to-cloud uplinks are
bandwidth-constrained or high-latency (satellite networks, rural cellular); (iv) mission-
critical applications demand continued operation despite infrastructure failures, favor-
ing decentralized architectures” graceful degradation and tolerance to network parti-

tions.

The architectures and training paradigms discussed thus far establish the founda-
tional design space for DRL-based resource management in the IoT-Edge-Cloud contin-
uum. However, deploying these methods in production environments reveals orthogo-
nal challenges that cut across architectural choices, requiring additional techniques and
mechanisms to enhance the core architectures. Section 2.6 examines these enhancements

and their applications to IoT-Edge-Cloud resource management.

2.6 Advanced Techniques and Enhancements

Beyond control architecture and training paradigm choices, DRL research for IoT-Edge-
Cloud resource management encompasses multiple orthogonal enhancement dimen-
sions. This section systematically reviews these advanced techniques and their appli-

cations.
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Table 2.5: Systematic Comparison of Federated DRL Methods for IoT-Edge-Cloud Con-
tinuum Resource Management

Architecture Control Method Representative  Literature Strengths Limitations
Scope Category Methods
Centralized SARL Value- Cent-Fed-DON  [59]; [122]  Faster convergence; Central communication
Based Theoretical convergence bottleneck; Single point of
guarantees; Sophisticated  failure; Straggler delays;
Policy- Cent-Fed-PPO  [55];[124]  client selection; Simplified ~Limited to moderate scale
Based privacy deployment
Actor- Cent-Fed- [125]
Critic DDPG
Cent-Fed-TD3 [126]
Cent-Fed-SAC [127]
MARL Independent Underexplored
CTDE Cent-Fed-QMIX  [69]
Cent-Fed- [129]
MADDPG
Cent-Fed- [130]
MAPPO
Decentralized SARL Value- Decent-Fed- [138] No central bottleneck; Slower convergence;
Based DQN Better fault tolerance; Consensus error from
Leverages edge mesh multi-hop; Topology
Policy- Decent-Fed- [137] connectivity; Distributed ~ design complexity;
Based PPO privacy risk; Near-linear ~ Limited practical
scalability guidance
Actor- Decent-Fed- [125]
Critic DDPG

MARL

Underexplored: Decentralized federated MARL

remains an open research frontier.
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2.6.1 Network Architectures

Standard DRL implementations employ fully-connected Multi-layer Perceptrons (MLPs)
that treat timesteps independently, discarding temporal structure inherent to resource
management. Edge workloads exhibit strong temporal correlations, and resource states
evolve through autoregressive dynamics. Alternative network architectures explicitly

model these dependencies, improving sample efficiency and policy quality.

Recurrent Neural Networks

Recurrent Neural Networks (RNNs) maintain hidden states capturing historical infor-
mation, with Long Short-Term Memory (LSTM) networks addressing vanishing gradi-
ents through gating mechanisms and Gated Recurrent Units (GRUs) simplifying archi-
tecture with fewer parameters. Representative works include [126, 140, 141]. RNNs suit
tasks with temporal dependencies and partial observability but can introduce Backprop-
agation Through Time (BPTT) complexity and susceptibility to overfitting on temporal
patterns [142, 143].

Transformers and Attention Mechanisms

Transformers process sequences in parallel through multi-head self-attention, capturing
long-range dependencies while avoiding vanishing gradients. Representative works in-
clude [53-55, 69, 127, 138]. Transformers suit multi-entity reasoning and offline learning
but introduce quadratic attention complexity challenging edge deployment despite effi-

cient variants [144].

Graph Neural Networks

Graph Neural Networks (GNNs) aggregate neighbor information over graph structures
through message passing, with Graph Convolutional Networks (GCNs) and Graph At-
tention Networks (GATs) enabling policies to exploit network topology. Representative
works include [24, 50, 145]. GNNs suit networked infrastructure with explicit topol-
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ogy, enabling inductive generalization to unseen graph structures, but require graph-

structured observations and face computational costs scaling with graph size [146].

2.6.2 Training Enhancements

Standard DRL training assumes agents learn policies from scratch for each environment.
Edge deployments span diverse environments, and the ability to rapidly adapt learned
knowledge to new settings is critical. Training enhancements enable DRL agents to

leverage prior experience, reducing sample complexity and improving generalization.

Meta-Learning

Meta-learning, or learning to learn, trains models that quickly adapt to new tasks with
minimal data by optimizing for rapid adaptation across task distributions. For DRL,
this enables learning policies that quickly specialize to new edge environments through
minimal fine-tuning. Representative works include [81, 147, 148]. Meta-learning suits
scenarios requiring rapid adaptation to new deployments or periodic variations but re-
quires diverse training task distributions and incurs higher meta-training computational

costs [149, 150].

Transfer Learning

Transfer learning reuses knowledge from source domains through pre-training policies
or value functions in resource-rich environments, then fine-tuning in target edge en-
vironments, with domain adaptation techniques handling distribution shifts through
adversarial training or importance weighting. Representative works include [151, 152].
Transfer learning reduces target domain sample requirements when source and target
share underlying structure but may cause negative transfer when domains differ signif-

icantly [153].
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Multi-Task Learning

Multi-task learning trains single models simultaneously on multiple related tasks through
shared representations, exploiting task commonalities via soft parameter sharing, hard
parameter sharing, or attention mechanisms. Representative works include [56, 147].
Multi-task learning improves sample efficiency when tasks share structure and reduces
total parameters, but negative transfer may occur when tasks conflict or require different

features [154].

2.6.3 Model Compression

DRL policies employ deep networks with millions of parameters, creating prohibitive
computational and memory requirements for resource-constrained edge devices. Model
compression techniques reduce model size and inference cost while preserving policy

quality, enabling deployment at the lowest tiers of the edge continuum.

Knowledge Distillation

Knowledge distillation transfers knowledge from large teacher models to compact stu-
dents by minimizing divergence between outputs, exploiting that teacher soft targets
contain richer information than hard targets for efficient student learning. Represen-
tative works include [46, 155]. Distillation enables cloud training with edge deploy-
ment and reduces federated learning communication overhead but introduces addi-

tional training stages and bounds student performance by teacher quality [51].

Quantization

Quantization reduces model size by lowering numerical precision from 32-bit floating
point to 8-bit or lower integers, with post-training quantization applied after training
and quantization-aware training simulating quantization effects during learning. Rep-
resentative works include [156, 157]. Quantization provides memory reduction and in-
ference speedup, particularly effective with hardware accelerators, but introduces nu-

merical errors that may degrade performance for precision-sensitive tasks [158].
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Pruning

Pruning removes redundant parameters through unstructured pruning of individual
weights or structured pruning of entire neurons and layers, with magnitude-based se-
lection and iterative refinement recovering performance. Representative works include
[159, 160]. Pruning achieves high compression when models contain redundancy, with
structured pruning providing practical speedup without specialized sparse libraries, but
determining pruning rates requires experimentation and may fail for small models with

limited redundancy [158].

2.6.4 Safety and Privacy Mechanisms

DRL policies deployed in production edge systems commonly need to satisfy hard con-
straints while protecting sensitive data. Safety mechanisms ensure constraint satisfac-
tion during learning and deployment, preventing violations that may lead to service
level agreement breaches, hardware damage, or safety hazards. Privacy mechanisms
safeguard training data and model information from unauthorized access and infer-
ence attacks, essential for edge systems processing sensitive data across administrative

boundaries.

Constrained Reinforcement Learning

Constrained RL formalizes constraint satisfaction as Constrained Markov Decision Pro-
cesses (CMDPs) where agents optimize cumulative reward while satisfying cumulative
constraints. Representative works include [25, 161]. Constrained RL provides princi-
pled frameworks for constraint optimization in safety-critical applications and service
level agreements but assumes known constraint cost functions and may struggle with

multiple competing constraints [162].

Safe Exploration

Safe exploration ensures agents do not violate constraints during learning by monitor-

ing policies and intervening to prevent unsafe actions through pre-computed safety con-
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straints or conservative action prediction. Representative works include [163, 164]. Safe
exploration provides runtime protection for online learning in production systems but
may interfere with policy improvement through frequent intervention or prove compu-

tationally infeasible in large state spaces [162].

Homomorphic Encryption

Homomorphic Encryption (HE) enables computation directly on encrypted data with-
out decryption, allowing aggregators to process encrypted model updates while remain-
ing unable to access plaintext values. For federated DRL, nodes encrypt local updates
before transmission, and aggregators perform weighted averaging on ciphertexts, with
only participating nodes possessing decryption keys. Representative works include
[70,165]. HE provides strong cryptographic privacy guarantees, protecting against mali-
cious aggregators and eliminating trust requirements, but introduces substantial compu-
tational overhead (orders of magnitude slower than plaintext operations) that currently

limits practical deployment to small models or computation-intensive phases [166].

2.7 Open Challenges and Future Directions

While DRL-based resource management in the IoT-Edge-Cloud continuum has achieved
significant progress, fundamental challenges persist that prevent widespread produc-
tion deployment. This section identifies six critical dimensions where substantial re-
search gaps remain.

Scalability. Current DRL approaches face fundamental scalability barriers at plan-
etary scale. SARL methods struggle with exponential state-action space growth, while
MARL architectures rarely scale beyond hundreds of agents due to coordination over-
head. Centralized federated DRL encounters server bandwidth bottlenecks, while de-
centralized variants suffer from slow consensus convergence across multiple network
hops [58]. Promising directions include hierarchical decomposition across abstraction
levels, graph neural networks for ultra-large-scale topologies, and adaptive topology

design where nodes dynamically adjust neighborhoods based on learning dynamics.
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Heterogeneity. The IoT-Edge-Cloud continuum exhibits extreme heterogeneity across
device capabilities, data distributions, network conditions, and optimization objectives.
Standard federated DRL struggles under severe data heterogeneity, often converging
slowly or to suboptimal solutions. The fundamental tension lies between collabora-
tive learning requiring shared representations and personalization requiring special-
ized models. Critical directions include personalized federated learning maintaining
both global knowledge and client-specific adaptations, clustering-based approaches for
targeted aggregation, and meta-learning frameworks enabling rapid adaptation to dis-

tribution shifts.

Dynamics and Non-stationarity. Edge environments exhibit complex temporal dy-
namics violating DRL’s stationarity assumptions through multi-timescale workload fluc-
tuations, topology evolution, and autocorrelated states. In federated settings, indepen-
dently drifting client distributions create moving targets for convergence. The explore-
exploit dilemma compounds this challenge as policies must adapt while avoiding catas-
trophic forgetting. Key directions include continual learning frameworks leveraging
experience replay or elastic weight consolidation, online change detection mechanisms,

and meta-learning approaches adapting to predictable non-stationarity patterns.

Resource Efficiency. Resource-constrained edge devices impose stringent limita-
tions through limited memory, processing power, energy budgets, and network band-
width. Model compression techniques provide partial solutions but face diminishing
returns where aggressive compression degrades performance. The fundamental chal-
lenge balances model capacity required for complex decisions against hardware con-
straints. Future directions include neural architecture search optimized for edge con-
straints, split learning architectures balancing computation and communication, and

hardware-software co-design for specialized DRL accelerators.

Privacy and Security. Privacy-preserving collaborative learning faces multifaceted
challenges beyond standard federated scenarios. Centralized architectures create single
points where inference attacks reconstruct private data, while decentralized learning
introduces vulnerabilities through multi-hop propagation [33]. Adversarial threats in-
cluding Byzantine attacks, model poisoning, and gradient inversion remain largely un-

addressed in federated DRL. Critical directions include Byzantine-robust aggregation
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handling policy gradient heterogeneity, secure multi-party computation for privacy-
preserving training, and formal privacy leakage analysis.

Emerging Paradigms. Foundation models present transformative yet largely unex-
plored opportunities. Large Language Models demonstrate reasoning capabilities that
could revolutionize decision-making through high-level policy generation, natural lan-
guage interfaces, and few-shot adaptation via in-context learning. Generative models
offer potential for workload prediction and synthetic trajectory generation. However,
integrating billion-parameter models into resource-constrained environments poses sig-
nificant challenges, and the black-box nature of LLM reasoning conflicts with verifiable
safety requirements [167]. Critical directions include parameter-efficient fine-tuning, hy-
brid architectures combining lightweight DRL with occasional LLM consultation, and

federated fine-tuning preserving privacy.

2.8 Summary

This chapter systematically organizes DRL-based resource management for IoT-Edge-
Cloud continuum through a two-dimensional taxonomy separating control architec-
ture from training paradigm. We comprehensively review related works across single-
agent and multi-agent approaches under both standard and federated training, provide
comparative analysis revealing fundamental trade-offs, survey orthogonal enhancement
techniques, and identify open challenges with future research directions. The estab-
lished frameworks and practical design guidelines advance toward intelligent, scalable,

privacy-preserving resource management across the IoT-Edge-Cloud continuum.



Chapter 3

DRL-based Scheduling for
Optimizing System Load and
Response Time in Edge and Fog
Computing Environments

Edge/fog computing has become the mainstream paradigm for IoT applications due to its low-
latency capabilities. However, the exponential growth of 10T applications presents significant chal-
lenges including server overload that disrupts services and increases response time, dependent com-
ponents that impose execution constraints, inherently dynamic and stochastic environments, and
limited computational resources that prevent the use of computationally intensive optimal schedul-
ing techniques. To address these challenges, we propose DRLIS, a Deep Reinforcement Learning-
based scheduling algorithm that adaptively optimizes response time and balances server load for
heterogeneous IoT applications. We implemented DRLIS as a practical scheduler and created an in-
tegrated edge-fog-cloud heterogeneous computing environment. Extensive experiments demonstrate
that DRLIS significantly reduces execution cost by up to 55%, 37%, and 50% in load balancing,
response time, and weighted cost, respectively, compared to metaheuristic algorithms and other rein-

forcement learning techniques.

This chapter is derived from:

® Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “Deep Reinforcement
Learning-based Scheduling for Optimizing System Load and Response Time in Edge and Fog Com-
puting Environments”, Future Generation Computer Systems (FGCS), Volume 152, Pages: 55-69, Else-
vier, 2024.
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3.1 Introduction

The past few years have witnessed the rapid rise of the Internet of Things (IoT) indus-
try, enabling the connection of people to things and things to things, and facilitating the
digitization of the physical world [168]. Meanwhile, with the explosive growth of IoT
devices and various applications, the expectation for stability and low latency is higher
than ever [169]. As the main enabler of IoT, cloud computing stores and processes data
and information generated by IoT devices. Leveraging powerful computing capabilities
and advanced storage technologies, cloud computing ensures the security and reliability
of stored information. However, servers in the cloud computing paradigm are usually
located at a long physical distance from IoT devices, and the high latency caused by
long distances cannot efficiently satisfy real-time IoT applications. Prompted by these
issues, edge and fog computing have emerged as popular computing paradigms in the
IoT context. Although some researchers use the terms edge computing and fog comput-
ing interchangeably, we clearly define them in this chapter. We consider the case that
uses only edge resources for real-time IoT applications as edge computing, and the case
that uses edge and, whenever necessary, also utilizes cloud resources (along with edge
resources in a seamless manner) as fog computing. Edge computing, as a decentralized
computing architecture, brings processing, storage, and intelligent control to the vicinity
of IoT devices [170]. This flexible architecture extends cloud computing services to the
edge of the network. In contrast, the fog computing paradigm inherits the advantages
of both cloud and edge computing [171], which not only provides powerful computa-
tional capabilities but also reduces the need to transfer data to the cloud for processing,
analysis, and storage, thus reducing the inter-network distance. In the real world, edge
and fog computing provide strong support for innovation and development in various
fields. For example, in the field of smart healthcare, deploying edge computing nodes
on wearable devices and medical devices can monitor patients” physiological parame-
ters in real time and transmit the data to the cloud for analysis and diagnosis, realizing
telemedicine and personalized medicine [172]; in the field of autonomous driving, de-
ploying edge computing nodes on self-driving vehicles can perform real-time sensing

and decision processing, enabling shorter response time and improving driving safety
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[173].

However, the massive growth in the number of IoT applications and servers in fog
computing environments also creates new challenges. Firstly, the execution time is ex-
pected to be minimized [18], which means that the applications should be processed by
the best (i.e., the most powerful and physically closest) server. Besides, the load should
be ideally balanced and distributed to run on multiple operating units. For example,
by distributing requests across multiple servers in a seamless manner (as in serverless
computing environments), load balancing can avoid overloading individual servers and
ensure that each server handles a moderate load. This improves response times, over-
all system performance, and throughput, and also helps servers run more consistently.
Therefore, improving the load balancing level of servers (i.e., lowering the variance of
server resource utilization) while reducing the response time becomes an important but
challenging problem for scheduling IoT applications on servers in edge/fog computing
environments. Since this is an NP-hard problem, metaheuristic and rule-based solu-
tions can be considered [174], [9]. However, these approaches often rely on omniscient
knowledge of global information and require the solution proponent to have control
over the changes. In the fog computing environment, there is often no regularity in
server performance, utilization, and downtime. The number of IoT applications and
the corresponding resource requirements are even more nearly random. Besides, in re-
ality, Directed Acyclic Graphs (DAGs) are often used to model IoT applications [175],
where nodes represent tasks and edges represent data communication between depen-
dent tasks. The dependency among tasks introduces higher complexity in scheduling
applications. Therefore, metaheuristic and rule-based solutions cannot efficiently cope

with the IoT application scheduling problem in fog computing environments.

Deep Reinforcement Learning (DRL) is the product of combining deep learning with
reinforcement learning, integrating the powerful understanding of deep learning on
perceptual problems with the decision-making capabilities of reinforcement learning.
In deep reinforcement learning, the agent continuously interacts with the environment,
recording a large number of empirical trajectories (i.e., sequences of states, actions, and
rewards), which are used in the training phase to learn optimal policies. In contrast to

metaheuristic algorithms, agents in deep reinforcement learning are able to autonomously
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sense and respond to changes in the environment, which allows deep reinforcement
learning to solve complex problems in realistic scenarios. However, due to the limited
computational resources of devices in fog computing environments [176], the computa-
tional requirements of complex Deep Neural Networks (DNNs) are often not supported
[177]. Therefore, how to balance implementation simplicity, sample complexity, and
solution performance becomes a key research problem in applying deep reinforcement
learning to fog computing environments to cope with complex situations.

To address the above challenges, we propose a Deep Reinforcement Learning-based
IoT application Scheduling algorithm (DRLIS), which employs Proximal Policy Opti-
mization (PPO) [40] technique for solving the IoT applications scheduling problem in
fog computing environments. DRLIS can effectively optimize the load balancing cost
of the servers, the response time cost of the IoT applications, and their weighted cost.
Besides, by using clipped surrogate objective to limit the magnitude of policy updates
in each iteration and being able to perform multiple iterations of updates in the sampled
data, the convergence speed of the algorithm is improved. Moreover, considering the
limited computational resources and the optimization objective under study, we design

efficient reward functions. The main contributions of this chapter are:

* We propose a weighted cost model regarding DAG-based IoT applications” schedul-
ing in fog computing environments to improve the load balancing level of the
servers while minimizing the response time of the application. In addition, we

adapt this weighted cost model to make it applicable to DRL algorithms.

* We propose a DRL-based algorithm (DRLIS) to solve the defined weighted cost
optimization problem in dynamic and stochastic fog computing environments.
When the computing environment changes (e.g., requests from different IoT ap-
plications, server computing resources, the number of servers), it can adaptively

update the scheduling policy with a fast convergence speed.

* Based on DRLIS, we implement a practical scheduler in the FogBus2 function-as-
a-service framework! [44] for handling scheduling requests of IoT applications in

heterogeneous fog and edge computing environments. We also extend the func-

IPlease refer to [44, 178] for detailed description of the FogBus2 framework
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tionality of the FogBus2 framework to make different DRL techniques applicable

to it.

¢ We conduct practical experiments and use real IoT applications with heteroge-
neous tasks and resource demands to evaluate the performance of DRLIS in real
system setup. By comparing with common metaheuristics (Non-dominated Sort-
ing Genetic Algorithm 2 (NSGA2) [179], Non-dominated Sorting Genetic Algo-
rithm 3 (NSGA3) [180]) and other reinforcement learning algorithms (Q-Learning
[181]), we demonstrate the superiority of DRLIS in terms of convergence speed,

optimization cost, and scheduling time.

The rest of the chapter is organized as follows. Section 3.2 discusses related work and
Section 3.3 presents the system model and problem formulation. The Deep Reinforce-
ment Learning model for IoT applications in edge and fog computing environments is
presented in Section 3.4. DRLIS is discussed in Section 3.5. Section 3.6 evaluates the
performance of DRLIS and compares it with other counterparts. Finally, Section 3.7 con-

cludes the chapter.

3.2 Related Work

In this section, we review the literature on scheduling IoT applications in edge and fog
computing environments. The related works are divided into metaheuristic and rein-

forcement learning categories.

3.2.1 Metaheuristic

In the dependent category, Liu et al. [182] adopted a Markov Decision Process (MDP) ap-
proach to achieving shorter average task execution latency in edge computing environ-
ments. They proposed an efficient one-dimensional search algorithm to find the optimal
task scheduling policy. However, this work cannot adapt to changes in the comput-
ing environment and is difficult to extend to solve complex weighted cost optimization

problems in heterogeneous fog computing environments. Wu et al. [183] modeled the
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task scheduling problem in edge and fog computing environments as a DAG and used
an estimation of distribution algorithm (EDA) and a partitioning operator to partition
the graph in order to queue tasks and assign appropriate servers. However, they did
not practically implement and test their work. Sun et al. [184] improved the NSGA2
algorithm and designed a resource scheduling scheme among fog nodes in the same
fog cluster, taking into account the diversity of different devices. This work aims to re-
duce the service latency and improve the stability of task execution. Although capable
of handling weighted cost optimization problems, this work only considers scheduling
problems in the same computing environment. Hoseiny et al. [185] proposed a Genetic
Algorithm (GA)-based technique for minimizing the total computation time and energy
consumption of task scheduling in a heterogeneous fog cloud computing environment.
By introducing features for tasks, the technique can find a more suitable computing
environment for each task. However, it does not consider the dependencies of different
tasks in the application, and due to the use of metaheuristic algorithms, scheduling rules
need to be manually set, which cannot adapt to changing computing environments. Ali
et al. [186] proposed an NSGA2-based technique for minimizing the total computation
time and system cost of task scheduling in heterogeneous fog cloud computing environ-
ments. Their work formulates the task scheduling problem as an optimization problem
in order to dynamically allocate appropriate resources for predefined tasks. Similarly,
due to the limitations of metaheuristic algorithms, this work requires the assumption
that the technique has some knowledge of the submitted tasks to develop the schedul-

ing policy and thus cannot cope with dynamic and complex scenarios.

3.2.2 Reinforcement Learning

In the dependent category, Shahidani et al. [187] proposed a Q-learning-based algo-
rithm to reduce task execution latency and balance the load in a fog cloud computing
environment. However, this work does not consider the inter-task dependencies and the
heterogeneity of fog and cloud computing environments. Baek et al. [188] adapted the
Q-learning algorithm and proposed an approach that aims at improving load balanc-

ing in fog computing environments. This work considers the heterogeneity of nodes in
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fog computing environments but still assumes that the tasks within the application are
independent of each other. Jie et al. [189] proposed a Deep Q-Network (DQN)-based ap-
proach to minimize the total latency of task processing in edge computing environments.
This work formulates task scheduling as a Markov Decision Process while considering
the heterogeneity of IoT applications. However, this work only considers the scheduling
problem in edge computing environments and investigates only one optimization objec-
tive. Xiong et al. [76] adapted the DQN algorithm and proposed a resource allocation
strategy for IoT edge computing systems. This work aims at minimizing the average
job completion time but does not take into account more complex functions with mul-
tiple optimization objectives. Wang et al. [190] focus on edge computing environments
and propose a deep reinforcement learning-based resource allocation (DRLRA) scheme
based on DQN. This work targets to reduce the average service time and balance the
resource usage within the edge computing environment. However, the work does not
consider the resources in fog computing environment, and the technique is not practi-
cally implemented and tested. Huang et al. [191] adopted a DQN-based approach to
address the resource allocation problem in the edge computing environment. This work
investigated minimizing the weighted cost, including the total energy consumption and
the latency to complete the task. However, it does not consider the heterogeneity of
servers in fog computing environments and assumes that the tasks are independent.
Chen et al. [192] proposed an approach based on double DQN to balance task execution
time and energy consumption in edge computing environments. Similarly, this work
is only applicable to the edge environment and does not consider the dependencies be-
tween tasks. Zheng et al. [193] proposed a Soft Actor-Critic (SAC)-based algorithm
to minimize the task completion time in an edge computing environment. This work
focuses on the latency problem and the experiments are simulation-based. Zhao et al.
[194] proposed a Twin Delayed DDPG (TD3)-based DRL algorithm. The goal of this
work is to minimize the latency and energy consumption, but inter-task dependencies
are not considered and the results are also simulation-based. Liao et al. [77] used Deep
Deterministic Policy Gradient (DDPG) and Double Deep Q-Network (DQN) algorithms
to model computation in an edge environment. This work aims to reduce energy con-

sumption and latency but does not consider the fog environment and the heterogeneity
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of devices. Sethi et al. [195] proposed a DQN-based algorithm to optimize energy con-
sumption and load balancing of fog servers. Similarly, this work is simulation-based
and does not consider the dependencies between tasks.

Table 3.1 presents the comparison of the related work with our proposed algorithm,
in terms of application properties, architecture properties, algorithm properties, and
evaluation. In the application properties section, the number of tasks included in the
IoT application, and the dependencies between tasks are studied. In the architectural
properties section, three aspects are studied including the IoT device layer, the edge/-
fog layer, and the multi-cloud layer. For the IoT device layer, the application type and
request type are identified. The real application section indicates that the work either
deploys actual IoT applications, adopts simulated applications, or uses random data.
The heterogeneous request type represents work considering that different IoT devices
have different numbers of requests and different requirements. For the edge/fog layer,
the computing environment and the heterogeneity of deployed servers are investigated.
Besides, the multi-cloud layer studies whether the work considers the scenario of differ-
ent cloud service providers with heterogeneity. In the algorithm properties section, we
investigate the main technique on which each work is based and the corresponding opti-
mization objectives. The evaluation section identifies whether the work is based on sim-
ulation or practical experiments. Recent works that we reviewed (e.g., [193], [194], [77],
[195], [196], [197], [198]) have often used reinforcement learning approaches to deal with
workload scheduling problems. This is because reinforcement learning can learn by in-
teracting with the environment and continuously optimizing the policy through feed-
back signals (e.g., reward or penalty). This learning ability gives reinforcement learning
an advantage when facing complex, dynamic environments [199], whereas metaheuris-

tic techniques require manual adaptation and guidance.

3.3 System Model and Problem Formulation

In this section, we first introduce the topology of the IoT systems in the edge and fog
computing environment. Then, we discuss the problem formulation. The key notations

are listed in Table 3.2.
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Table 3.1: A qualitative comparison of related works with ours

Application Properties Architectural Properties Algorithm Properties
Works 10T Device Layer Edge/Fog Layer Optimization Objectives Evaluation
Task Number | Dep Multi-Cloud Layer Main Technique
Real Applications | Request Type | Computing Environments | Heterogeneity Time | Load Balancing | Weighted
[182] Single Homogeneous Edge Homogeneous x MDP v x x Simulation
[184] Multiple « Homogeneous Edge and Fog Heterogeneous. x NSGA2 v x v Simulation
[185] Single Homogeneous Edge and Fog Heterogeneous x Metaheuristic GA v x x Simulation
[186] Single Homogeneous Edge and Fog Heterogeneous x Algorithms NSGA2 v x v Simulation
[183] Multiple Dependent © Homogeneous Edge and Fog Heterogeneous x EDA v x v Simulation
[188] Single Homogeneous Edge and Fog Heterogeneous x Q-Learning x v x Simulation
[187] Single Homogeneous Edge and Fog Homogeneous x Q-Learning v v v Simulation
[189] Single © Homogeneous Edge Homogeneous x DQN v x x Simulation
76] | Multiple © Homogeneous Edge Homogeneous x DQN v x x Simulation
[91] | Multiple © Heterogeneous Edge Homogeneous x DQN v x v | Simulation
[190] Single « Homogeneous Edge Homogeneous x DQN v v v | Simulation
[192] Single Independent © Heterogeneous Edge Homogeneous x Double DQN v x v Simulation
Learning
[193] Single « Homogeneous Edge Homogeneous x SAC v x x Simulation
[194] Single « Homogeneous Edge and Fog Homogeneous x TD3 v x v Simulation
[196] Single Homogeneous Edge Homogeneous x DQON x v x Simulation
[771 Single « Homogeneous Edge Homogeneous x DDPGand DQN | v/ x v Simulation
[197] Single Homogeneous Edge Homogeneous x DDPG v x v Simulation
[195] Single « Homogeneous Edge and Fog Homogeneous x DON x v v Simulation
[198] Multiple « Heterogeneous Edge Heterogeneous. x GA and DQN v x x Simulation
Dependent
DRLIS | Multiple ° Heterogeneous Edge and Fog Heterogeneous v PPO v v v Practical
@®: Real [oT Application and Deployment, ©: Simulated IoT Application, O: Random
Table 3.2: List of key notations
Variable | Description Variable | Description
5 The application set pram The variance of RAM utilization of the server set after the scheduling configuration xs
s, )
s One application (one task set) ¥(x;) | Theload balancing model after the scheduling configuration x;
Sy, One task ¥(x) The load balancing model after the scheduling configuration x
N The server set Wy, The total execution time (ms) for task S, based on the scheduling configuration xs,
x5, The scheduling configuration of task S, wht The ready time (ms) for task S;, based on the scheduling configuration xs,
X The scheduling configuration of application S; Wit The time (ms) consumed for required data by task S, to be sent from server ; to server 1y
X The scheduling configuration of applications P(S,) | The parent tasks set of task xs,
n;'”"“’ The CPU utilization (%) of server PS(S;) | The server set to which the dependency tasks of task xs, are assigned
/™ The CPU frequency (MHz) of server 1 wfrans The transmission time (ms) between server 7 and server rj,
w4t | The RAM utilization (%) of server my whloh The propagation time (ms) between server n; and server iy
nfmsiz | The RAM size (GB) of server ny P The packet size (MB) from server n; to server rj for task S,
Nerwtti | The CPU utilization (%) of each server in server set N, denoted as a set by, The data rate (bit/s) between server n; and server iy
Nrem-iti | The RAM utilization (%) of each server in server set N, denoted as a set CP(S;) | Equals to 1if Sy, is on the critical path of application S, otherwise 0
The minimum RAM required for executing task S, Wiy The processing time (ms) for task S;, based on the scheduling configuration xs,
The load balancing model after the scheduling configuration xs, Q(y;) | The total execution time (ms) for application S; based on the scheduling configuration x;
The variance of CPU utilization of the server set after the scheduling configuration x5, | Q(x) The total execution time (ms) for the application set S based on the scheduling configuration
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\ Raspberry Pi#1 Raspberry Pi#2 Laptop #1 Laptop #2 Desktop  Virtual Machine

Figure 3.1: A view of the IoT system in fog computing

3.3.1 System Model

Fig. 3.1 represents a layered view of the IoT Systems in the fog computing environment.
Consider S = {5;|1 <1 < |S|} as a collection of |S| applications, where each application
contains one or more tasks, denoted as S; = {S;|1 < i < |S;|}. The DAG G = (V,E)
is used to model an IoT application, as depicted in Fig. 3.2. A vertex v; = S, denotes a
certain task of the application, and an edge ¢;; denotes the data flow between tasks v;
and v}, so some tasks must be executed after predecessor tasks are completed. CP(S;)
represents the critical path (i.e., the path with the highest cost) of the DAG, marked in

red in the figure.

A set containing |N| servers is used to process application set S, denoted as N =

{n|l <k < |N[}. To reflect the heterogeneity of the servers, for each server ny, n,” et

represents its CPU utilization (%), n{m represents its CPU frequency (MHz), n}"-* rep-
resents its RAM utilization (%), and n;“’“ize represents its RAM size (GB). Moreover,

PS(S),) represents the server set to which the parent tasks of task S;. are assigned, and
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Figure 3.2: Sample IoT application with the critical path in red color

wff]”,’]:, w,’ij,i}j, Pnjn, and by, denote the transmission time (ms), the propagation time
(ms), the packet size (MB), and the data rate (bit/s) between server n; and server ny,

respectively.

3.3.2 Problem Formulation

Since an application contains one/multiple tasks, it may be executed on different servers.

With a set of servers N, the scheduling configuration xs, of a task S;, is defined as:

xsli = {nk}/ (31)

where k shows the server’s index. Accordingly, the scheduling configuration yx; of an
application S; is equal to the set of the scheduling configuration of the tasks it contains,
defined as:

xi={xs, 1S, € S, 1 <i< |5} (3.2)

The scheduling configuration x of the application set S is equal to the set of scheduling

configuration per application:

x={xl1 <1<S]} (3.3)
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In addition, we consider that for a given application, the execution model of tasks
can be hybrid (i.e., sequential and/or parallel). That is, children tasks have some depen-
dencies on the parent tasks that need to be executed after their completion, and we use
P(S;;) to represent the parent task set of task S, [200]. While tasks that do not depend
on each other can be executed in parallel, and we use CP(S;,) to indicate that if a task S,

is located on a critical path of application ;.

Load Balancing Model

The load balancing model is used to measure the resource balancing level of the server
set N during the processing of the application set S. Regarding the server resource, both

CPU and RAM are considered. For task S;, the load balancing model P, is defined as:
Pxs, = u11pfcls’il + ﬂzlP;ZT, (3.4)

where 1[],6(’;’;{ and l[J;{;T represent the CPU and RAM models, and a; and a; are the control

parameters by which the weighted load balancing model can be tuned. They satisfy:
amta=1,0<a,a <1. (3.5)

CPU model ¢, and RAM model ¢§‘;:” are defined as the variance of CPU and RAM

Xsl‘
i

utilization of the server set N after the scheduling configuration xs, :

fﬁ:’ = Var[NePu-uti], (3.6)
;‘;Zl = Var[N"m-4t], (3.7)

where
xg, = {n}. 3.1)

Correspondingly, for application S, the load balancing model ¥ (x;) is defined as the
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sum of the load balancing models for each task processed by server set N:

ISi]

) = le]xsl_- (3.8)
i=1 !

Our main goal is to find the best-possible scheduling configuration for the applica-
tion set S such that the variance of the overall CPU and RAM utilization of the server
set N during the processing of the application set S can be minimized. Therefore, for the

application set S, the load balancing model ¥ () is defined as:

IS| 1Si]

S|
Y(x) = l):‘F (X1) =3 ) s, - (3.9)
=1 !

I=1i=1

Response Time Model

We consider the response time model Wy, for the task S, consisting of two components,

the task ready time model wm[ and the processmg model w’mc

trt roc
Wy, = wxrs,_ + Wl (3.10)

XSI‘ .
i

t

The task ready time model w”l represents the maximum time for the data required by

the task Sj, to arrive at the server to which it is assigned, defined as:

wir;[ =max w,’,, Vn;€PS(Sy), (3.11)
where w;”nk denotes the time consumed for required data by task S, sent from server #;

to server ny, and ny is the server where the task S; will be executed based on schedul-

ing configuration xs,, and n; represents the server where the parent task of task 5, is

executed. Therefore, w,t[tnk depends on the transmission time wﬁ[“,ﬁl}f and the propagation

time wn nk P for task Si, between server n; and server n:

trans prop .
trt Wiy + Wiy, 1j 7 My

Wity = (3.12)
0 nj = ng.
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trans

And the transmission time Wy, Can be calculated as:

Pnjny
Wl =~ (3.13)
Mk bn]-,nk

where Pnjn, TEprEsents the packet size from server 1, to server n; for task S, and bn].,nk
represents the current bandwidth between server 1; and server 1, when the data for task

S;, is transmitted.

The processing model w,fsrfc is defined as the time it takes for assigned server n; to

process the task S; based on scheduling configuration xs, , and can be calculated as:

size
proc Sli

xsl' fT’EC],
1
n
k

(3.14)

where Sffze represents the required CPU cycles for task S;, and n{:m’ represents the CPU

frequency of server ny (for multi-core CPUs, the average frequency is considered).

Accordingly, the response time model Q)(;) for application S; is defined as:

ISi]

Q(x1) = ) (ws,, X CP(Sy)), (3.15)
i=1 !

where CP(S;,) equals to 1 if task S;. is on the critical path of application S;, otherwise 0.

The main goal for the response time model ()(x) is to find the best-possible schedul-
ing configuration for the application set S such that the total time for the server set N
processing them can be minimized. Therefore, for the application set S, the response

time model Q() is defined as:

Qx) =) Q) = }_ )} (wx, x CP(Sy)). (3.16)
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Weighted Cost Model

The weighted cost model is defined as the weighted sum of the normalized load balanc-
ing and normalized response time models. For task ;.

lrbxsli _ lpmin wx% _ wmin

w) (3.17)

¢x51i =W pmax — l[Jmi” +

max __ ;. ymin’
w w

where ¢y, and wy, are the load balancing model and response time model of task Sj,,
and l,bmi”, ;,b’””x, w’”i’l“, and w™** represent the minimum and the maximum value of the
load balancing model and response time model, respectively. Moreover, w; and w; are
the control parameters by which the weighted cost model can be tuned. The reason we
use the normalized models instead of the original models is that the values of the two
models may be in different ranges. For example, the load balancing model may have a
value from 0 to 1, while the response time model may have a value from 0 to 100. We

need to normalize them so that the model values are in the same range.
Accordingly, the weighted cost model for application S; is defined as:

®(x;) = w1 x Norm(¥(x;)) + w2 x Norm(Q(x1)), (3.18)

where ¥(x;) and Q(;) are obtained from Eq. 3.8 and Eq. 3.15, and Norm represents the

normalization. The weighted cost model for the application set S is defined as:
P(x) = w1 x Norm(¥(x)) + w2 x Norm(Q(x)), (3.19)

where ¥ () and Q() are obtained from Eq. 3.9 and Eq. 3.16.

Therefore, the weighted cost optimization problem of IoT applications can be formu-
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lated as:

min  P(x) (3.20)
st. Cl: Size(xgli) =1, szli € X (3.21)
C2: 0 < ot P <1, ¥ e N (3.22)
C3: nf™, @iz > 0, Vi € N (3.23)
C4: S| < nj®™="*, VS, € S), Vn € N (3.24)
C5: CD(xslj) < (D(szj + xsli),VS,’. € P(S;,) (3.25)
Co: wi+wr =1, 0<w,w, <1 (3.26)

where C1 states that any task can only be assigned to one server for processing. C2
states that for any server, the CPU utilization and RAM utilization are between 0 and
1. Besides, C3 states that the CPU frequency and the RAM size of any server are larger
than 0. Moreover, C4 denotes that any server should have sufficient RAM resources to
process any task. Also, C5 denotes that any task can only be processed after its parent
tasks have been processed, and thus the cumulative cost is always larger than or equal
to the parent task. In addition, C6 denotes that the control parameters of the weighted

cost model can only take value from 0 to 1, and the sum of them should be equal to 1.

The problem being formulated is presented to be a non-convex optimization prob-
lem, because there may be an infinite number of local optima in the set of feasible do-
mains, and usually, the complexity of the algorithm to find the global optimum is ex-
ponential (NP-hard) [201]. To cope with such non-convex optimization problems, most
work decomposes them into several convex sub-problems and then solves these sub-
problems iteratively until the algorithm converges [202]. This type of approach reduces
the complexity of the original problem at the expense of accuracy [203]. In addition,
such approaches are highly dependent on the current environment and cannot be ap-
plied in dynamic environments with complex and continuously changeable parameters
and computational resources [203]. To deal with this problem, we propose DRLIS to
efficiently handle uncertainties in dynamic environments by learning from interaction

with the environment.
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3.4 Deep Reinforcement Learning Model

In reinforcement learning, the autonomous agent first interacts with the surrounding en-
vironment through action. Under the action and the environment, the agent generates
a new state, while the environment gives an immediate reward. In this cycle, the agent
interacts with the environment continuously and thus generates sufficient data. The re-
inforcement learning algorithm uses the generated data to modify its own action policy,
then interacts with the environment to generate new data, and uses the new data to fur-
ther improve its behavior. Formally, we use Markov Decision Process (MDP) to model
the reinforcement learning problem. Specifically, the learning problem can be described
by the tuple < S, A,IP,IR,y >, where S denotes a finite set of states; A denotes a finite
set of actions; IP denotes the state transition probability; R denotes the reward function;
v € [0,1] is the discount factor, used to compute the cumulative rewards.

We assume that the time T of the learning process is divided into multiple time
steps t and the agent will interact with the environment at each time step and have
multiple states S;. At a particular time step ¢, the agent possesses the environment state
S¢ = s, where s € S. The agent chooses an action A; = a according to the policy 7t(als),
where a € A, and 7m(als) = Pr[A; = a|S; = s] is the policy function, which denotes
the probability of choosing the action a in state s. After choosing action a, the agent
receives a reward r = R[S; = s, A; = 4] from the environment based on the reward
function IR, and it moves to the next state S;, 1 = s’ based on the state transition function
?, = P[Sty1 = §'|St = s, Ay = a]. The goal of the reinforcement learning agent is

ss!

to learn a policy 7r that maximizes the expectation of cumulative discounted reward
Er[LCer vir]-

Based on the weighted cost optimization problem of IoT applications in edge and
fog computing environments, the state space S, action space A, and reward function R

for the MDP are defined as follows:

¢ State space S: Since the optimization problem is related to tasks and servers, the
state of the problem consists of the feature space of the task currently being pro-
cessed and the state space of the current server set N. Based on the discussion in

Section 3.3, at the time step ¢, the feature space of the task S; includes the task ID,
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the tasks” predecessors and successors, the application ID to which the task be-
longs, the number of tasks in the current application, the estimate of the occupied
CPU resources for the execution of the task, the task’s RAM requirements, the es-
timate of the task’s response time, etc. Formally, the feature space IF for task S;, at

the time step ¢ is defined as follows:
Fi(S,) = {f (8,)IS; € 8,0 <y < [F}, (327)

where y represents the index of the feature in the task feature space F, and |F|
represents the number of features. Moreover, at the time step ¢, the state space of
the current server set N includes the number of servers, each server’s CPU utiliza-
tion, CPU frequency, RAM utilization, and RAM size, and the propagation time
and bandwidth between different servers, etc. Formally, the state space G for the

server set N at the time step t is defined as:

G¢(N) = {|N|, §¥(nx), k! (n;, n) |nj, nx € N,
t(N) = {IN[, &F (), by (nj, mic) [, m (3.28)
0<z<|gl,0<q<]n[},

where g represents the state type that is related to only one server (i.e., CPU uti-
lization), z represents its index, and |g| represents the length of this type of state;
besides, i denotes the state type that is related to two servers (i.e., propagation
time), and similarly, g represents its index and || represents the length of this type

of state. Therefore, the state space S is defined as:

S = {S; = (Fi(5,),Gi(N))|S;, € Sy, € T} (3.29)

Action space A: The goal is to find the best-possible scheduling configuration for
the application set S to minimize the objective function Eq. 3.20. Therefore, at the

time step ¢, the action can be defined as the assignment of the server to the task S;:

At = xsli = Ng. (330)
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Accordingly, the action space A can be defined as the server set N:

A =N. (3.31)

* Reward function IR: Since this is a weighted cost optimization problem, we need
to define the reward function for each sub-problem. First, as the penalty, a very
large negative value is introduced if the task cannot be processed on the assigned
server for any reason. Also, for the load balancing problem, based on the discus-

sion in section 3.3.2, the reward function rib is defined as:

b Prxs,  —xg  succeed
rt — i—1 i

(3.32)
penalty fail,

where 1, is obtained from Eq. 3.4. The value output by reward function rlt is the
differencelbetween the load balancing models of the server set after scheduling
the current task and the previous one. If the value of the load balancing model
of the server set is reduced after scheduling the current task, the output reward is
positive, otherwise it is negative. Beside, for the response time problem, based on

the discussion in section 3.3.2, the reward function r?t is defined as:

mean __
y wie™ = Wy, succeed
1y = i !

(3.33)
penalty fail,

where Wrs, is obtained from Eq. 3.10, and w}fg‘;’:m represents the average response
time for task S;.. The value output by reward function r{’ is the difference between
the average response time (the current response time is also considered) and the
current response time for task S;.. If the current response time is lower than the
average one, the output reward is positive, otherwise it is negative. The reward

function r; for the weighted cost optimization problem is defined as:

w1 X Norm(r!®) + wy x Norm(r't)  succeed
e (") + w2 (") (334)

penalty fail,
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where w; and w, are the control parameters, and Norm represents the normaliza-

tion process.

Currently, many advanced deep reinforcement learning algorithms (e.g., PPO, TD3,
SAC) have been proposed by different researchers. They show excellent performance in
different fields. PPO improves convergence and sampling efficiency by adopting impor-
tance sampling and proportional clipping [40]. TD3 (Twin Delayed DDPG) introduces
a dual Q network and delayed update strategy to effectively solve the overestimation
problem in the continuous action space [83]. SAC (Soft Actor-Critic) combines policy
optimization and learning of Q-value functions, providing more robust and exploratory
policy learning through maximum entropy theory [84]. These algorithms have achieved
remarkable results in different tasks and environments. In our research problem, the
agent’s action and state space is discrete, which hinders the application of TD3, because
it is designed for continuous control [204]. In addition, the original SAC only considers
the problem of continuous space [84], although there are some works discussing how
to apply SAC to discrete space, they usually need to adopt some special tricks and ex-
tensions, such as using soft-max or sample-prune techniques to accommodate discrete
actions [205]. Besides, Wang et al. [206] shows that SAC requires more computation
time and convergence time than PPO. Whereas our study focuses on edge and fog com-
puting environments, where handling latency sensitivity and variation are important
considerations for choosing the appropriate DRL algorithm. We choose PPO as the ba-
sis of DRLIS, because PPO is designed to be more easily adaptable to discrete action
spaces [207] and we aim for the algorithm to converge quickly and perform well in di-

verse environments.

3.5 DRL-based Optimization Algorithm

Based on the above-mentioned MDP model, we propose DRLIS to achieve weighted
cost optimization of IoT applications in edge and fog computing environments. In this
section, we introduce the mathematical principle of the PPO algorithm and discuss the

proposed DRLIS.
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3.5.1 Preliminaries

The PPO algorithm belongs to the Policy Gradient (PG) algorithm which considers the
impact of actions on rewards and adjusts the probability of actions [208]. We use the
same notations as in section 3.3 to describe the algorithm. We consider the time horizon
T is divided into multiple time steps ¢, and the agent has a policy 7y for determining
its actions and interactions with the environment. The objective can be expressed as
adjusting the parameter 6 to maximize the expected cumulative discounted rewards

Er, [YieT vire] [40], expressed by the formula:

](9) = IE7T9 [Z ’)’ﬂ’t]. (335)

teT

Since this is a maximization problem, the gradient ascent algorithm can be used to find
the maximum value:

0 = 0+aVyJ(0). (3.36)

The key is to obtain the gradient of the reward function J(6) with respect to 6, which is
called the policy gradient. The algorithm for solving reinforcement problems by opti-
mizing the policy gradient is called the policy gradient algorithm. The policy gradient

can be presented as,
Vo] (0) = Ex,[Vologre(ar|st) Ag(arlst)), (3.37)

where Ag(a;|s¢) is the advantage function at time step t, used to evaluate the action 4; at
the state s;. Here, the policy gradient indicates the expectation of Vglogry(a;|s;)Ag(at|st),
which can be estimated using the empirical average obtained by sampling. However, the
PG algorithm is very sensitive to the update step size, and choosing a suitable step size
is challenging [209]. Moreover, practice shows that the difference between old and new
policies in training is usually large [40].

To address this problem, Trust Region Policy Optimization (TRPO) [41] is proposed.
This algorithm introduces importance sampling to evaluate the difference between the
old and new policies and restricts the new policy if the importance sampling ratio grows

large. Importance sampling refers to replacing the original sampling distribution with
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a new one to make sampling easier or more efficient. Specifically, TRPO maintains two
policies, the first policy 77y , is the current policy to be refined, and the second policy 77y

is used to collect the samples. The optimization problem is defined as follows:

maximize Et[MA ] (3.38)
0 709,14 (Clt‘St)
subject to  IE:[KL[rg,,,(+|st), o (+]s¢)]] <6, (3.39)

where KL represents Kullback-Leibler Divergence, used to quantify the difference be-
tween two probability distributions [210], and J represents the restriction of the update
between old policy 7y ,, and new policy 7rg. After linear approximation of the objective
and quadratic approximation of the constraints, the problem can be efficiently approxi-
mated using the conjugate gradient algorithm. However, the computation of conjugate
gradient makes the implementation of TRPO more complex and inflexible in practice
[211], [212].

To make this algorithm well applied in practice, the KL-PPO algorithm [40] is pro-
posed. Rather than using the constraint function IE;[KL[7g,,(+|st), 7o (+|s¢)]] < J, the KL

divergence is added as a penalty in the objective function:
LKLPEN (9) = Ey[r(8) Ar — BKL[1tg,,, (-|st), 7o (- 51)]], (3.40)

7o (alst)
Too1q (tlst)

3.38, and the parameter 8 can be dynamically adjusted during the iterative process ac-

where 14(0) =

is the ratio of the new policy and the old policy, obtained in Eq.

cording to the KL divergence. If the current KL divergence is larger than the predefined
maximum value, indicating that the penalty is not strong enough and the parameter
B needs to be increased. Conversely, if the current KL divergence is smaller than the
predefined minimum value, the parameter  needs to be reduced.

Moreover, another idea to restrict the difference between old policy 7y, and new
policy g is to use clipped surrogate function clip. The PPO algorithm using the clip
function (CLIP-PPO) removes the KL penalty and the need for adaptive updates to sim-

plify the algorithm. Practice shows CLIP-PPO usually performs better than KL-PPO
[40]. Formally, the objective function of CLIP-PPO is defined as follows:

LMP(9) = By [min(ri(0) A, clip(ri(6),1 — €,1 + €) Ay]. (3.41)
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And clip(r4(0),1 — €,1 + €) restrict the ratio 7;(6) into (1 — €,1 + €), defined as:

1—e (@) <l—e¢
clip(ri(0),1—€,14+€)=9r(0) 1—e<rO) <l+e (3.42)

14+e r(0)>1+e.

By removing the constraint function as discussed in TRPO, both PPO algorithms sig-
nificantly reduce the computational complexity, while ensuring that the updated policy

deviates not too large from the previous one.

3.5.2 DRLIS: DRL-based IoT Application Scheduling

Since CLIP-PPO usually outperforms KL-PPO in practice, we choose it as the basis for
the optimization algorithm. DRLIS is based on the actor-critic framework, which is a
reinforcement learning method combining Policy Gradient and Temporal Differential
(TD) learning. As the name implies, this framework consists of two parts, the actor and
the critic, and in implementation, they are usually presented as Deep Neural Networks
(DNNs). The actor network is used to learn a policy function 7tg(als) to maximize the
expected cumulative discounted reward E [} ;1 :7¢], while the critic network is used
to evaluate the current policy and to guide the next stage of the actor’s action. In the
learning process, at the time step ¢, the reinforcement learning agent inputs the current
state s; into the actor network, and the actor network outputs the action a; to be per-
formed by the agent in the MDP. The agent performs the action a;, receives the reward
r+ from the environment, and moves to the next state s;, 1. The critic network receives
the states s; and s;41 as input and estimates their value functions Vy, (s;) and Vi, (s¢41)-

The agent then computes the TD error J; for the time step t:

(St =Tt =+ ,)/VTEG (St+1) — V7Tg (St), (343)

where 7y denotes the discount factor, as discussed in Section 3.3, and the actor network
and critic network update their parameters using the TD error J;. DRLIS continues this
process after multiple steps, as an estimate A; of the advantage function A;, which can
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be written as:

Ay = Ve (st) +re+qr+ -+ 9T T + 9T Ve, (s7).

(3.44)

DRLIS maintains three networks, one critical network, and two actor networks (i.e.,

the old actor and the new actor), representing the old policy function 77y ,, and the new

policy function 714, as discussed in Section 3.5.1. Algorithm 3.1 describes DRLIS for the

weighted cost optimization problem in edge and fog computing environments.

Algorithm 3.1: DRLIS for weighted cost optimization

Input : new actor network Iy with parameter 6; old actor network Iy ,, with parameter
0,14, where 0,;; = 0; critic network V), with parameter y; max time step T; update
epoch K; policy objective function coefficient a.; value function loss function
coefficient a,; entropy bonus coefficient a,; clipping ratio €

1 while True do

2 servers < GetServers()

3 task < GetTask()

4 if servers # servers,; then

5 agent < Initialize Agent(servers)
6 servers, — servers

7 end if

8 s1 < GeneralizeState(servers, task)

9 D < InitializeBuf fer()

10 fort < 1to T do

11 ar < Hg (St)

12 Schedule(task, a;)

13 1t < GetReward()

14 servers < GetServers()

15 if servers # servers,; then
16 ‘ break

17 end if

18 task < GetTask()

19 si11 < GeneralizeState(servers, task)
20 Ur = (St, at, Vt)

27 D.Append(u;)

22 end for

2 Ay =Vy(st) +re+yrg + -+ T e 49TV (s7)

24 fork < 1to Kdo

. LELIP(60) = 5 min (730 Ay elip(g e, 1 — €1+ ) Ay
26 LVE(u) = E1(Vu(se) — Ar)?

27 LET(0) = Y Entropy(TTg(at|st))

28 L(0,u) = —acL°MP () +ap LVF (u) — a.LET(0)

29 update 0 and p with L(6, ) by Adam optimizer

30 end for

31 Gold +— 6

32 end while

We consider a scheduler that is implemented based on DRLIS. When this scheduler
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receives a scheduling request from an IoT application, it obtains information about the
set of servers currently available and initializes a DRL agent based on the information.
This agent contains three deep neural networks, a new actor network I'ly with parameter
6, an old actor network I'ly , with parameter 6,5, where 6,,; = 6, and a critic network V),
with parameter u. After that, the scheduler obtains the information about the currently
submitted task and generates the current state s; based on the information regarding
the task and servers. Inputting the state s; to the new actor network Iy will output an
action a;, representing the target server to which the current task is to be assigned. The
scheduler then assigns the task to the target server and receives the corresponding re-
ward r¢, which is calculated based on Eq. 3.32, 3.33, 3.34. The reward r; is essential for
indicating the positive or negative impact of the agent’s current scheduling policy on
the optimization objectives (e.g., IoT application response time and servers load balanc-
ing level). Also, a tuple u; with three values (s, a;, ;) will be stored in buffer D. The
scheduler repeats the process T times until sufficient information is collected to update
the neural networks. When updating the neural networks, the estimate of the advantage
function is first computed based on Eq. 3.44. Then the neural networks are optimized
for K times. Both actor network and critic network use Adam optimizer, and the loss

function is computed as:
L(6, u) = —acLMP(0) + aoLVF () — a.LFT(6), (3.45)

where LELP(9) is the policy objective function from Eq. 3.41, and L"F (1) is loss function

for the state value function:

T
LYE(u) = Y- (Vulse) — An)>. (3.46)

t=1
And LET(0) is the entropy bonus for the current policy:
T
LET(9) = Y Entropy(I1g(at]s)). (3.47)
t=1

In addition, a., a,, and a, are the coefficients. After updating the neural networks, the

parameter 0 of the new actor network I'ly will be copied to the old actor network Iy, ,.
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Assuming that there are N tasks, from Algorithm 3.1, the agent will update the policy
K times after scheduling T tasks, so the complexity of the algorithm as O(N + ¥K). In
practical applications, both T and K as hyperparameters can be customized to suit differ-
ent computational environments. Thus the computational complexity of the algorithm
actually depends on the number of tasks N and can be written as O(N). For the edge/-
fog environment with limited computational resources, we consider this computational

complexity to be acceptable.

3.5.3 Practical Implementation in the FogBus2 Framework

We extend the scheduling module of the FogBus2 framework? [44] to design and de-
velop the DRLIS in practice for processing placement requests from different IoT appli-
cations in edge and fog computing environments.

FogBus2 is a lightweight container-based distributed/ serverless framework (real-
ized using Docker microservices software) for integrating edge and fog/cloud comput-
ing environments. A scheduling module is implemented to decide the deployment of
heterogeneous IoT applications, enabling the management of distributed resources in
the hybrid computing environment. There are five main components within FogBus2
framework, namely Master, Actor, RemoteLogger, TaskExecutor, and User. Fig. 3.3 shows
the relationship between different components in the FogBus2 framework, and the up-

dated sub-components used to implement the reinforcement learning function.

* Remote Logger: It is designed for collecting and storing logs from other compo-

nents, whether periodic or event-driven.

* Master: It contains the scheduling module of FogBus2, responsible for the regis-
tration and scheduling of IoT applications. It can also discover resources and self-
scale based on the input load. We implement a reinforcement learning scheduling
module in the Scheduler & Scaler sub-component. Besides, we extend the function-
ality of the Profiler and the Message Handler components to allow Master compo-
nents to receive and handle information from other components for reinforcement

learning scheduling.

Zhttps:/ / github.com/Cloudslab/FogBus2
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Figure 3.3: Updated Sub-Components for Reinforcement Learning in FogBus2 Frame-

work

e Actor: It informs the Remote Logger and Master components of the computing re-

sources of the corresponding node to coordinate the resource scheduling of the
framework. Furthermore, it is responsible for launching the appropriate Task Ex-
ecutor components to process the submitted IoT application. We extend the func-
tionality of the Profiler and the Message Handler components to allow system char-
acteristics regarding servers to be passed to the reinforcement learning scheduling

module in Master components.

Task Executor: It is responsible for executing the corresponding tasks of the submit-

ted application. The results are passed to the Master component.

User: It runs on IoT devices and is responsible for processing raw data from sensors
and users. It sends the processed data to the Master component and submits the
execution request. We extend the functionality of the Actuator and the Message
Handler components to allow information related to IoT applications to be passed

to the reinforcement learning scheduling module in Master components.

Fig. 3.4 shows our implementation of the reinforcement learning scheduling module
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Figure 3.4: Reinforcement Learning Scheduling Module in FogBus2 Framework

in the FogBus2 framework. The module can be divided into four sub-modules: 1) Rein-
forcement Learning Models, 2) Rewards Models, 3) Reinforcement Learning Agent, and

4) Model Warehouse.

* Reinforcement Learning Models: This sub-module contains the reinforcement learn-
ing models. According to Algorithm 3.1, we implement a DRLIS-based model.
In addition, to evaluate the performance of DRLIS, we also implement DQN and

Q-Learning-based models.

e Rewards Models: This sub-module contains the models associated with the reward
functions. According to Section 3.3.2 and Section 3.4, we implemented Load Bal-
ancing Model, Response Time Model, and Weighted Cost Model. This sub-module
is responsible for calculating the reward values based on the information (e.g.,

CPU and RAM utilization) and transferring them to the Agent sub-module.

* Reinforcement Learning Agent: This sub-module implements the functions of the
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reinforcement learning agent. The Agent Initiator calls the Reinforcement Learning
Models sub-module and initializes the corresponding models. The Action Selector
is responsible for outputting the target server index for the currently scheduled
task. The Model Optimizer optimizes the running reinforcement learning schedul-
ing policy based on the reward values returned from the Reward Function Models
sub-module. The State Converter is responsible for converting the parameters of
the server and IoT application into state vectors that can be recognized by the rein-
forcement learning scheduling model. The Scheduling Policy Runner is the running
program of the reinforcement learning scheduling Agent and is responsible for re-
ceiving submitted tasks, saving or loading the trained policies, and requesting and
accessing parameters from other FogBus2 components (e.g., FogBus2 Actor, Fog-

Bus2 User) for the computation of reward functions.

* Model Warehouse: This sub-module can save the hyperparameters of the trained
scheduling policy to the database and loads the hyperparameters to initialize a

well-trained scheduling Agent.

Algorithm 3.2 summarizes the scheduling mechanism based on DRLIS. The frame-
work first initializes a scheduler, based on Algorithm 3.1. In addition, two buffers D4
and Dy for storing information from the Actor component and the User component are
also initialized. After the User component submits the IoT application to be processed,
the Master component first checks whether the Actor components that have been regis-
tered to the framework have the corresponding resources to process the application. If
true, the IoT application which contains one or multiple tasks will be scheduled; other-
wise, the Master component will inform the User component that the current application
cannot be processed. For each task of an IoT application, the scheduler will place it to
the target Actor component for execution based on Algorithm 3.1. After that, the Actor
component sends the relevant information (i.e., CPU utilization, RAM utilization, etc.)
to the Master component, which is stored in the buffer D 4. The User component also
sends relevant information (i.e., response time, the result of task execution, etc.) to the
Master component, which is stored in the buffer D;;. When the Master collects suffi-

cient information, it will update the scheduler, where the data in D4 and D are used to
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Algorithm 3.2: Reinforcement learning scheduler in FogBus2 framework based
on the proposed weighted cost optimization algorithm

Input : master component M; registered actor component set A; user component U; tasks
to be processed T

Scheduler « InitializeScheduer(DRLIS)

Dy <« Initialize ActorBuf fer()

Dy < InitializeUserBuf fer()

while True do

U.SubmitTasks(T)

AvailableActors < M.CheckResources(T)

if AvailableActors is empty then

M.Message(U, Fail)

break

end if

oreach t; € T do

Scheduler.TaskPlacement (t;, A)

A.Message(M, 14)

Dy.Append(ly)

U.Message(M, I1)

Dy.Append(Iy)

if UpdateScheduler is True then
Rewards < ComputeRewards(D 4, Dy;)
Scheduler.Update()

end if

21 end foreach

22 end while
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compute the reward for each step, as discussed in Algorithm 3.1 and Eq. 3.32, 3.33, 3.34.

3.6 Performance Evaluation

In this section, we first describe the experimental setup and sample applications used in
the evaluation. Then, we investigate the hyperparameters of DRLIS. Finally, we discuss

the performance of DRLIS by comparing it with its counterparts.

3.6.1 Experiment Setup

We first give a short introduction about the experimental environment and describe the
IoT applications used in the experiment. Next, the baseline algorithms used to compare

with DRLIS are presented.

Experiment Environment

As discussed in Section 3.5.3, we implemented a scheduler based on DRLIS in the Fog-
Bus2 framework, and we use this scheduler for evaluation. We consider a heterogeneous
experimental environment consisting of IoT devices, resource-limited fog servers, and
resource-rich cloud servers. To simulate the heterogeneous multi-cloud computing en-
vironment, we used two instances of Nectar Cloud infrastructure (Intel Xeon 2 cores
@2.0GHz, 9GB RAM, and Intel Xeon 16 cores @2.0GHz, 64GB RAM) and one instance of
AWS Cloud (AMD EPYC 2 cores @2.2GHz, 4GM RAM). In the fog computing environ-
ment, to reflect the heterogeneity of the servers, we used a Raspberry Pi 3B (Broadcom
BCM2837 4 cores @1.2GHz, 1GB RAM), a MacBook Pro (Apple M1 Pro 8 cores, 16GB
RAM), and a Linux virtual machine (Intel Core i5 2 cores @3.1GHz, 4GB RAM). In addi-
tion, the IoT devices are configured with 2 cores @3.2GHz and 4GB RAM. Furthermore,
we profiled the average bandwidth (i.e., data rate) and latency between servers as fol-
lows: the latency between the IoT device and the cloud server is around 15ms, and
the bandwidth is around 6MB/s, while the latency between the IoT device and the fog

server is around 3ms, and the bandwidth is around 25MB/s. Also, both w; and w, are
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set to 0.5 in Eq. 3.19, meaning that the importance of load balancing and response time

are equal.

Sample IoT Applications

We used four IoT applications for evaluating the performance of the scheduler based
on DRLIS. All applications implement both real-time and non-real-time features. Real-
time means that the application can receive live streams and non-real-time means that
the application can receive pre-recorded video files. Specifically, applications follow a
sensor-actuator architecture, with each application operating as a single data stream.
Sensors (e.g., cameras) capture environmental information and process it into data pat-
terns (e.g., image frames) that will be forwarded to surrogate servers for processing,
while actuators receive the processed data and represent the final outcome to the user.
In addition, all applications provide a parameter called application label, which can be

used to set the frame size in the video. These applications are described as follows:

® Face Detection [178]: Detects and captures human faces. The human faces in the

video are marked by squares. This application is implemented based on OpenCV?.

* Color Tracking [178]: Tracks colors from video. The user can dynamically configure
the target colors through the GUI provided by the application. This application is
implemented based on OpenCV?>.

* Face And Eye Detection [178]: In addition to detecting and capturing human faces,
the application also detects and captures human eyes. This application is imple-

mented based on OpenCV?.

* Video OCR [44]: Recognizes and extracts text information from the video and trans-
mits it back to the user. The application will automatically filter out keyframes.

This application is implemented based on Googles Tesseract-OCR Engine*.

Shttps:/ / github.com/opencv/opencv
4h’ct'ps: / / github.com/tesseract-ocr/tesseract
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Baseline Algorithms

To evaluate the performance of DRLIS, three other schedulers based on metaheuristic

algorithms and reinforcement learning techniques are implemented, as follows:

* DQN: It is one of the most adapted techniques in deep reinforcement learning,
which constructs an end-to-end architecture from perception to decision. This al-
gorithm has been used by many works in the current literature such as [189], [76],
[190], and [191]. To compare with our proposed algorithm, we implement a DQN-
based scheduler and integrate it into the FogBus2 framework. This scheduler can

minimize the weighted load balancing and response time cost.

® Q-Learning: This technique belongs to value-based reinforcement learning tech-
niques that combine the Monte Carlo method and the TD method. Its ultimate
goal is to learn a table (Q-Table). Works including [188], [213] adopt this technique.
To integrate it into the FogBus2 framework, we implemented a scheduling pol-
icy. Furthermore, as a comparison, the scheduler can be used in the weighted cost

problem to minimize the weighted load balancing and response time cost.

* NSGAZ2: It is a weighted cost genetic algorithm. It adopts the strategy of fast non-
dominated sorting and crowding distance to reduce the complexity of the non-
dominated sorting genetic algorithm. The algorithm has high efficiency and fast

convergence rate [214]. This algorithm is implemented using Pymoo [215].

* NSGA3: The framework of NSGA3 is basically the same as NSGA2, using fast non-
dominated sorting to classify population individuals into different non-dominated
fronts, and the difference mainly lies in the change of selection mechanism. Com-
pared with NSGA2 using crowding distance to select individuals of the same non-
dominated level, NSGA3 introduces well-distributed reference points to maintain
population diversity under high-dimensional goals [216]. This algorithm is imple-
mented using Pymoo [215].
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3.6.2 Hyperparameter Tuning

The scheduler based on DRLIS is implemented via PyTorch. Considering the limited
computational resources of some devices in the fog computing environment, both actor
network and critic network consist of an input layer, a hidden layer, and an output layer.
Henderson et al. [217] investigate the effect of hyperparameter settings on the perfor-
mance of reinforcement learning models. They survey the literature on different rein-
forcement learning techniques, list the hyperparameter settings used in the literature,
and compare the actual performance of the models under different hyperparameter set-
tings. They compare the performance of the PPO algorithm under different network
architectures and the result shows that the model performs best under the network ar-
chitecture where the hidden layer contains 64 hidden units and the hyperbolic tangent
(TanH) function is used as the activation function. Therefore, we used the same network
architecture for our experiments. In addition, we performed a grid search to tune the
four main hyperparameters (i.e., clipping range, discount factor, learning rate for actor
network, and learning rate for critic network), and the results are shown in Fig. 3.5. The
load balancing model control parameters a1 and a2 are both set to 0.5 to show the equal
importance of CPU and RAM, however, these values can be tuned by users based on the
objectives.

All the experiments regarding hyperparameter tuning are conducted in order to
solve the weighted cost problem, as discussed in Section 3.3.2. We describe the pro-
cess of hyperparameter tuning of our reinforcement learning model. For tuning the
clipping range €, we followed Schulman et al. [40], who proposed PPO and described
that the model performs best with settings of clipping range € among 0.1, 0.2, and 0.3.
Fig. 3.5a shows that our model performs best when the clipping range € is set to 0.3.
For the discount factor 7, we reviewed related work on DRL in order to understand
the common range for 7. According to [40, 218], the best setting for 7y sits somewhere
among {0.9-0.999}. Accordingly, to keep the search area for tuning < in a viable range,
we used the nominated values in these works and found that our model converges faster
when 7 is set to 0.9. Fig. 3.5b shows the tuning process of . Based on the similar ap-
proach for tuning € and 1, for tuning the actor network learning rate Ir,, we referred to

[40, 217, 219] for designing our tuning range. Accordingly, we used 0.003, 0.0003, and



3.6 Performance Evaluation 103
0.75
1.2 1
0.70
0.65 - 10
‘l;" %)
8 0.60 S
- o
g 2 0.8
£ 0.55 .51
s =
= 0.501 =
0.6
0.45 4
0.40 0.4 1
0 20 40 60 8‘0 100 0 20 4b 6‘0 8b 1(‘)0
Iteration Iteration
— 0.1 — 0.2 — 0.3 — 09 — 0.99 — 0.999]
(a) Clipping range (b) Discount factor
0.8 0.8
5 07 207
o (=}
|9 &)
3 3
£ o6 £ 06
o =)
Q Q
ES S
0.5 0.5
0.4 4 0.4
0 20 40 60 8‘0 100 0 20 4‘0 6‘0 8‘0 1 (I) 0

Iteration

—— 0.00003 —— 0.0003 —— 0.003

—— 0.0001

Iteration

— 0.001 —— 0.01

(c) Actor network learning rate

Figure 3.5: Hyperparameter tuning results

(d) Critic network learning rate

0.00003 to tune Ir,. Fig. 3.5c shows that our model performs best when the I, is set to
0.0003. Considering the same approach for tuning, we followed [220-222] and set our
tuning range among {0.01, 0.001, 0.0001} and found that our model works best when
Irc is 0.001. Fig. 3.5d shows the performance of our model under different settings for
Irc. Overall, the deep neural network and training hyperparameters setting is presented
in Table 3.3. Besides, we also tune the hyperparameters for baseline techniques to fairly

study their performance. The corresponding results are shown in Table 3.5.

Table 3.3: The hyperparameters setting for DRLIS

DRLIS Hyperparameter Value
Neural Network Layers 3
Hidden Layer Units 64
Optimization Method Adam
Activation Function TanH
Clipping Range € 0.3
Discount Factor ¢y 0.9
Actor Learning Rate Ir, 0.0003
Critic Learning Rate Ir, 0.001
Policy Objective Function Coefficient a, 1
Value Function Loss Function Coefficient a, 0.5
Entropy Bonus Coefficient a, 0.01
Load Balancing Model CPU Control Parametera; 0.5
Load Balancing Model RAM Control Parameter a, 0.5
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Table 3.5: The hyperparameters setting for baseline techniques

DON Hyperparameter Value
Neural Network Layers 3
Hidden Layer Units 64
Optimization Method Adam
Activation Function ReLU
Discount Factor 0.99
Learning Rate 0.0001
Exploration Rate 1
Exploration Decay 0.9
Minimum Exploration 0.05
Q-Learning Hyperparameter Value
Discount Factor 0.9
Learning Rate 0.1
NSGA2 and NSGA3 Hyperparameter Value
Population Size 200
Generation Numbers 100

is set to 100. The training results of algorithms with the three optimization objectives are

shown in Fig. 3.6.
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Figure 3.6: Cost vs policy update analysis - train phase

As shown in Fig. 3.6a, when optimizing the load-balancing problem of the servers,
the average computational resource variance of the servers is lower for the Q-Learning-
based, DQN-based, and DRLIS-based schedulers than for the NSGA2-based and NSGA3-
based schedulers. Moreover, only the reinforcement learning-based scheduler can achieve

a stable convergence state. However, the Q-Learning-based scheduler requires more
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than 60 iterations before reaching a converged state, and the DQN-based scheduler re-
quires more than 80 iterations, while the DRLIS-based scheduler only requires about
20 updates to converge to a similar stable state. The NSGA2-based and NSGA3-based
schedulers are unable to reach the convergence state. As shown in Fig. 3.6b, when op-
timizing the response time problem of the application, unlike the former problem, all
schedulers can converge. However, the average response time of Q-Learning-based,
DQN-based, and DRLIS-based schedulers is still lower than that of NSGA2-based and
NSGAS3-based schedulers. In addition, the DRLIS-based scheduler still outperforms the
Q-Learning-based and the DQN-based schedulers in terms of convergence speed. Fi-
nally, as Fig. 3.6c shows, when optimizing the weighted cost problem, similar to the load
balancing problem, the average cost is lower for the Q-Learning-based, DQN-based, and
DRLIS-based schedulers than for the NSGA2 and NSGA3-based schedulers, and only
the first three can reach a stable convergence state. Moreover, although the Q-Learning-
based, DQN-based, and DRLIS-based schedulers have similar final convergence lev-
els, the DRLIS-based scheduler converges much faster than the Q-Learning-based and
DQN-based schedulers. This proves that the DRLIS-based scheduler outperforms the
other techniques in terms of average cost, convergence, and convergence speed during

the training phase.

In the evaluation phase, we set the resolution to 240, which will make the demand
for computational resources and response time of the IoT application different from
the training phase. The evaluation phase results of the different algorithms regarding
the three optimization objectives are shown in Fig. 3.7. It can be observed that when
the optimization objective is server load balancing, IoT application response time, and
weighted cost, respectively, the schedulers based on different algorithms have similar
performances as the training phase. Specifically, only the cost of the Q-Learning-based,
DQN-based, and DRLIS-based schedulers converges, and the cost of the NSGA2-based
and NSGA3-based schedulers fluctuates up and down in a higher range. Moreover, the
average and final costs of the Q-Learning-based, DQN-based, and DRLIS-based sched-
ulers are significantly lower than those of the NSGA2-based and NSGA3-based sched-
ulers during the evaluation phase. In addition, in the weighted cost scenario, the DRLIS-

based scheduler can converge the cost to a stable level after about 30 policy updates,
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Figure 3.7: Cost vs policy update analysis - evaluation phase

while the Q-Learning-based scheduler usually takes about 60 updates to converge to a
slightly higher level, and the DQN-based scheduler needs more than 80 updates to con-
verge to the same level. Overall, compared with the Q-Learning-based scheduler, which
can converge stably and with the fastest convergence speed in the baseline algorithms,
the average performance of the DRLIS-based scheduler improves by 55%, 37%, and 50%,
in terms of servers load balancing, IoT application response time, and weighted cost, re-

spectively.

Scheduling Overhead Analysis

In this section, we investigate the scheduling overhead of different techniques-based
schedulers when handling IoT applications. The environment settings are the same as
Section 3.6.1, and the resolution of the IoT applications is set to 480. For each scheduler,

we repeat the experiment for 100 rounds, feeding four IoT applications to the scheduler

in each round. Besides, we define the average scheduling overhead as T, = Tlf"ofgl , where
Tiotal Tepresents the total overhead spent by the scheduler to handle the applications in
100 rounds.

Figure 3.8 depicts the average scheduling overhead T, with a 95% Confidence In-
terval (CNFI) of schedulers based on different technologies when handling IoT applica-
tions. It is obvious that the scheduling overheads of reinforcement learning techniques
(i.e., DRLIS, DQN, Q-Learning) are usually lower than metaheuristics techniques (i.e.,
NSGA2, NSGA3). In addition, the 95% CNFI of the scheduling overhead of reinforce-

ment learning techniques is also much shorter than metaheuristic techniques. Specif-
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ically, the scheduling overhead of DRLIS is more than 50% lower than NSGA2 and
NSGAS3, and more than 33% lower than DQN, but it is about 2ms more than Q-Learning.
However, considering that the convergence speed of DRLIS is much faster than that of
Q-Learning, as discussed in Section 3.6.3, the increased overhead cost of DRLIS over
Q-Learning can be negligible. Therefore, in the heterogeneous edge and fog comput-
ing environment, our proposed DRLIS-based algorithm can handle the weighted cost

optimization problem of IoT applications more efficiently than other techniques.

Average Scheduling Overhead (ms)

DRLIS DQN Q-Learning NSGA3 NSGA?2

Figure 3.8: Average scheduling overhead with a 95% CNFI

3.7 Summary

In this chapter, we proposed DRLIS, a DRL-based algorithm to solve the weighted cost

optimization problem for IoT applications scheduling in heterogeneous edge and fog
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computing environments. First, we proposed corresponding cost models for optimizing
load balancing and response time in heterogeneous edge and fog computing environ-
ments and formulate a weighted cost model based on both of them. In addition, we
implemented a practical scheduler in the FogBus2 function-as-a-service framework for
scheduling IoT applications. Compared to existing work, DRLIS has significant advan-
tages in convergence speed, optimization cost, and scheduling overhead. Through ex-
tensive experiments and comparisons with other works in the literature, DRLIS achieves
performance improvements of up to 49%, 60%, and 55% in terms of load balancing, re-

sponse time, and weighted cost, respectively.



Chapter 4

TE-DDRL: A Transformer-enhanced
Distributed DRL Technique for
Scheduling IoT Applications in Edge
and Cloud Computing Environments

With the continuous increase of IoT applications, their effective scheduling in edge and cloud com-
puting has become a critical challenge. The inherent dynamism and stochastic characteristics of edge
and cloud computing, along with IoT applications, necessitate solutions that are highly adaptive.
Currently, several centralized Deep Reinforcement Learning (DRL) techniques are adapted to ad-
dress the scheduling problem. However, they require a large amount of experience and training time
to reach a suitable solution. Moreover, many IoT applications contain multiple interdependent tasks,
imposing additional constraints on the scheduling problem. To overcome these challenges, we pro-
pose a Transformer-enhanced Distributed DRL scheduling technique, called TE-DDRL, to adaptively
schedule heterogeneous IoT applications. This technique follows the Actor-Critic architecture, scales
efficiently to multiple distributed servers, and employs an off-policy correction method to stabilize the
training process. In addition, Prioritized Experience Replay (PER) and Transformer techniques are
introduced to reduce exploration costs and capture long-term dependencies for faster convergence.
Extensive results of practical experiments show that TF-DDRL, compared to its counterparts, sig-
nificantly reduces response time, energy consumption, monetary cost, and weighted cost by up to
60%, 51%, 56%, and 58%, respectively.

This chapter is derived from:

® Zhiyu Wang, Mohammad Goudarzi, and Rajkumar Buyya, “TF-DDRL: A Transformer-Enhanced
Distributed DRL Technique for Scheduling IoT Applications in Edge and Cloud Computing Envi-
ronments”, IEEE Transactions on Services Computing (TSC), Volume 18, Number 2, Pages: 1039-1053,
1IEEE, 2025.
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4.1 Introduction

The Internet of Things (IoT) paradigm is rapidly emerging as a transformative force
and revolutionizing information technology and connectivity. The proliferation of IoT
devices and applications has been exponential, reshaping the way humans interact and
perceive their surroundings. Cloud computing, as a major driver of the IoT ecosystem,
plays a critical role in the storage and process of the large volume of data generated by
IoT devices [9]. However, due to the potentially long physical distance between servers
in cloud computing and IoT devices, high latency arises, thereby impeding the effective
implementation of real-time IoT applications [223]. In response to these challenges, edge
computing, as a decentralized computing paradigm, has emerged to provide the ability
to process, store, and intelligently control IoT applications [9]. It has quickly become a
popular computing paradigm in the IoT environment, offering substantial solutions in
various domains. For instance, in the healthcare sector, edge computing can enable real-
time monitoring and diagnosis, facilitating faster and more accurate medical decisions
[224]; In smart cities, edge computing can be applied to real-time traffic management,

improving traffic efficiency, and reducing congestion [225].

However, the considerable increase of IoT applications and servers within edge and
cloud computing environments has brought new challenges, necessitating innovative
solutions. First, there is an urgent need to minimize the expected response time of IoT
applications to ensure efficient and timely performance [26, 226]. Furthermore, in edge
and cloud computing environments, the imperative need to minimize server energy
consumption and monetary cost is equally crucial for sustainable and cost-effective op-
erations [199]. Thus, scheduling IoT applications on distributed servers to reduce the
response time of IoT applications while simultaneously minimizing server energy con-

sumption and monetary cost has become an important and challenging problem.

Given the inherent complexity of this challenge, which can be characterized as an
NP-hard problem [227], various solutions have been explored, including heuristic and
rule-based approaches [9]. However, these methods face limitations when dealing with
the dynamic and unpredictable characteristics of servers in edge and cloud computing.

The performance, utilization, and downtime of servers often lack regularity, and the
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number of IoT applications and their corresponding resource requirements may exhibit
randomness. Additionally, IoT applications typically employ Directed Acyclic Graphs
(DAGs) for modeling, where nodes represent tasks and edges signify data communi-
cation between related tasks [11]. The dependencies between tasks introduce further
complexity to the application scheduling process, rendering heuristic and rule-based so-
lutions ineffective in addressing the scheduling challenges presented by IoT computing

environments.

Due to the continuous changes in edge and cloud computing environments, decision-
making for scheduling IoT applications must be capable of adaptive updates. Deep Re-
inforcement Learning (DRL), which combines Reinforcement Learning (RL) with Deep
Neural Networks (DNN), offers a promising solution. DRL agents can dynamically
learn optimal policies and long-term rewards in a stochastic environment without the
need for a prior understanding of the system. However, DRL agents must invest sub-
stantial time during the exploration phase by collecting extensive and diverse experi-
ence trajectories, which are later used to learn optimal policies [228]. Hence, the effec-
tiveness of the DRL technique can be prevented by the high exploration costs and slow
convergence speeds, negatively impacting the scheduling of IoT applications in highly

heterogeneous and stochastic edge and cloud computing environments.

Existing works have increasingly employed DRL techniques for scheduling IoT ap-
plications in edge and cloud environments. However, these works face several signif-
icant challenges and limitations in practical deployments. Firstly, most existing stud-
ies utilize centralized DRL techniques (e.g., Deep Q-Network (DQN), Deep Determinis-
tic Policy Gradient (DDPG)), which require extensive exploration within complex state
spaces to identify optimal scheduling strategies [19]. This can lead to high exploration
costs and slow convergence rates, particularly in dynamic and heterogeneous edge and
cloud environments where exploration costs are further exacerbated. While some works
have explored distributed DRL techniques, they predominantly use Asynchronous Ad-
vantage Actor Critic (A3C). Although these works leverage multiple parallel agents to
collect experience trajectories, the training process primarily relies on asynchronous up-
dates based on the local experiences of individual agents [88]. This limited global knowl-

edge sharing between agents can result in less efficient convergence and suboptimal
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overall performance [93]. Secondly, existing works struggle to capture long-term de-
pendencies between tasks, especially in the context of scheduling IoT applications that
involve complex task dependency graphs (i.e., DAGs). This limitation often leads to
suboptimal resource utilization and increased task completion times in real-world IoT
systems. Thirdly, many existing cost models focus on optimizing only one or two ob-
jectives, such as minimizing response time or energy consumption. This narrow focus
restricts their effectiveness in addressing the multifaceted challenges of dynamic and
heterogeneous computing environments. These challenges highlight the need for a com-
prehensive solution that can effectively address multiple optimization objectives while
efficiently handling task dependencies and leveraging distributed learning in heteroge-

neous edge and cloud environments.

To address these challenges, we propose a distributed DRL technique, named TF-
DDRL, based on the Importance Weighted Actor-Learner Architecture (IMPALA) [93],
specifically designed for scheduling IoT applications in edge and cloud computing envi-
ronments. Unlike A3C-based approaches that rely on parameter sharing, IMPALA facil-
itates the direct sharing of raw experiences between distributed agents, allowing them
to collaboratively learn policies more effectively. This enables TF-DDRL to adaptively
optimize scheduling decisions across multiple servers, efficiently handling the dynamic
and heterogeneous nature of edge and cloud environments. To achieve comprehensive
optimization, we propose a weighted cost model that balances multiple objectives, in-
cluding response time, energy consumption, and monetary costs. This model addresses
the limitations of existing models that typically focus on single objectives, enabling more
holistic optimization that better reflects real-world requirements. To further tackle the
challenge of capturing complex dependencies between IoT tasks and system states in
heterogeneous edge and cloud environments, we integrate the Transformer technique
[229]. The self-attention mechanism in the Transformer captures both local and global
relationships among diverse state components [42], which is essential for making opti-
mal scheduling decisions in highly dynamic and stochastic environments. Additionally,
we incorporate Prioritized Experience Replay (PER) [230] to reduce exploration costs by
prioritizing more informative experiences, thereby expediting the learning process. The

combined use of Transformer and PER not only accelerates the convergence speed of
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TF-DDRL but also enhances its capacity to derive more effective scheduling strategies,
ultimately optimizing response time, energy consumption, and operational costs.

To the best of our knowledge, this is the first work that integrates distributed DRL
with Transformer and PER techniques for IoT application scheduling in edge and cloud

environments. The main contributions of this chapter are as follows.

¢ We propose a weighted cost model for scheduling DAG-based IoT applications in
edge and cloud computing. The objective is to optimize the response time of the
application, the energy consumption of the system, and the monetary cost associ-
ated with execution. Also, we customize this weighted cost model to comply with

DRL algorithms.

¢ We propose a distributed DRL technique, called TF-DDRL, to solve the weighted
cost optimization problem. It can adaptively learn the optimal scheduling pol-
icy in response to changes in the computing environment, including diverse IoT

application requests and fluctuations of computing resources.

* We design the network structure of TE-DDRL, integrating advanced techniques
including PER and the Transformer. This design can significantly improve the
convergence speed of the TF-DDRL, ensuring more efficient and effective model

performance.

¢ To evaluate the performance of TF-DDRL, we carry out extensive practical exper-
iments and employ real IoT applications. Through comparisons with distributed
DRL techniques including ApeX-Deep Q-Network (ApeX-DQN) [92] and A3C
[88], as well as centralized DRL techniques including Dueling Double DQN-RNN
(D3QN-RNN) [73, 74] and Soft Actor-Critic (SAC) [84], we highlight the superior
performance of TF-DDRL in terms of convergence speed, optimization cost, scala-

bility, and scheduling overhead.

The remainder of the chapter is organized as follows. The related literature is pro-
vided in Section 4.2, and Section 4.3 details the system model and formulates the schedul-

ing problem. The main concepts of the DRL model are presented in Section 4.3.3. The
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TF-DDRL is discussed in Section 4.4. Section 4.5 evaluates the performance of TF-DDRL

and its counterparts. Finally, the conclusion is provided in Section 4.6.

4.2 Related Work

The related works that research IoT application scheduling problems in edge and cloud
computing environments are studied. Related work is categorized into two groups:

centralized reinforcement learning and distributed reinforcement learning.

4.2.1 Centralized Reinforcement Learning

In the category of centralized reinforcement learning, Bansal et al. [231] proposed a
Dueling-DQN-based technique to place IoT applications in edge and cloud environ-
ments. It aims at optimizing the user-side latency and system energy. Hoang et al.
[232] proposed an online resource management framework based on the Actor-Critic
framework, which considers the long-term constraints of queue stability and compu-
tational delay of the queuing system to minimize the average power consumption of
the entire system. Huang et al. [191] focused on the resource allocation problem in
edge computing environments. They developed a DQN-based approach to minimize a
weighted cost, comprising total energy consumption and task completion delay. Zhao et
al. [233] proposed a mobile-aware dependent task offloading scheme based on DDPG,
with the aim of minimizing the average response time and the average energy con-
sumption of the system. Hsieh et al. [234] investigated the task allocation problem
in collaborative Mobile Edge Computing (MEC) networks, developing and comparing
the performance of Double-DQN, PG, and Actor-Critic in optimizing delay and task
overflow rate. The results demonstrated that the Actor-Critic approach performed the
best in dynamic MEC network environments. Fan et al. [140] studied the problem of
user task offloading in MEC network environments and proposed a technique based
on Dueling-DON and Double-DQN to optimize response time and dropped task ratio.
Zheng et al. [193] defined an optimization problem involving computational offloading

and resource allocation in collaborative vehicle networks. A Soft Actor-Critic (SAC)-
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based technique is proposed to reduce the overall delay of the system. Wang et al. [190]
proposed a computing resource allocation solution based on DQN specifically for edge
computing environments. The objective of their research is to optimize the average time
overhead and achieve a more balanced utilization of resources within edge environ-
ments. Xiong et al. [76] aimed at reducing the average job completion time within
edge computing environments by employing a DQN-based resource allocation policy.
Jie et al. [189] focused on the time overhead optimization problem in edge computing
environments and employed a DQN-based method to reduce the task execution time.
They formulate the optimization problem as a Markov Decision Process (MDP). [235]
proposed a dependency-aware task offloading method with DQN to optimize task of-
floading in cloud-edge environments. Their approach models mobile applications as
DAGs and leverages DON to adaptively handle dynamic resource changes and parallel

task scheduling without presetting task priorities.

4.2.2 Distributed Reinforcement Learning

Wen et al. [236] introduced an adaptive scheduler based on environmental changes,
aiming to reduce the tail latency of edge-cloud jobs. The work employs Ape-X DQN to
expedite the training process. Wang et al. [237] proposed an Asynchronous Advantage
Actor-Critic (A3C)-based approach to address the cloud-edge computing network op-
timization problem, aiming at satisfying the latency requirements of applications while
reducing the cost of cloud servers. Garaali et al. [238] investigated the optimization
problem of computational offloading and resource allocation in an MEC environment
and proposed a solution based on the A3C method. In order to reduce the system la-
tency, each agent aims to learn the optimal offloading policy independently of the other
agents in an interactive manner. Ju et al. [239] considered the task offloading problem in
vehicular edge computing networks, where the joint optimization is formulated as MDP.
This work proposes an A3C-based approach to solve the MDP problem, with the goal
of minimizing the system energy consumption while satisfying computational delay
constraints. Sellami et al. [240] investigated IoT application scheduling and offloading

problems in edge computing environments. This work introduces a scheduling policy
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based on A3C to enhance energy efficiency. Chen et al. [241] studied the task offload-
ing problem in cloud-edge collaborative mobile computing environments, proposing an
A3C-based algorithm to address the joint optimization problem involving task execu-
tion delay and energy consumption. Utilizing a distributed learning approach, the algo-
rithm acquires knowledge about the probability distribution of an approximate reward
and optimizes network parameters using the computing resource in the cloud, with the

objective of achieving faster and more efficient decision-making.

4.2.3 A Qualitative Comparison

Table 4.1 provides a qualitative analysis of current research work and ours in various
dimensions, including application properties, architectural properties, algorithm prop-
erties, and evaluation. Application properties explore whether the IoT application has
multiple tasks or not and their interdependencies. Architectural properties are divided
into three layers. The IoT device layer identifies the practical characteristics of the appli-
cation and the request type of the IoT devices. The section named real applications pro-
vides information on whether the work utilizes real-world IoT applications, simulations,
or randomly generated data, and distinct IoT devices with varying quantities of requests
and diverse requirements are classified as heterogeneous request types. The edge/cloud
layer delves into the computing environment considered by the work and the hetero-
geneity of deployment servers. Moreover, the multi-cloud layer assesses whether the
work takes into account cloud computing resources from different providers. In the al-
gorithm properties section, the focus is on the primary techniques employed by the work
and the optimization objectives. Finally, the evaluation section determines whether the
work is evaluated through simulation or practical applications.

In the literature, many works (e.g., [232], [191], [234], [193], [190], [76], [189], [237],
[238], [239], and [240]) assume that tasks are mutually independent and do not consider
the common occurrence of task dependencies in the real world. However, in practical
scenarios, such dependencies significantly impact scheduling performance. For exam-
ple, in smart city traffic management, vehicle detection relies on real-time video data

collection, while traffic flow prediction depends on the results of vehicle detection. Ne-
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glecting these dependencies can lead to processing delays and reduced system efficiency.
Similarly, in healthcare, initial patient data processing must be completed before cloud-
based analysis, or else diagnoses could be delayed. In industrial IoT, equipment fault
detection is closely linked to subsequent maintenance tasks, where improper scheduling
could result in production disruptions. Also, works including [231], [232], [191], [233],
[234], [140], [193], [190], [76], [189], and [235], adopt centralized DRL techniques, which
may incur high exploration costs and exhibit low convergence speed [242]. This poses
challenges when deployed in highly distributed computing environments, especially as
the number of features, environmental complexity, and application constraints increase.
Furthermore, most of the work employing distributed DRL techniques is based on A3C,
including [237], [238], [239], [240], and [241]. Despite deploying distributed agents to
collect experience trajectories, distributed agents in A3C train their local policies based
on their limited experiences, subsequently forwarding these parameters to learners for
aggregation and training, diminishing the usage efficiency of experience trajectories. To
address these issues, we propose a distributed DRL technique, called TF-DDRL, which
learns policies based on direct sharing of original experience, rather than parameters.
Besides, TF-DDRL employs PER to enhance sampling efficiency and incorporates the
Transformer to capture long-term dependencies between features, further improving
convergence speed and optimizing performance. Moreover, our work considers inter-
task dependencies when addressing IoT application scheduling problems in edge and
multi-cloud heterogeneous environments. Also, we establish a practical experimental
environment employing both real-time and non-real-time IoT applications to evaluate

the performance of TF-DDRL.

4.3 System Model and Problem Formulation

This section first describes the topology of IoT systems in this work. Next, we tackle the
scheduling of IoT applications by formulating it as an optimization problem, aiming at
reducing application response time, system energy consumption, and monetary cost of

running applications. Table 4.2 depicts the key notations used in this chapter.
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Table 4.1: A comparison of our work with existing related works

Application Properties Architectural Properties Algorithm Properties
Work 10T Device Layer Edge/Cloud Layer Optimization Objectives Evaluation
Task Number | Dep y Multi-Cloud Layer Main Technique
Real Applications | Request Type | Computing Environment | Heterogeneity Time | Energy | Finance | Multi Objective
[231] Multiple | Dependent « Heterogeneous Edge and Cloud Heterogeneous x DuelingDQN | v v x v Simulation
[232] Single Independent > Homogeneous Edge Heterogeneous x Actor-Critic x v x x Simulation
[191] Multiple | Independent « Heterogeneous Edge Homogeneous x DQN v v x v Simulation
[233] Multiple Dependent © Heterogeneous Edge Heterogeneous x DDPG v v x v Simulation

Double-DQN, PG,
[234] Single | Independent « Heterogeneous Edge and Cloud Heterogeneous x v x x x Simulation

Centralized | and Actor-Critic

Dueling-DQN
[140] Multiple | Dependent c Homogeneous Edge Homogeneous x v x x v Simulation

and Double-DQN

[193] Single | Independent « Homogeneous Edge Homogeneous x SAC v x x x Simulation
[190] Single Independent © Homogeneous Edge Homogeneous x DQN v x x v Simulation
176) Multiple | Independent « Homogeneous Edge Homogeneous x DQN v x x x Simulation
[189] Single Independent © Homogeneous Edge Homogeneous x DQN v x x x Simulation
[235] Multiple | Dependent « Heterogeneous Edge and Cloud Heterogeneous x DQN v x x x Simulation
[236] Multiple | Dependent « Heterogeneous Edge and Cloud Heterogeneous x Ape-X DQN v x x x Simulation
[237] Single | Independent > Homogeneous Edge and Cloud Homogeneous x A3C v x v v Simulation
[238] Multiple | Independent ¢ Homogeneous Edge Homogeneous x A3C v x x x Simulation
[239] Single Independent © Heterogeneous Edge Heterogeneous x Distributed A3C x v x x Simulation
[240] Single | Independent « Heterogeneous Edge Heterogeneous x A3C x v x x Simulation
[241] Multiple Dependent > Homogeneous Edge and Cloud Heterogeneous x A3C v v x v Simulation

Ourwork | Multiple | Dependent . Heterogeneous Edge and Cloud Heterogeneous v IMPALA v v v v Practical

@: Real IoT Application and Deployment, €: Simulated IoT Application, ©: Random

Table 4.2: List of key notations

Variable Description Variable | Description

A One application set PR(A]) | The set of predecessor tasks of task A/

A One application SU(A!) | The set of successor tasks of task A/

.Al( One single task T The response time model

N The server set Tdat The Data Arrival Time (DAT) model

cS The cloud server set Tex The execution time model

ES The edge server set T The transmission time model

Ny One single server E The energy consumption model

Freq(Ny) The available CPU frequency (MHz) of server N E* The execution energy model

Ram(Ny) The available RAM size (GB) of server N Efr The transmission energy model

C; The scheduling configuration for application A; W (N) | The power of the server Ny when executing task
cl The scheduling configuration for task .A] W' (Nk) | The power of the server Ny when transmitting data
PN The propagation time (ms) between server NV and server Ny | F The monetary cost model

DS; v, (Al) | The data size for task A/ sent from server ] to server Ny CLP(Nj) | The pricing of the cloud server Ny

B The data rate (bits/second) between server AV, and server Ny | EP(N;) | The electricity price for running edge server Ny
L(A) The required CPU cycles for task A/ ] The weighted cost model
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4.3.1 System Model

Fig. 4.1 provides a layered perspective of the IoT system in an edge and cloud environ-
ment. Consider A = {A;|]1 < i < |A|} as a collection of |.A| applications, with each
application comprising one or more tasks denoted as A; = {A{]l <j < |Ail}. Tomodel
an IoT application, we use a DAG, as illustrated in Fig. 4.1, where each vertex V; = Af:
corresponds to a specific task within the application .A;. The edges, represented as &,
signify the data flow between tasks V; and V, indicating that successor tasks must fol-
low the completion of their predecessors. Also, the critical path of the DAG, denoted as
CP(A;) and marked in red in the figure, shows the path with the highest cost.

I/’/Laptop Raspberry Pi™
# \

@ I/ ’Q\
[l [[0 I:I . :J
’&2\‘ /);t\\ Virtua‘I_M:chine
oo Cie=geTe (2]
p —
’4:\‘ = Raspberry J_LD Kt
=1 [e) Pi #2 oskop_
S Fes g

loT Applications as DAGs

[ I L
(Critical Path in Red) loT Devices Edge Layer Cloud Layer

Figure 4.1: An overview of Edge and Cloud computing

We consider a server set comprising |A/| servers to handle the application set A,
denoted as N = CSUES = {Ni|1 < k < |N|}. CS denotes the cloud server set
and £S denotes the edge server set. To consider server heterogeneity, each server N is
characterized by different available CPU frequency (MHz) Freq(/N}) and available RAM
size (GB) Ram(Ny). Also, we consider Py, x; as the propagation time (ms) and By x;
as the data rate (b/s) between server N; and N;.
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4.3.2 Problem Formulation

Since an application consists of one or more tasks, it can run on various servers. Consid-

ering server set as V, the scheduling configuration Clj for task AZ is defined as:
=N, ke{l,... N}, (4.1)

where Ny denotes a particular server, and |N] is the total number of servers. This vari-
able serves as the atomic decision unit in the scheduling process, determining the com-

putational resource allocated for each task.

The scheduling configuration C; for the application A; is a collection of the schedul-

ing configurations for the tasks within .4;, and is defined as:
G ={cl1 << A} 42

where |A;| represents the total number of tasks in application A;. By grouping task-
level scheduling configurations, C; provides a comprehensive view of how the entire

application A; is distributed across available servers.

Also, the task execution model of one application can exhibit hybrid characteristics,
incorporating both sequential and/or parallel processes. Accordingly, each task cannot
be executed unless all predecessor tasks complete their execution, while tasks that are
not dependent on each other can be executed in parallel. We use PR(A{: ) to denote the
set of predecessor tasks of task Af: and use CP(A{) to indicate whether task A{: is located
on the critical path of the application A;.

Response Time Model

Assuming that the scheduling configuration for task A{ is Clj , the response time model
T(Clj ) consists of two parts, the Data Arrival Time (DAT) model Td”t(C{ ) and the execu-
tion time model T** (Cf ):

T(Cl) = T%!(C]) + T**(C)). (4.3)



4.3 System Model and Problem Formulation 121

The DAT model Td“t(C{ ) signifies the maximum time for the data, required by task Af:,

to reach the designated server:

T (C]) = max T4, VAf € PR(A)), (4.4)

where T‘Cil‘ft ; shows the time consumed for the required data to be transmitted from

scheduled server Cf‘ to server Clj . Here, Clj signifies the server scheduled for the exe-

cution of task A{, while C¥ corresponds to the server where the predecessor task of task

Al is executed. Thus, Tg,‘ftc ; depends on both the transmission time Tg{ o and the propa-

gation time P, ; for task A{ between server CF and server Clj :

ckc!

t , k j
Tdat Tcrk,c!' + PC,-k,C{ G #C 45
ck Cf - P . ( . )

ivi k _ )

Cf=C;.

where the transmission time Tg{ o is calculated as follows:
(A
o DA (46)
kel B, .. '
1771 Clklc,]

DS i (A{) denotes the data size for task A{: sent from server CF to server C{ ;and B

denotes the current bandwidth between server Cf‘ and server Clj .

The execution time model T** (Cl] ) is defined as the time required to execute task A{:
based on scheduling configuration C’Zj . It can be calculated as follows:
, L(A
T (C]) = LZ)., 4.7)
Freq(C))
where L(A{:) denotes the necessary CPU cycles for task A{ to be executed and Freq(Clj )
shows the CPU frequency of scheduled server Clj (if the CPU has multiple cores, the

model considers the average frequency). Accordingly, the formulation of the response
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time model T(C;) for application A; is expressed as follows:

| A ‘ ‘
T(Ci) = ) (T(C]) x CP(A}), (4.8)
=1

where CP (.A{ ) is the critical path indicator. If task A{: belongs to the critical path of

application A;, CP(A{: ) is set to 1; otherwise, it assumes a value of 0.

System Energy Consumption Model

In this work, we consider the energy consumption of the edge layer and the cloud layer.
Given that the scheduling configuration for task .A{: is Clj , the energy consumption E (Cf )
is determined by the energy consumed during the actual task processing (i.e., the execu-
tion energy model) E** (CZ] ), plus the energy consumed by the servers when transmitting

the required data to other servers (i.e., transmission energy model) E”(C{ ):
E(C]) = E(C]) + (E"(C]) x ED(A)), *9)

where E D(Af: ) is 0 if .A{ is the ending task (i.e., has no successor task) in application .4;
and 1 otherwise.
The execution energy model E** (Cl] ) is the energy consumed by the server to execute
the task, defined as:
EX(Cly = T(C]) x We(C)), (4.10)

where T (CZ] ) is obtained from Eq. 4.7 and W** (Cl] ) represents the power of the server

when executing the task.

Considering the dependency between tasks, one task A{: can have one or more prede-
cessor tasks. The transmission energy model E ”(C{ ) is defined as the sum of the energy
consumed to transmit the data to the servers where the successor tasks are assigned, as

follows: .
, DS ; ,(A]) .
EfCh= ¢ — x W(Ch)
Alesu(al) G4 (4.11)

x0s(cl,ch,

cl el
1770
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where SU(A{) denotes the set of successor tasks of task A{, C! is the scheduling configu-
ration of task Al, W' (Cl] ) show the transmission power of the server when transmitting
data, and OS(C{ ,Ch) is 0 if Clj and Clj are the same server and 1 otherwise. Similar to
[243], [244], Wtr(Clj ) is set as a constant value, but this parameter can also be dynami-

cally adjusted.

Accordingly, the energy consumption model E(C;) for application C; is formulated

as follows:
| A

E(C) =Y E(C), (4.12)
j=1

Monetary Cost Model

The server set N’ comprises both the cloud server set CS and the edge server set £S.
Without loss of generality, we assume that the edge servers are on-premises servers
and are owned by users, so their execution cost only depends on their electricity usage.
Otherwise, the cloud-like pricing model can be used for edge servers. Given that the
scheduling configuration for the task A{ is C{ , the monetary cost F (Cl] ) depends both on
the cloud server and the edge server price models. Formally, the monetary cost model
F(C)) is:
¥ T(C¢))xCLP(C)) clecs,

clecs

F(C) = (4.13)

b E(C))x EP(C)) Cleé&s,
cle€es

where C LP(CZ ) shows the cloud server pricing, and E P(CZ ) denotes the electricity price
for running edge server Clj . Consequently, the monetary cost model F(C;) for the appli-

cation C; is formulated as follows:

F(C) =Y F(C)). (4.14)
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Weighted Cost Model

The weighted cost model | (CZ] ) is defined as the weighted sum of the normalized re-
sponse time models, the energy consumption model, and the monetary cost model.

Given the scheduling configuration for task Ag is C{ :

]- o T(Cj)mem E(Cj)fE’”i”
](Cz) = w1 Tmalx_Tmin 2 Emalx_Emin (415)

F(C})—Fmin
w3 ﬁ,
where T™in Tmax pmin pmax pmin apnd pmax represent the minimum and the maximum
value that can be achieved by the response time model, the energy consumption model,
and the monetary cost model, respectively. Also, w;, wy, and w3 are the control param-
eters used to fine-tune the weighted cost model. The reason for employing normalized

models, rather than the original models, is that the values of the models may fall within

different ranges.

Accordingly, the weighted cost model for application .4; is defined as:

J(Ci) = w1 x Norm(T(C;)) + wy x Norm(E(C;))+

(4.16)
w3 X Norm(F(C;)),

where T(C;), E(C;), and F(C;) are obtained from Eq. 4.8, Eq. 4.12 and Eq. 4.14, and

Norm represents the normalization.

Therefore, the optimization problem of scheduling IoT applications can be formu-
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lated as:

min  J(C;) (4.17)
st. Cl: Size(C))=1,vCl e (4.18)
C2: DSy o1 (A]), Bey o > 0, VCE,Cl € N,
VA € A (4.19)
C3: Freq(Ny), Ram(Ny) >0, YNy e N (4.20)
C4: Y ) Ram(AZ) X SO(A;,N;() < Ram(Ny),
A€A gic g,
YNy e N (4.21)
C5: T(AD) < T(Al+ A¥), VAl € PR(AY) (4.22)
Co: wit+wr+ws =1, 0<w,wy, w3 <1 (4.23)

where C1 enforces the rule that each task can be assigned to only one server. C2 spec-
ifies the transmission constraints for data size and bandwidth. Additionally, C3 de-
fines constraints related to the available CPU frequency and available RAM size of the
server by setting alower bound. Furthermore, C4 ensures that every server has adequate
RAM resources to process all tasks scheduled on it, preventing resource overutilization.
SO(.AZ, Ni) equals 1 if task A{: is scheduled on server N, otherwise 0. C5 specifies that
each task is eligible for processing only after the completion of its predecessor tasks, en-
suring that the accumulative cost is no less than that of the predecessor task. Lastly, C6
places restrictions on the control parameters within Eq. 4.16, confining them to values

between 0 and 1.

The problem under consideration is characterized as a non-convex optimization prob-
lem, primarily due to the potential existence of an infinite number of local optima within
the feasible domain. Typically, algorithms aimed at finding the global optimum in such
problems exhibit exponential complexity and are classified as NP-hard [201]. To solve
such a non-convex optimization problem, most approaches decompose these problems
into several convex sub-problems [245], subsequently solving these sub-problems itera-

tively until convergence is achieved [202]. However, this strategy often sacrifices accu-
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racy for reduced complexity [203]. Also, these approaches are heavily dependent on the
current environment and are not suitable for dynamic environments with highly het-
erogeneous computational resources [30]. To tackle this issue, we propose TE-DDRL to
adaptively manage uncertainties in dynamic and stochastic environments. It can dy-
namically learn scheduling policies through continuous interaction with the environ-

ment.

4.3.3 Deep Reinforcement Learning Model

To apply the DRL approach, the optimization problem should be formulated as a MDP.
More specifically, the problem can be defined by the tuple < S, A,P,R,y >, where S
signifies a finite set of states, A represents a finite set of actions, IP represents the state
transition probability, R stands for the reward function, and ¢ € [0,1] serves as the
discount factor employed in calculating cumulative rewards.

We consider the learning process to be divided into multiple time steps t within a
total time span T. At each time step, the agent interacts with the environment, resulting
in multiple states S;. At time step ¢, the agent observes the environment state S; = s,
where s € S. Guided by the policy 77(a|s), where a € A, the agent chooses an action
Ay = a. The policy function 7t(a|s) = Pr[A; = a|S; = s] explicitly defines the probability
of selecting action a given state s. Following the execution of action 4, the agent receives a
reward r = R[S; = s, A; = a] from the environment, determined by the reward function
R. The agent then undergoes a state transition to S;11 = s’ based on the state transition
function P, = P[S;y1 = §'|S; = s, Ay = a]. The ultimate objective of the agent is to
acquire a policy 7 maximizing the expected cumulative discounted reward, denoted as
En[y_t € Tyryl.

Considering the scheduling problem of IoT applications in edge and cloud comput-
ing environments, the MDP’s state space S, action space A, and reward function R are

defined as follows:

* State space S: In this work, the formulated problem pertains to tasks and servers,
with the state S containing IF for the task feature and G for the server set state. At

time step t, the feature space F of task A{ captures essential details related to the
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task, defined as:
Fi(A]) = {f (A)| Al € 4,0 <y < |F|}, (4.24)

where y denotes the feature index and |F| represents the total number of features.
Specifically, the feature space IF includes task ID, application ID, required CPU cy-
cles L(A{ ), required RAM size Ram(A{ ), task dependencies (predecessors PR(A{)
and successors SLI(.A?)), previously configured tasks and their scheduled servers,
execution status of dependent tasks, etc. This comprehensive feature space enables

the DRL agent to make informed scheduling decisions.

Also, in time step ¢, the state space G of the server set N contains the number
of servers, the CPU frequency, RAM size, label (e.g., cloud or edge), expense per
time unit (for cloud servers), electricity price (for edge servers), propagation time,

bandwidth between different servers, etc, which is formally defined as:

Gt(N) = {IN], 87 (Ni), b (N, M)

(4.25)
Nj, Ny € N,0 <z<g],0<q<|h[},

where ¢ is the sub-state set containing states associated with an individual server
(e.g., CPU utilization), and z corresponds to its index. Additionally, & signifies the
sub-state set containing states associated with two servers (e.g., propagation time),

and g denotes the index. Consequently, S is defined as:

S = {S; = (IFe(A),Gi(N))| Al € At € T} (4.26)

¢ Action space A: In this work, scheduling involves the action of assigning the cur-
rent task AZ: to an individual server ;. Consequently, the definition of the action

at time step ¢ is as follows:
Ar=Cl = M. (4.27)

Therefore, the action space A equals to the server set N:

A=N. (4.28)
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* Reward function R: As outlined in Section 4.3.2, the primary objective is to min-
imize the weighted cost model presented in Eq. 4.17. Thus, in time step ¢, the
reward r; can be defined as the negative value of Eq. 4.15 if the task can be suc-
cessfully executed. However, if the task A{ fails to be executed on the scheduled
server C{ , a substantial negative value is introduced as a penalty. Formally, r; is

defined as:

—7(C))  succeed
e = JG) (4.29)

penalty fail,

4.4 TF-DDRL: Distributed DRL Framework

The high-level architecture of the TF-DDRL framework is depicted in Fig. 4.2. The ar-
chitecture comprises multiple Actors responsible for collecting data to create experience
trajectories and a Learner that leverages the experience trajectories to learn a policy 7.
The architecture comprises multiple distributed Actors, which are responsible for inter-
acting with the environment, collecting data, and generating experience trajectories by
executing tasks based on their local policies. These experience trajectories are then sent
to a Learner, whose role is to aggregate these trajectories, update the global policy 7,
and broadcast the updated policy back to the Actors to ensure consistent and improved
decision-making across the system. Both the Actors and the Learner can be flexibly de-
ployed on edge or cloud servers, depending on the systems requirements. For example,
deployment on cloud servers may be preferred when higher computational capacity is
needed, whereas edge servers may be more suitable when low latency or data locality is
prioritized. The primary objective is to identify a policy 7t that maximizes the expected

sum of future discounted rewards:

V7(s) =Ex[}_ e, (4.30)
teT

where 7T represents the policy, v € [0,1] is the discount factor, ; = r(s;, a;) denotes the
reward at time ¢, s; is the state at time ¢, s is the initial state sy, and a; = 7t(a;|s;) is the

action generated by following a specific policy 7. Fig. 4.3 presents an overview of the
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Figure 4.2: High-level architecture of Actors and Learner

TF-DDRL framework. In what follows, each component and communication process is

discussed in detail.

4.4.1 Actor: Experience Trajectories Generation

Algorithm 4.1 describes how the Actor in the TF-DDRL framework generates experience

trajectories. In order to improve the efficiency of sampling and the speed of convergence

of TF-DDRL, PER is introduced to store the trajectory experiences of the Actor. At the

beginning, the Actor updates its local policy u to the most recent Learner policy 7w and
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Figure 4.3: An overview of TF-DDRL framework

initializes a PER buffer P to store the collected transitions. Before one trajectory, the
Actor generates the initial state based on the information of the current task and server
set. After that, based on the output a; of the policy y, the Actor schedules the current
task to the corresponding server. Then, the reward r; of the current action 4; is calculated
based on Eq. 4.29, and the next state s;;1 is also generated based on the information of
the next task and the server set. Afterward, the Actor calculates the importance measure
m; and stores the current transition (s, ar, 1+, u(a|st), s;+1) into P based on m;. After n
steps, the Actor sends the trajectory {s1, a1, 71, p(a1|51), .., Su, @n, *n, #(an|Sn), Spt1} to the
Learner. The Learner then iteratively updates its policy 7w over a batch of trajectories
gathered from different Actors. This framework decouples data collection and learning,
allowing more Actors to be added and distributed across multiple machines for efficient

utilization of computing resources in edge and cloud IoT systems.
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Algorithm 4.1: Actor: experience generation

Input : the Actors’s local policy y; the Learner’s policy 7t; the Learner’s address Learner;
max time step 7;

1 while True do

2 i < UpdateActorPolicy(r, Learner)

3 P < InitializePERBuf fer()

4 servers < GetServers()

5 task < GetTask()

6 s1 < GenerateState(servers, task)

7 fort < xtox+n—1do

8

9

ar < p(st)
Schedule(task, ay)
10 r < GetReward()
1 servers < GetServers()
12 task < GetTask()
13 Si1q < GenerateState(servers, task)
14 ey = (st,at,rt,y(at|st),st+1)
15 my =1t + 71V (s141) = V(st)
16 Store transition e; into P based on m;
17 end for
18 if Length(P) == n then
19 ‘ SubmitTrajectory(P, Learner)
20 end if

21 end while

4.4.2 Learner: Schedule Policy Update

However, it’s worth noting that after a few updates, the Actor’s strategy p may fall
behind the Learner’s strategy 7. To address the gap between the Actor’s policy p and
the Learner’s policy 7, an off-policy correction method named V-trace [93] is introduced

to rectify this discrepancy.

V-trace Correction Method

The Learner in TF-DDRL maintains a state value function V based on the samples from
the Actors. The purpose of the V-trace correction method is to provide an estimate of the

current state value function V, called V-trace target V. After n steps of interaction with

t=x+n

the environment, the Actor collects a trajectory (s, at, 1¢, pt(ae|st), se41)i—y " following its

policy . The n-steps V-trace target V(s,) for state sy is:

x+n—1 t—1
Visx) =Vi(sx)+ Y, v *(J]ci)éeV, (4.31)
t=x i=x
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where 6;V is the truncated Temporal Difference (TD) for V, and Hf;}( ¢; measures the
impact of §;V observed at time ¢ on the update of the value function V at the previous

time x. Specifically, 6;V is defined as:

6tV = pe(re + 1V (st41)) — V(st)), (4.32)

and ¢; and p; are truncated importance sampling weights,:

c; = min(G, Zé:“:; ), (4.33)
pr = min(p n(at|st)> (4.34)
" p(arlse)

where ¢ and p are the truncation constants with ¢ < p. ¢ affects the speed of convergence,
while p affects the solution to which the value function V converges. Considering p, the

corresponding target policy 775(a|x) is defines as:

o min(pp(alx), m(alx))
molal) = i (o (bl), 7 (b)) (4.35)

Actor-Critic-based Algorithm

The implementation of TF-DDRL follows the Actor-Critic architecture. TF-DDRL op-
timizes two DNNSs, the actor (policy) network and the critic (value) network. The ac-
tor network focuses on acquiring a policy 71 to maximize the expected cumulative dis-
counted reward E [} ;ct 7:7¢]. Meanwhile, the critic network evaluates the current pol-
icy 7t by computing the TD error, which measures the difference between the current

reward and the estimate of the value function V.

Algorithm 4.2 describes how the Learner in the TF-DDRL framework updates poli-
cies. The Learner first obtains the collected trajectories from all Actors. In order to
improve the efficiency of sampling and the speed of convergence of the algorithm, tra-

jectory experiences are sampled based on importance measure m,. When updating the
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networks, the loss function of TF-DDRL is defined as follows:

105Stota1 = v * 0SS yarye + @y * 10SS popicy +- (4.36)

Ae * lossentropy/

where [058,,1,, is the loss function for value function, [0ss ¢, is the loss function for
policy, [0sSentropy is the loss function for entropy bonus, and a,, a,, and 4, are the corre-
sponding weights. Considering 7y is the current policy parameterized by ¢, Vj is the
value function parameterized by 6, and y is the Actor’s local policy, the value loss func-
tion 055,41, is defined as the L, loss between the current value Vjy and the V-trace target
value V:

1038 yatue = (V(Sx) Vo (Sx))zl (4.37)

where V(sy) is from Eq. 4.31. Considering the objective function Eq. 4.30, the policy

gradient can be presented as:
VV7(s) = Ex[Vlogm(ax|sx)Qr(sx,ax)], (4.38)

where Qr(sy, ay) is the state-value of policy 7 at (sy,ay). In TF-DDRL, the truncated
importance sampling weight p, between the policy 77; and the Actor’s local policy y is
employed to suppress the divergence. Also, we use 75 + Y051, named as the v-trace ad-
vantage, to estimate Qr, (ax|sy). Besides, state-dependent baseline Vj(sy) is subtracted
from the v-trace advantage to reduce bias. Therefore, the policy loss function [0ss iy is

defined as:

1088 poticy = —Px10g 7T (Ax|sx) (rx + YUr11 — Vi(sx)), (4.39)

where p, is from Eq. 4.34. We also exploit the entropy H(7ry) as a bonus to encourage

exploration, with the loss function [0sseptropy defined as:
10SSentropy = —H(7p) = ) 74 (ax|sx)l0gmmy (ax]sy) (4.40)
a
Therefore, the value function parameter 0 is updated in the direction of:

A8 = ay x (V(sy) — Vo(sx)) Vo Va(sy), (4.41)
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and the policy parameter ¢ is updated through policy gradient:

AP = appxV plogre(ax|sy)(rx + Yvss1 — Vo(sx))
(4.42)
—a.V Y g (ax|5x) 108704 (ax]5x).

Algorithm 4.2: Learner: policy update

Input : current policy 7p; value function Vp; update epoch X; buffer size N; value function
loss coefficient a,; policy objective function loss coefficient a.; entropy bonus loss
coefficient a,; the Actors set Actors

1 while True do

2 D < InitializeBuf fer()

3 for actor in Actors do

4 | D.append(ReceiveTrajectory(actor))

5 end for

6

7

8

9

for trajectory in D do

forx < 1to X do
Sample experience ex = (Sx, ax, Tx, f(ax|Sx), Sx41) ~ M(x) = m§/ ¥y m¥
wy = (NM(x)) "B /max;w;
10 V(sy) ¢ Volsx) + Tyt o (T2 1 )6t Ve
11 My < |(5t|
12 Lossyarue (V(S’C) -V (SX))Z
13 10ss poicy <= —px1087p (ax|sx)(rx + Yox41 — Vo(sx))
14 losSentropy < g p(ax|5x)l0g 7Ty (ax]sx)
15 losstotar <= o * 10SSya1ye + Ap * 10SS policy + e * L0SSentropy
16 A8 < A0+ wyay (V(sy) — Vo(sx)) VoV (sy)
17 AP AP + wy(appxVplogrme(ax|sy) (rx + Y0s41 — Vo(sy)) —
eV p Yo 7 (ax|sx)logmy (ax|sy))
18 end for
19 update 6 and ¢ by Adam optimizer
20 end for

21 BroadcastPolicy(Actors, 1)
22 end while

4.4.3 Prioritized Experience Replay

The Learner in TF-DDRL relies on the experience trajectories collected from Actors to
update the parameters. However, in dynamic edge and cloud environments, the expe-
rience changes over time, resulting in significant gaps between samples. Each sample
can contribute to different improvements to the model. To enhance sampling efficiency,

expedite convergence, and enable the model to quickly adapt to changes by focusing
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on the most pertinent experiences during the training phase, PER [230] is introduced in

both the data collection phase and the model update phase.

As presented in Algorithm 4.1, during the data collection phase, the Actor assigns
importance measure m; to each experience sample when storing it in the buffer. Since the
TD error reflects the difference between the model’s estimated value of the current state
and the next state, and when this difference is significant, it indicates that the experience
sample provides valuable information for updating the current policy. Therefore, TF-

DDRL uses the TD error as a metric to measure the importance of samples, defined as:
my =t + vV (st+1) — V(st) + €, (4.43)

where € is a tiny positive number from 0 to 1, in case the experience is not sampled when
the TD error is 0. As presented in Algorithm 4.2, when the Learner samples experience

ex from the trajectory, the sampling probability M (x) is calculated as follows:
mﬂé

ex ~ M(x) = 2_}% (4.44)

where « determines the degree of priority, and & = 0 corresponds to the uniform case

(i.e., each experience has the same probability of being sampled).

However, when experiences are given priority, they have different probabilities of
being sampled, which will introduce bias in the update of the value network, thus
changing the direction of the convergence of the value network. In order to correct this
error, an importance-sampling weight is added to each empirical sample, calculated as
follows:

1

Wy = (W)ﬁ * (max;w;) 7, (4.45)

where N is the number of experience samples in the PER bulffer, 8 is a hyperparame-
ter within 0 and 1 that will gradually increase and finally settle at 1, and (max;w;) !
is to normalize the weight to improve stability. The purpose of using the importance-
sampling weight is to strike a balance between prioritizing samples to learn important

experiences and reducing the potential bias. As B continues to rise to 1, the bias gradu-

ally decreases, and the learning process gradually reduces the impact of prioritization,
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ensuring a more stable and unbiased learning process. This helps prevent the model
from becoming too sensitive to specific experiences, encouraging a more robust and ac-

curate learning process.

44.4 Gated Transformer-XL

Due to the heterogeneity and dynamics of edge and cloud environments, TF-DDRL uses
the Gated Transformer-XL [229] to allow the model to better capture long-term depen-
dencies and global relationships between states. The network architecture of TE-DDRL

is shown in Fig. 4.4.

In the Transformer layer of TF-DDRL, the Multi-Head Attention block applies the
attention mechanism to different linear mappings (heads) of the input and concatenates
them together, allowing the model to focus on different parts of the input sequence si-
multaneously, which helps to capture the relationships between different features in the
input. The Position-wise Multi-Layer Perceptron (MLP) block is used to perform inde-
pendent nonlinear transformations of features at each position, enhancing the model’s
ability to capture complex patterns and relationships at different positions in the in-
put sequence, providing a more expressive representation for downstream processing.
The Gating Layer is used to weight the features of each position when passing through
different blocks. The model can control the flow of input information by learning the

appropriate weights, making it more suitable for specific tasks and data distribution.

While the inclusion of Transformers in TF-DDRL can enhance the models ability to
capture long-term dependencies in scheduling tasks, it also introduces additional com-
putational overhead due to its multi-head attention mechanism. However, by leverag-
ing the distributed Actor-Learner architecture, TF-DDRL distributes the computational
burden across multiple servers, thus mitigating the impact on individual nodes. This
design choice allows the framework to maintain scalability and efficiency in dynamic
IoT environments, despite the added complexity. Additionally, the use of PER further

optimizes sampling efficiency, reducing the exploration costs associated with training.
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Figure 4.4: The network architecture of TE-DDRL framework

4.5 Performance Evaluation

This section introduces the experiment configuration, hyperparameters of the TF-DDRL,

and the performance study:.

4.5.1 Experiment Setup

We discuss the specification of our practical edge-cloud environment, details of em-

ployed real IoT applications, and baseline techniques.
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Practical Experiment Environment

To reflect the heterogeneous computing environments, a practical experiment environ-
ment, containing IoT devices, edge servers, and cloud servers, is established. Besides,
to build a multi-cloud computing environment, we used three instances from the Nectar
Cloud infrastructure (All AMD EPYC with 2 cores @2.0GHz, 8GB RAM; 4cores @2.0GHz,
16GB RAM; 8 cores @2.0GHz, 32GB RAM), one instance from AWS Cloud (Intel Xeon
with 1 core @2.4GHz, 1GB RAM), and one instance from Microsoft Azure Cloud (Intel
Xeon with 1 core @2.3GHz, 1GB RAM).

In the edge computing environment, we used one RPi 3B (Pi OS, Broadcom BCM2837
with 4 cores @1.2GHz, 1GB RAM), one Macbook Pro (macOS, M1 Pro with 8 cores, 16GB
RAM), and one Dell laptop (Linux, Intel Core i7 with 8 cores @2.3GHz, 16GB RAM).
Also, as IoT devices, we have used webcams, IP cameras, and docker containers that
stream pre-recorded video files.

Moreover, we used the Victorian Default Offer! (i.e., 0.2871 AUD/kWh) in Australia
as the electricity price, and the official price of AWS? and Microsoft Azure® cloud servers
(i.e., 0.1296 AUD/hour for méa.large, 0.2592 AUD /hour for méa.xlarge, 0.5184 AU-
D /hour for méa.2xlarge, 0.0174 AUD /hour for t2.micro, and 0.0156 AUD /hour for Bls)
to calculate the monetary cost in the experiment. In our environment, the servers ex-
hibit the following average latency and bandwidth (data rate): the latency between the
IoT device and the Nectar cloud server ranges from 6-12ms, with a bandwidth between
14-20MB/s; between the IoT device and the AWS cloud server, the latency ranges from
15-25ms, with a bandwidth between 15-22MB/s; between the IoT device and the Mi-
crosoft Azure cloud server, the latency ranges from 7-15ms, with a bandwidth between
15-21MB/s; the latency between the IoT device and the edge servers ranges from 1-6ms,
with a bandwidth between 130-140 MB/s. The energy consumed to execute applica-
tions on servers is monitored using the eco2Al library [246]. Moreover, the transmission
power W”(C{ ) of servers is obtained similar to [243], [244], and W”(C{ ) is set between

0.75-1 watt for edge servers and between 3-5 watt for cloud servers. However, these

lh’ct‘ps: / /www.esc.vic.gov.au/ electricity-and-gas / prices-tariffs-and-benchmarks / victorian-default-
offer

2h’ct-ps: / /aws.amazon.com/pricing

3h’tt'ps: / /azure.microsoft.com/pricing
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parameters can be adjusted.

Furthermore, in Eq. 4.16, w1, wy, and w3 are set to 0.33, indicating that the importance

of response time, energy consumption, and monetary cost are considered equal.

Sample IoT Applications

To evaluate TF-DDRL’s performance, we utilized four types of IoT applications, featur-
ing real-time and/or non-real-time capabilities. Real-time functionality allows applica-
tions to process live streams, while non-real-time functionality facilitates the processing
of pre-recorded video files. These applications, adhering to a sensor-actuator architec-
ture, are dynamically distributed across the heterogeneous IoT devices in both edge and
cloud environments. Each application can operate on multiple devices simultaneously,
creating a realistic and diverse application scheduling environment. Additionally, all
applications offer an adjustable parameter known as the application label, which deter-

mines the resolution of the video. The applications are detailed below:

 Face Detection [178]: Identifies human faces in real-time, marking them with squares

in the video. This application is implemented using the OpenCV*.

* Color Tracking [178]: Traces colors in a video stream in real-time. Users have the
flexibility to dynamically configure target colors using the application’s GUI. This
application is developed using OpenCV*.

* Face And Eye Detection [178]: Alongside identifying human faces in real-time, it
detects human eyes. This application is developed using OpenCV*.

¢ Video OCR [44]: Retrieves textual content from pre-recorded video and presents it
to the user. It is designed to automatically filter keyframes for efficient processing.

This application is developed using Googles Tesseract-OCR Engine’.

*https:/ / github.com/opencv/opency
5h’r’cps: / / github.com/tesseract-ocr/tesseract
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Baseline Techniques

To evaluate the performance of TF-DDRL, we implemented five additional DRL tech-

niques, including centralized and distributed, as outlined below:

e IMPALA [93]: It is a distributed DRL technique and is designed for large-scale
environments. TF-DDRL is based on the architecture of IMPALA to enable high

scalability in highly distributed environments.

o ApeX-DQON [92]: It is an improved DRL technique based on DQN that introduces
a distributed learning architecture, adopted by Wen et al. [236] for scheduling

problems.

e A3C [88]: It is one of the most adapted techniques in the distributed DRL field for
scheduling problems. It has been used by many works in the current literature,
including [237], [238], [239], [240], and [241]. It combines the Actor-Critic method
with the concept of concurrent execution. We extend this technique to solve the
proposed optimization problem in the heterogeneous edge and cloud computing

environment.

* D3QN-RNN: Many works ([231], [191], [234], [140], [76], and [189]) use DQN-based
DRL techniques. We extend the foundation of DQN, incorporating the Dueling
architecture [74] to decompose the Q values into state and advantage values for
a more accurate estimation of the relative value of actions. Also, we introduce
Double DON [73], employing two independent neural networks to estimate target
Q-values to address the overestimation during training. Moreover, RNN is used

in this technique.

e SAC [84]: It is a centralized DRL technique and is used by Zheng et al. [193]. It
combines the Actor-Critic method with entropy regularization, encouraging ex-
ploration, and enhancing the stability of learning. It is extended to address our

problem within the heterogeneous edge and cloud computing environment.
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4.5.2 Technique Hyperparameters

The network architecture of TE-DDRL is depicted in Fig. 4.4. In our implementation, we
used three fully connected layers, followed by two Gated Transformer-XL-based atten-
tion layers, and then two additional fully connected layers for generating action logits
and the value function. Furthermore, we performed a grid search to fine-tune the hy-
perparameters. Accordingly, we set the learning rate (/7) to 0.001 and the discount factor
(7) to 0.99. Also, the ¢ and p, governing the V-trace performance, are both set to 1 for
optimal results. Table 4.3 provides a summary of the hyperparameter settings. More-
over, we conducted hyperparameter tuning for the baseline techniques to ensure a fair

assessment of their performance, as presented in Table 4.4.

Table 4.3: The hyperparameters setting for TF-DDRL

TF-DDRL Hyperparameter Value

Fully Connected Layers 3

Hidden Layer Units [256, 256, 128]

Activation Function ReLU

Learning Rate Ir 0.001

Discount Factor ¢ 0.99

Transformer Unit Number 2

Transformer Head Number 4

Transformer Head Dimension 32

Transformer Position-wise MLP Dimension | 32

Optimization Method Adam

Table 4.4: Hyperparameters of baseline techniques

Hyperparameters ApeX-DON | A3C D3QN-RNN | SAC
Fully Connected Layers | 3 3 3 3
Hidden Layer Units [256,256,128] | [256,256,128] | [256,256,128] | [256,256,128]
Activation Function ReLU TanH ReLU ReLU
Learning Rate 0.001 0.001 0.001 0.0001
Discount Factor 0.99 09 0.99 0.99
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4.5.3 Performance Study

The results of our extensive experiments are shown below.

PER and Transformer Analysis

This experiment studies the performance of TF-DDRL compared to native IMPALA.
We employ the four applications detailed in Section 4.5.1 for training. The results are
provided exclusively for weighted costs.

Figure 4.5 shows the outcome of TF-DDRL under various model configurations.
Without the use of both PER and Transformer, the native IMPALA requires approxi-
mately 90 iterations to converge to the optimal solution discovered in the experiment.
The convergence speed slightly improves when only PER is employed. However, with
the exclusive employment of the Transformer, TF-DDRL demonstrates a significant ac-
celeration in convergence speed, reaching the experiment’s optimal solution in around
50 iterations. When both PER and Transformer are used concurrently, TE-DDRL con-
verges in approximately 40 iterations.

These results clearly highlight the advantages of integrating both PER and Trans-
former within TF-DDRL. While incorporating the Transformer could potentially intro-
duce challenges such as instability and slower convergence due to increased model com-
plexity, the V-trace correction mechanism ensures stable learning during the distributed
training process. Additionally, PER further accelerates learning by prioritizing impor-
tant experiences. This synergistic combination enables TF-DDRL to find better schedul-

ing solutions more efficiently compared to native IMPALA.

Cost vs Policy Update Analysis

This experiment analyzes the performance of TF-DDRL in various iterations during pol-
icy updates. For training purposes, we utilize four applications as detailed in Section
4.5.1, configuring the resolution as 480. The results, showing the policy cost versus up-
dating iteration, are presented in Fig. 4.6.

As shown in Fig. 4.6, the optimization costs of all techniques decrease with the in-
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Figure 4.5: PER and Transformer analysis

creasing number of iterations in different scenarios. However, under different optimiza-
tion objectives, TF-DDRL shows a faster convergence compared to other techniques. It
converges to the best scheduling solution discovered during training in approximately
40 iterations. ApeX-DQN exhibits a slower convergence speed than TF-DDRL but even-
tually converges to the optimal scheduling solution in 90 iterations. D3QN-RNN con-
verges to the best scheduling solution under monetary cost optimization (Fig. 4.6c).
Although the costs of A3C and SAC decrease continuously during training, neither of

them converges to the optimal solution within 100 iterations.

During evaluation, the resolution is adjusted to 240, altering the IoT application’s
demands for computing resources compared to the training phase. The results, showing
the optimization cost versus the policy update for various algorithms, are presented in
Fig. 4.7. It is obvious that similar to the results obtained during the training phase, com-
pared with other techniques, TE-DDRL demonstrates better performance in response

time, energy consumption, monetary cost, and weighted cost in the evaluation phase.
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Also, after 100 iterations of updates for all baseline techniques, none of them can achieve
results superior to TF-DDRL. This indicates that TF-DDRL not only converges faster,
with significantly less time compared to other techniques but also provides better schedul-
ing results. Except for the ApeX-DQN technique, A3C, D3QN-RNN, and SAC do not
converge to the optimal scheduling solution in 100 iterations. Overall, compared to
ApeX-DON results, which is the only baseline technique that converges to the optimal
scheduling solution found in the evaluation phase across all optimization objectives, TF-
DDRL achieves average performance gains of 60%, 51%, 56%, and 58% in response time,
energy consumption, monetary cost, and weighted cost, respectively.

These performance advantages of TF-DDRL can be attributed to several key tech-
nical designs. The Transformer, with its multi-head attention mechanism and position-
wise MLP layers, effectively captures complex dependencies between state features and
provides strong non-linear modeling capabilities, enabling better generalization to dif-
ferent resource configurations. The PER mechanism enables more efficient experience
sampling by prioritizing informative experiences based on TD errors, significantly re-

ducing exploration costs compared to uniform sampling methods used in baseline ap-
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proaches. Additionally, the combination of distributed experience sharing and V-trace
off-policy correction ensures efficient utilization of collected experiences while main-
taining training stability, addressing the limitations of techniques like A3C that rely on
local experiences. These design elements collectively contribute to TF-DDRL’s superior
convergence speed and scheduling performance in dynamic edge and cloud environ-

ments.

Scalability Analysis

This experiment investigates the impact of different numbers of servers on the schedul-
ing technique for IoT applications. The number of available servers directly impacts the
complexity of IoT application scheduling problems, as a higher number of servers leads
to a larger action space. To evaluate the scalability performance of TF-DDRL, the exper-
iment uses varying numbers of servers (e.g., 5, 10, 15, 20, 25, 30). Also, other settings
are consistent with Section 4.5.3. Due to space constraints and the fact that the results
for response time, energy consumption, and monetary cost follow the same patterns as
weighted costs, only the results for weighted costs are presented.

Figure 4.8 shows the weighted cost optimization results obtained by various tech-
niques after 100 iterations, considering the growth of candidate servers. As the number
of servers increases, TE-DDRL consistently outperforms other techniques, converging
more rapidly towards superior solutions. This shows that as the system scales up, TE-
DDRL demonstrates superior scalability, enabling it to make more effective application
scheduling decisions in fewer iteration cycles. In the baseline techniques, ApeX-DQN
outperforms other techniques, although weighted costs eventually continue to increase
with the growth of available servers.

The superior scalability of TF-DDRL can be attributed to its architectural advantages
in handling large-scale environments. The Transformer’s self-attention mechanism effi-
ciently processes the increasing state space by dynamically focusing on relevant server
features, while its position-wise MLP provides the necessary modeling capacity for com-
plex server relationships. Moreover, the distributed experience collection combined

with PER ensures efficient exploration of the expanded action space, as it prioritizes
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experiences that are most informative for learning optimal scheduling policies. These
design elements allow TF-DDRL to maintain its performance even as the server count in-

creases, whereas baseline methods struggle with the exponentially growing state-action

space.
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Figure 4.8: Scalability analysis

Greenhouse Gas Emission Analysis

This experiment examines the impact of various scheduling techniques based on Green-
house Gas Emission (GHE). We specifically analyze electricity generation patterns in
Australia®, the US’, and Germanys, considering the associated GHE of various sources
involved in electricity production’. The total GHE is defined as the sum of GHE from

the production of electricity from each source [247], shown below:

GHE=ECx Y (UixP), (4.46)

i€Sources

bhttps:/ /www.energy.gov.au/data/electricity-generation

"https:/ /www.eia.gov /tools/faqs

8https:/ /www.umweltbundesamt.de /themen / co2-emissionen-pro-kilowattstunde-strom-stiegen-in

https:/ /world-nuclear.org /information-library / energy-and-the-environment / carbon-dioxide-
emissions-from-electricity.aspx
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where EC represents the total electricity consumed, U; represents the amount of green-
house gas emitted per unit of electricity produced using source i, and P; represents the
proportion of the source i in producing electricity.

Figure 4.9 presents the GHE associated with different scheduling techniques based
on electricity generation in different countries. Notably, TF-DDRL exhibits the lowest
GHE, while A3C has more GHE compared to other techniques. Also, the GHE based
on the US power generation pattern is substantially higher than that of Australia and
Germany. This discrepancy is due to the prevalence of fossil sources, including coal
and natural gas, in the US electricity generation pattern. The experiment results show
that TE-DDRL can effectively reduce GHE, which can contribute to collective efforts to
address climate change, alleviate the impacts of global warming, and foster a healthier
and more sustainable natural environment.

TF-DDRL achieves lower GHE through several key technical advantages in its schedul-
ing decisions. The Transformer architecture enables more precise modeling of the rela-
tionship between server power consumption patterns and application characteristics,
leading to more energy-efficient task scheduling. Additionally, the PER mechanism
helps identify and prioritize experiences that lead to energy-saving scheduling strate-
gies. The distributed learning framework further allows TF-DDRL to explore and learn
from a diverse range of energy-efficient scheduling patterns. These capabilities result
in more intelligent resource utilization and reduced energy waste, thereby effectively

decreasing GHE across different power generation patterns.

Speedup Analysis

With the similar experimental configuration outlined in Section 4.5.3, we explore the
speedup performance of various techniques. We define the reference time, denoted as
Time,, as the time required for the weighted cost of TE-DDRL with an Actor to reach
a value of 0.76. Designating 0.76 as the reference weighted cost is motivated by the
fact that this particular value serves as the smallest weighted cost that can be obtained
by all baseline techniques. Additionally, we define Time; as the time required by each
technique to attain the reference weighted cost. So, the speedup SPU for each technique
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Figure 4.9: GHE analysis
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The speedup results for all techniques are illustrated in Fig. 4.10. The results demon-

strate that TF-DDRL outperforms A3C, D3QN-RNN, and SAC by 7 to 11 times, and

it is over 40% faster than ApeX-DQN. This significant speedup advantage can be at-

tributed to several key designs of TE-DDRL. The Transformer’s parallelism enables effi-

cient processing of state information. The PER mechanism further accelerates learning

by focusing computational resources on the most informative experiences. Moreover,

TF-DDRL'’s V-trace correction method effectively addresses the policy lag between the

Actor and Learner, providing more stable and efficient training. These architectural ad-

vantages collectively enable TF-DDRL to achieve faster learning and better adaptation

to dynamic edge and cloud computing environments.
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Figure 4.10: Speedup analysis

Scheduling Overhead (SCO) Analysis

This experiment investigates the SCO of each technique. We use the same environment

settings in Section 4.5.3. For each technique, we run 100 iterations, each containing four

Time,
100 7

IoT applications. Also, the average SCO is defined as Time, = where Time, de-

notes the total overhead of the technique to schedule the IoT applications.

Figure 4.11 illustrates the Time, within the 95% confidence interval for various tech-
niques during the scheduling of IoT applications. The scheduling overhead of TF-DDRL
is lower compared to ApeX-DQN, D3QN-RNN, and SAC, but higher than A3C. The
higher overhead is expected due to the employment of Transformer layers and PER
mechanism. However, this trade-off between overhead and performance is well jus-
tified by TF-DDRL'’s significantly better scheduling decisions and faster convergence.
Thus, in heterogeneous edge and cloud computing environments, TF-DDRL proves to

be more efficient in scheduling IoT applications.
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Figure 4.11: SCO analysis

4.6 Summary

In this chapter, we proposed a distributed DRL technique, named TF-DDRL, designed
to solve DAG-based IoT application scheduling in highly heterogeneous and dynamic
edge and cloud computing environments. We formulated the IoT application schedul-
ing problem as an optimization problem and then transformed it into an MDP model,
aiming to minimize response time, energy consumption, monetary cost, and weighted
cost. We proposed the TF-DDRL, which follows Actor-Critic architecture, incorporating
PER and Transformer techniques to decrease exploration costs and enhance convergence
speed. TF-DDRL allows multiple parallel and scalable Actors to work simultaneously
and share experience trajectories with the Learner, enabling more effective and efficient
learning. Also, we used the V-trace off-policy correction method to solve discrepan-
cies between Learner and Actor policies. As demonstrated by extensive experiments,
in highly stochastic and heterogeneous computing environments, TF-DDRL possesses
better scalability and adaptability, compared to its counterparts. The results indicate

that TE-DDRL outperforms other DRL-based approaches, demonstrating performance
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improvements of up to 60%, 51%, 56%, and 58% in terms of response time, energy con-

sumption, monetary cost, and weighted cost, respectively.






Chapter 5

ReinFog: A Deep Reinforcement
Learning Empowered Framework for
Resource Management in Edge and
Cloud Computing Environments

The expanding IoT landscape demands effective server deployment strategies for real-time pro-
cessing and energy efficiency. However, heterogeneous and dynamic applications complicate these
requirements. To address these challenges, we propose ReinFog, a modular distributed framework
that leverages Deep Reinforcement Learning (DRL) for adaptive resource management across edge/-
fog/cloud environments. ReinFog enables practical development and deployment of both centralized
and distributed DRL techniques, supporting native and library-based implementations for diverse
IoT scheduling objectives. It provides flexible deployment configurations, allowing customizable
placement and scaling of DRL Learners and Workers in large-scale systems. Additionally, we intro-
duce MADCP, a novel Memetic Algorithm for DRL Component Placement that synergizes Genetic
Algorithm, Firefly Algorithm, and Particle Swarm Optimization. Experimental results demonstrate
substantial performance improvements: 45% reduction in response time, 39% in energy consump-
tion, and 37% in weighted cost, while maintaining minimal scheduling overhead. ReinFog exhibits
strong scalability, incurring only 0.3-second additional startup time and approximately 2 MB extra
RAM per Worker when scaling. Furthermore, MADCP accelerates DRL convergence rates by up to
38%.

This chapter is derived from:

® Zhiyu Wang, Mohammad Goudarzi, and Rajkumar Buyya, “"ReinFog: A Deep Reinforcement Learn-
ing Empowered Framework for Resource Management in Edge and Cloud Computing Environ-
ments”, Journal of Network and Computer Applications (JNCA), Volume 242, Article 104250, Elsevier,
2025.
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5.1 Introduction

The evolution of computing paradigms has led to the emergence of edge/fog and cloud
computing as complementary approaches to address the growing demands of modern
applications [13]. Edge/fog computing refers to the deployment of computational re-
sources closer to data sources, such as IoT devices, sensors, and gateways, to reduce
latency and improve real-time processing capabilities [248]. This distributed network
of nodes performs data processing, storage, and decision-making near the data origin,
minimizing the need to send large volumes of data to distant servers. By processing
tasks locally or in proximity, edge/fog computing helps to reduce latency and enhance
the responsiveness of time-sensitive applications. In contrast, cloud computing offers
centralized resources in remote data centers, providing vast storage and processing ca-
pabilities ideal for handling large-scale data and complex computations, albeit with po-

tentially higher latency for real-time applications [249].

The synergy between edge/fog and cloud computing creates a powerful infrastruc-
ture capable of supporting various applications with varying requirements. This inte-
grated approach allows critical applications to be processed closer to the data source for
faster response times, while less time-sensitive and resource-intensive applications can
be offloaded to the cloud. Such a hybrid model is particularly crucial in the context of the
Internet of Things (IoT), where applications are growing at an unprecedented rate [16].
This has led to a significant increase in data generation and processing demands, neces-
sitating efficient deployment strategies that can effectively leverage the computational

capabilities across edge/fog and cloud environments [250].

As IoT applications continue to evolve and expand, they present unique challenges
for resource management and scheduling [9]. The heterogeneity of IoT devices and
edge/fog and cloud environments, ranging from resource-constrained sensors to pow-
erful cloud servers, is characterized by varying hardware capabilities (e.g., process-
ing power, memory, and energy constraints), network conditions (e.g., latency, band-
width, and reliability), and application requirements (e.g., real-time processing ver-
sus compute-intensive tasks) [251]. This diverse landscape makes rule-based resource

scheduling strategies ineffective [30]. Moreover, the dynamic nature of IoT workloads
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and network conditions requires adaptive resource management solutions capable of
responding to rapid and unpredictable changes [252]. The exponential growth in the
number of IoT devices and applications further compounds these issues, demanding
highly scalable management approaches. Additionally, IoT applications often have con-
flicting requirements, such as minimizing latency while maximizing energy efficiency

[253], necessitating complex multi-objective optimization strategies.

Traditional heuristic or rule-based approaches to resource management often rely
on static optimization or pre-defined rules, which can be effective in predictable envi-
ronments but fall short in adapting to the rapidly changing conditions of IoT ecosys-
tems [19]. These methods struggle to optimize multiple objectives such as minimizing
response time and reducing energy consumption [26], particularly as the complexity of
decision-making increases exponentially with the scale of the system [254]. For instance,
in real-time video processing applications deployed across edge/fog and cloud nodes,
the system must continuously adapt to fluctuating bandwidth, latency, and processing
power [176]. Heuristic methods may struggle to balance these dynamic trade-offs, often
resulting in suboptimal resource scheduling and increased system latency. In contrast,
Deep Reinforcement Learning (DRL) techniques offer a more adaptive and scalable solu-
tion by continuously learning and optimizing resource management decisions based on
real-time feedback from the environment [255]. This enables DRL-based approaches to
dynamically schedule IoT applications, predict future workloads, and efficiently utilize
available resources, outperforming traditional methods in complex and unpredictable

IoT environments.

While DRL techniques demonstrate significant potential in addressing dynamic re-
source management challenges, to the best of our knowledge, there is currently no
framework that comprehensively integrates both centralized and distributed DRL tech-
niques for IoT application scheduling in edge/fog and cloud computing environments.
Existing frameworks primarily rely on rule-based and heuristic methods. This critical
gap is reflected in two key aspects. First, current solutions do not provide mechanisms
to simultaneously accommodate centralized and distributed DRL techniques, which is
essential for efficient resource management across dynamic and stochastic edge/fog and

cloud environments. Second, existing frameworks cannot support both native DRL tech-



156 ReinFog: DRL Framework for Edge-Cloud Resource Management

nique implementations and external DRL library integrations, limiting the flexibility and
adaptability of DRL-based solutions in heterogeneous computing environments. These
limitations highlight the urgent need for a unified framework that can effectively lever-
age various DRL techniques for IoT application scheduling in edge/fog and cloud com-

puting environments.

To address these challenges, we propose ReinFog, a novel framework that harnesses
the power of DRL for adaptive resource management in edge/fog and cloud comput-
ing environments. To the best of our knowledge, ReinFog is the first framework that
comprehensively integrates mechanisms for the integration of both centralized and dis-
tributed DRL techniques for IoT application scheduling, while supporting both native
DRL implementations and external DRL library integrations through a modular and
extensible design. To address the dynamic nature of IoT ecosystems, ReinFog incor-
porates multiple DRL techniques, both centralized and distributed, to adapt to rapidly
changing workloads and network conditions, enabling real-time, intelligent IoT appli-
cation scheduling decisions that optimize multiple objectives simultaneously. ReinFog
supports native DRL technique implementations, enabling researchers to design and
develop centralized and distributed DRL techniques, specifically designed for edge/fog
and cloud computing environments. Also, recognizing that each DRL library incorpo-
rates a set of specific DRL techniques, ReinFog offers mechanisms to seamlessly inte-
grate external DRL libraries. This dual capability enhances the flexibility and adaptabil-
ity of DRL-based solutions in heterogeneous computing environments, allowing users
to leverage familiar tools and accelerate their development processes. Accordingly, to
facilitate the implementation of both native and library-based DRL techniques, Rein-
Fog adopts a modular design that supports easy extension and customization. This
design separates DRL components into DRL Workers for environment interaction and
DRL Learners for policy optimization. To accommodate the diverse requirements of
large-scale distributed systems, ReinFog supports customizable deployment configura-
tions for DRL techniques. This design allows for flexible configuration of DRL Learners
and DRL Workers, enabling users to tailor deployments according to specific system ar-
chitectures and performance needs. Such flexibility is crucial for effectively managing

resources and ensuring optimal performance in complex IoT environments with varying
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scales and topologies. Moreover, as the efficient execution of different DRL techniques
requires interaction among multiple DRL-related components, it is crucial to place these
components on appropriate nodes. To optimize the DRL component placement, we pro-
pose a novel Memetic Algorithm for DRL Component Placement in ReinFog, named
MADCP. MADCP combines the Genetic Algorithm (GA)’s robust exploration capabili-
ties, Firefly Algorithm (FA)’s ability to fine-tune local search, and Particle Swarm Op-
timization (PSO)’s efficient global optimization to efficiently place DRL components
across heterogeneous computing nodes. This algorithm enhances ReinFog’s ability to
quickly adapt to changing environmental conditions and optimize resource utilization
before the start of DRL training processes.

The key contributions of our chapter are as follows:

¢ We propose ReinFog, a containerized and modular framework for DRL-based re-
source management in edge/fog and cloud environments. It offers mechanisms
to support both centralized and distributed DRL techniques. Also, it enables the

integration of both native DRL techniques and external DRL libraries.

* We design customizable deployment configurations for DRL techniques in Rein-
Fog, allowing flexible configuration of DRL Learners and DRL Workers in large-

scale distributed systems.

¢ We propose a novel Memetic Algorithm for DRL Component Placement in Rein-
Fog, named MADCP, combining GA, FA, and PSO for efficient DRL component

placement.

¢ We conduct extensive practical experiments evaluating ReinFog’s performance
across various aspects. It demonstrates that ReinFog is a lightweight and scal-
able framework capable of effectively scheduling IoT applications under diverse

optimization objectives.

5.2 Related Work

IoT application scheduling and resource management in edge, fog, and cloud environ-

ments have attracted significant research attention. Existing approaches can be broadly
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categorized into two groups: (i) algorithmic techniques that focus on optimizing schedul-
ing decisions using heuristics, meta-heuristics, or DRL, and (ii) system-level software
frameworks that aim to support the practical deployment and management of IoT appli-
cations. In this section, we first review algorithmic techniques, including both heuristic/ meta-
heuristic and DRL-based methods. Then, we summarize relevant software frameworks
and highlight their limitations in handling dynamic, large-scale, and heterogeneous en-
vironments. Finally, we provide a comparative analysis to clearly position the originality

and technical contributions of our proposed ReinFog framework.

5.2.1 Algorithmic techniques for IoT Scheduling

A wide range of algorithmic techniques have been proposed to address the challenges
of scheduling and resource management in IoT-enabled edge, fog, and cloud environ-
ments. These techniques can be broadly classified into heuristic/meta-heuristic methods
and machine learning-based techniques. In terms of heuristic techniques, Wu et al. [183]
modeled IoT application scheduling in edge and fog environments as a Directed Acyclic
Graph (DAG), using EDA and partitioning to queue IoT applications and assign servers.
Ali et al. [186] proposed an NSGA2-based technique for minimizing the total computa-
tion time and system cost of IoT application scheduling in heterogeneous fog cloud com-
puting environments. Hoseiny et al. [185] proposed a GA-based technique to minimize
computation time and energy consumption in heterogeneous fog-cloud IoT application
scheduling. While these heuristic methods perform well in specific scenarios, they of-
ten lack adaptability to dynamic environments. In recent years, machine learning tech-
niques, particularly DRL, have gained significant attention for resource management in
edge/fog and cloud computing environments, owing to their adaptability and capacity
for continuous learning in dynamic scenarios. Huang et al. [191] applied a Deep Q-
Network (DQN)-based approach to address resource allocation problems within edge
computing environments. Zheng et al. [193] proposed a Soft Actor-Critic (SAC)-based
technique to solve the optimization problem of computational offloading and resource
allocation in collaborative vehicle networks. Siyadatzadeh et al. [256] proposed ReLIEF,

which employs Q-Learning to manage resources in fog-based IoT systems. Wang et al.
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[26] proposed DRLIS, which leverages Proximal Policy Optimization (PPO) to optimize
system load balancing and response time in edge and fog computing environments. Zou
et al. [89] proposed A3C-DO, which utilizes the Asynchronous Advantage Actor-Critic
(A3C) technique to manage resources in edge computing environments. Liu et al. [257]
proposed an A3C-based approach for edge computing in the smart vehicles domain.
Wang et al. [54] proposed TF-DDRL, which is based on Importance Weighted Actor-
Learner Architectures (IMPALA) to schedule IoT applications under three optimization
objectives. Table 5.1 presents a qualitative analysis of existing techniques proposed for
IoT application scheduling. While prior studies focus on DRL-based scheduling, none
provide a unified software framework that facilitates the implementation of both cen-
tralized and distributed DRL techniques, which is essential for experimental and prac-
tical deployment. These limitations are overcome by our proposed ReinFog software

framework.

Table 5.1: A qualitative analysis of existing techniques for IoT application scheduling

Architectural Properties Algorithm Properties
Work I0T Device Layer Edge/Cloud Layer ) . . L o Evaluation
= Main Technique Multiple Optimization Objectives
Real Applications | Request Type | Computing Environment | Heterogeneity
[183] © Homogeneous Edge and Cloud Heterogeneous EDA v Simulation
[186] o Homogeneous Edge and Cloud Heterogeneous | Metaheuristic Algorithms | NSGA2 v Simulation
[185] O Homogeneous Edge and Cloud Heterogeneous GA X Simulation
[191] C Heterogeneous Edge Homogeneous DQN v Simulation
[193] © Homogeneous Edge Homogeneous . SAC x Simulation
Centralized DRL

[256] © Heterogeneous Edge Heterogeneous Q-Learning v Simulation
[26] [ ) Heterogeneous Edge and Cloud Heterogeneous PPO v Practical
[89] © Homogeneous Edge Heterogeneous A3C v Simulation
[257] o Homogeneous Edge and Cloud Heterogeneous Distributed DRL A3C X Simulation
[54] o Heterogeneous Edge and Cloud Heterogeneous IMPALA v Practical
@®: Real IoT Application and Deployment, ©: Simulated IoT Application, O: Random

5.2.2 Frameworks for Resource Management

Building upon these techniques, researchers have developed several frameworks for
resource management in edge/fog and cloud computing environments. Many of these
frameworks employ heuristic or meta-heuristic techniques for making resource manage-
ment decisions. For instance, Yigitoglu et al. [258] developed Foggy, a container-enabled
framework supporting policy and rule-based scheduling of containerized IoT applica-

tions with dependent tasks. Similarly, Merlino et al. [259] proposed a framework allow-
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ing policy-driven vertical and horizontal task offloading. Yousefpour et al. [260] intro-
duced FogPlan, which employs greedy algorithms to minimize IoT application response
time, while Ghosh et al. [261] developed Mobi-IoST, using a probabilistic approach for
IoT application scheduling. Deng et al. [44] created FogBus2, introducing a GA-based
IoT application scheduling technique, and Pallewatta et al. [262] proposed MicroFog,
integrating multiple heuristic algorithms to enhance IoT application scheduling flexibil-
ity. In recent years, some frameworks have started to incorporate reinforcement learning
techniques. Toosi et al. [263] developed GreenFog, which combines linear programming
optimization with the Multi-Armed Bandit approach for energy consumption reduction.
Similarly, Nkenyereye et al. [264] proposed CEIF, which adopted Deep Q-Learning for

resource management in edge computing environments.

5.2.3 Summary and Technical Comparison with Existing Frameworks

Table 5.2 identifies the main properties of the related frameworks and compares them
with ReinFog. Environment Support indicates the computing environments supported
by each framework. DRL-Integrated Framework indicates whether the framework is
comprehensively integrated with DRL capabilities, encompassing multiple DRL tech-
niques and providing support for extensibility. The DRL Capabilities section is a spe-
cific contribution of ReinFog. These capabilities enable more adaptive and intelligent re-
source management by leveraging DRL to dynamically optimize IoT application schedul-
ing in real time. It is further divided into three sub-categories. Mechanism indicates
whether the framework supports the integration of native DRL techniques or import-
ing external libraries. Architecture shows whether the framework supports centralized
and distributed DRL techniques. Finally, DRL Component Placement shows whether
the framework can automatically optimize the placement of DRL components. The
Generic Capabilities section represents general requirements for frameworks in edge/-
fog or cloud computing environments. These are commonly expected features that any
robust framework should provide to ensure flexibility, adaptability, and ease of integra-
tion across various platforms and environments, especially in addressing the challenges

posed by heterogeneous systems. It is further divided into five sub-categories. Multi-
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platform Support shows whether the framework can operate across diverse heteroge-
neous hardware and software platforms. Container Support refers to the ability to use
containerization technologies. Scalability, Configurability, and Extensibility assess the

framework’s ability to be scaled, customized, and incorporate new features.

ReinFog offers significant advantages over related frameworks across multiple di-
mensions. Many existing frameworks rely on traditional heuristic ([258], [259], [260],
[261], [262]) or meta-heuristic ([44]) techniques for IoT application scheduling, which
often lack adaptability to manage dynamic and complex computing environments. Al-
though some recent frameworks have started incorporating basic and single reinforce-
ment learning techniques, such as Multi-Armed Bandit ([263]) or Deep Q-Learning ([264]),
these frameworks do not offer mechanisms for integration/development of centralized
and distributed DRL techniques. Accordingly, these frameworks struggle with the im-
plementation of efficient and scalable DRL techniques for large-scale deployments. To
the best of our knowledge, ReinFog is the first resource management framework that en-
ables the integration of both centralized and distributed DRL mechanisms for IoT appli-
cation scheduling across edge/fog and cloud environments. These mechanisms enable
the integration/development of a wide range of centralized and distributed techniques
such as PPO [40] and IMPALA [93]. Besides, ReinFog offers interfaces for the integra-
tion of both native and library-based DRL techniques. Notably, ReinFog introduces
DRL component placement, a novel feature to customize and optimize the placement
of DRL components using multiple meta-heuristic algorithms and proposed MADCP.
These comprehensive features and capabilities make ReinFog a versatile platform for
researchers, enabling them to either utilize built-in DRL techniques or extend its mech-
anisms for various resource management scenarios in edge/fog and cloud computing
environments. In terms of generic capabilities, ReinFog also offers multi-platform sup-
port, a feature lacking in several frameworks (e.g., [260], [261], [263]). Besides, ReinFog
is designed with scalability, configurability, and extensibility in mind, addressing limi-

tations found in many existing frameworks ([258], [259], [260], [261], [263], [264]).
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Table 5.2: A qualitative comparison of related software frameworks with ReinFog

DRL Capabilities Generic Capabilities
DRL-Integrated
Work | Environment Support Mechanism Architecture DRL Components | Multi-platform . . ) .
Framework Container Support | Scalability | Configurability | Extensibility
Native | Library | Centralized | Distributed Placement Support

Edge/Fog,

[258] ge/Fog x x x x x x v v v x x
Cloud
Edge/Fog,

[259] ge/Fog x x x x x x v v N v x
Cloud
Edge/Fog,

[260] se/Fog x x x x x x x v N N v
Cloud
Edge/Fog,

[261] ge/Fog x x x x x x x x x y x
Cloud
Edge/Fog,

[44] ge/Fog x x x x x x v v v v v
Cloud
Edge/Fog,

[262] ge/Fog x x x x x x x v v v A
Cloud

[263] Edge/Fog x x x x x x x v v A x

[264] Edge/Fog X X X X X X ' v v AN X

. Edge/Fog,

ReinFog v v v v v v v v v v '
Cloud

Vv': Fully Supported, A: Partially Supported, x: Not Supported

5.3 ReinFog Framework Architecture

This section introduces the ReinFog framework, outlining its hardware environment
and software architecture. We propose a multi-layered structure that supports heteroge-
neous loT, edge/fog, and cloud environments, and detail the overall architecture of our

framework.

5.3.1 Hardware Environment

ReinFog is designed to operate across a heterogeneous multi-layered hardware environ-
ment, as illustrated in Fig. 5.1. This environment encompasses three primary layers:
Cloud, Edge/Fog, and IoT, each with distinct characteristics and roles in the overall

system.

Cloud Layer

The Cloud Layer represents the highest tier of computing resources in the ReinFog hard-
ware environment. It consists of high-performance servers provided by different cloud
service providers such as Amazon Web Services (AWS), Microsoft Azure, and Nectar.
These cloud environments offer scalable computing power and storage capabilities, high

reliability and availability, and advanced services for data analytics and machine learn-
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Figure 5.1: Heterogeneous multi-layered hardware environment for ReinFog

ing. The cloud layer supports containerization for consistent deployment of ReinFog
components and typically handles computationally intensive tasks, large-scale data pro-

cessing, and long-term data storage.

Edge/Fog Layer

The Edge/Fog Layer serves as an intermediate computing tier between the cloud and
IoT devices. This layer comprises various computing devices, including laptops, desk-
tops with varying computational capabilities, and single-board computers (e.g., Rasp-
berry Pi). These devices are strategically positioned closer to the data source, enabling

reduced latency for time-sensitive applications, local data processing and filtering, and
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improved privacy and security by keeping sensitive data local. The Edge/Fog layer
connects to the Cloud layer via Internet connections, allowing for seamless data transfer
and task offloading when needed. It also supports containerization for flexible deploy-
ment of ReinFog software components, playing a crucial role in facilitating real-time

applications and reducing the computational burden on both the cloud and IoT devices.

IoT Layer

The IoT Layer comprises the various end devices and sensors that collect data and in-
teract with the physical environment. This layer includes smart home devices (e.g.,
thermostats, security cameras), wearable devices, industrial sensors and actuators, con-
nected vehicles, and environmental monitoring sensors. These devices are characterized
by limited computational resources and power constraints, with direct interaction with
the physical world through sensing and actuation. For connectivity, these IoT devices
employ various short-range communication protocols (e.g., WiFi, Bluetooth, Zigbee, 5G)
to connect with the Edge/Fog layer, while Internet-based connections facilitate commu-
nication with the Cloud layer. The IoT layer is the primary source of data in the Rein-
Fog ecosystem, driving the need for efficient resource management and IoT application
scheduling. We assume each IoT application in this layer can consist of one or multiple

interdependent IoT tasks that need to be efficiently scheduled.

5.3.2 Software Architecture

The software architecture of ReinFog is designed to efficiently manage and schedule IoT
tasks in heterogeneous edge/fog and cloud environments. As illustrated in Figure 5.2,
the framework consists of two primary subsystems, along with user interfaces for IoT

application submission.

Task Execution Subsystem

This subsystem forms the operational core of ReinFog, which is responsible for manag-

ing the execution of IoT applications across the distributed environment. It comprises:
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Task Execution Subsystem

Intelligent Task Scheduling
Subsystem

User #1

User #2

Figure 5.2: High-level software architecture of ReinFog

* Master: Acting as the central coordinator, the Master manages overall system op-
erations. It receives IoT application requests, analyzes task dependencies, and
constructs directed acyclic graphs (DAGs) to represent application structures. The
Master interacts with the Intelligent Task Scheduling Subsystem for optimal schedul-
ing decisions, considering both task dependencies and resource availability. It
oversees execution, ensuring correct task order. The architecture supports mul-

tiple Master instances for scalability and fault tolerance.
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¢ Actor: Distributed across various nodes in the system, Actors are responsible for

executing assigned tasks and managing local resources. They implement the ac-
tual task execution, monitor local system performance, and handle data transfer
between tasks when necessary. Actors continuously report resource utilization,
task progress, and completion status back to their associated Master. This real-time
feedback enables dynamic resource management and adaptive IoT task schedul-
ing, allowing the system to respond efficiently to changing workloads and envi-

ronmental conditions.

The Task Execution Subsystem handles critical functions such as application anal-

ysis, task distribution, execution monitoring, and result aggregation, ensuring efficient

utilization of available resources across the heterogeneous computing environment.

Intelligent Task Scheduling Subsystem

This subsystem represents ReinFog’s core innovation, leveraging DRL to make intelli-

gent IoT scheduling decisions. It consists of:

* Worker: Workers gather system state information from the Task Execution Subsys-

tem and generate IoT task scheduling decisions based on the learned policy. They
communicate these decisions back to the Task Execution Subsystem for implemen-
tation. Workers continuously refine their decision-making process, adapting to the

system’s dynamic nature through distributed learning.

Learner: Centrally located, the Learner aggregates experiences or gradients from
Workers and optimizes the global DRL technique. The Learner periodically dis-
tributes the refined policy to all Workers, ensuring system-wide improvement
in decision-making. This continuous optimization enables ReinFog to adapt to

changing conditions and enhance overall IoT task scheduling efficiency.

The Intelligent Task Scheduling Subsystem continuously learns from the system’s

performance, adapting to changing conditions over time. This adaptive approach allows

ReinFog to efficiently handle the dynamic nature of IoT workloads and the heterogeneity

of computing resources.
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ReinFog Operation Workflow

In the ReinFog framework, the workflow begins when users submit IoT applications
through dedicated interfaces. These applications typically comprise multiple interde-
pendent tasks that require coordinated execution. Upon receiving user submissions,
the Master in the Task Execution Subsystem serves as the first point of contact, pro-
cessing the applications by analyzing task dependencies and constructing DAGs to rep-
resent the execution structure. The Master then forwards scheduling requests to the
Worker in the Intelligent Task Scheduling Subsystem, along with the system states and
task characteristics. Based on this real-time information, the Worker generates IoT task
scheduling decisions using DRL policies and sends these decisions back to the Master.
Upon receiving these decisions, the Master coordinates its managed Actors to execute
the specific tasks, with Actors handling the actual task execution and providing sta-
tus feedback. Throughout this process, the Learner in the Intelligent Task Scheduling
Subsystem works in parallel to optimize the DRL policies globally based on execution
results and system states, continuously distributing improved policies to all Workers to
enhance the system’s scheduling efficiency and adaptability.

This architecture allows ReinFog to balance the load across available resources and
optimize overall system performance. By integrating DRL-based decision-making with
traditional task execution mechanisms, ReinFog can effectively adapt to the complex
and dynamic nature of modern IoT, edge/fog and cloud computing environments, pro-
viding a robust and efficient solution for resource management and IoT application

scheduling.

5.4 ReinFog Design and Implementation

To achieve adaptive resource management in edge/fog and cloud environments, we
implement the ReinFog framework by extending the core components of the FogBus2
framework and implementing and integrating the new Intelligent Task Scheduling Sub-
system. We chose FogBus?2 as the foundation for ReinFog because it already implements

many of the basic functionalities required in our Task Execution Subsystem.
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FogBus2 is a lightweight and distributed container-based framework for integrating
heterogeneous IoT systems with edge/fog and cloud environments. It comprises five

main components that align well with our Task Execution Subsystem requirements:

e User: handles environmental data collection and actuation control, similar to our

user interface for IoT application submission.

* Master: manages IoT applications and scheduling, which forms the basis of our

Master component in the Task Execution Subsystem.

¢ Actor: performs host resource profiling, aligning with our Actor component’s re-

sponsibilities.

¢ Task Executor: executes submitted IoT applications, fitting directly into our exe-

cution model.

* Remote Logger: provides persistent log storage, supporting our system’s moni-

toring and analysis needs.

By leveraging FogBus2, we are able to focus our efforts on developing our DRL-
based scheduling subsystem to handle complex, dependency-aware IoT applications.
This approach allowed us to build upon a proven foundation while integrating our
novel Intelligent Task Scheduling Subsystem with its DRL capabilities. The overall de-
sign of ReinFog, showing both the extended FogBus2 components and our new DRL

components, is illustrated in Fig. 5.3.

5.4.1 ReinFog DRL Components

In this section, we present the design and organization of our DRL components: the DRL
Learner and the DRL Worker. Each component is modularly designed and encompasses
several sub-components and modules, which interact through well-defined APIs and

internal messages. The overall design is depicted in Fig. 5.4.
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Figure 5.4: Distributed DRL components design

DRL Learner

The DRL Learner component is responsible for training the DRL techniques and man-

aging the learning process. It comprises the following sub-components:
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Learner DRL Core: The Learner DRL Core is central to policy learning and optimiza-

tion. It includes the following modules:

1. Exploration Engine: This module implements and manages exploration strategies
during the training process to balance exploration and exploitation. It incorpo-
rates established methods such as e-greedy and OrnsteinUhlenbeck process noise,
while also providing an extensible mechanism for integrating additional explo-
ration algorithms. The Exploration Engine exposes a well-defined API, allowing
other components to interact with it efficiently. Through this API, it dynamically
interacts with the Network Architecture Hub and the DRL Technique Repository
via the DRL Policy Constructor, enabling it to access and utilize current technique
states and network architectures. This API-driven design enhances modularity

and facilitates easy integration of new exploration strategies.

2. Network Architecture Hub: This module manages and maintains base neural net-
works for various DRL techniques. It supports a wide range of architectures in-

cluding:

¢ Deep Neural Networks (DNNs)
e Recurrent Neural Networks (RNNs)
¢ Long Short-Term Memory Networks (LSTMs)

e Transformers

These diverse architectures enable the hub to accommodate different types of tasks.
The module exposes APIs for querying and updating network architectures, facili-
tating seamless integration and dynamic adaptability. Designed with extensibility
in mind, it allows for easy incorporation of new neural network architectures and

policy optimization methods in the future.

3. DRL Technique Repository: This module efficiently manages and maintains var-
ious DRL techniques. It is divided into Centralized Techniques and Distributed
Techniques sub-modules, accommodating different user requirements and com-

putational architectures. The repository provides two integration mechanisms.
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The native integration mechanism enables direct implementation of DRL tech-
niques within the framework, offering optimal performance and full customiza-
tion flexibility. ReinFog already includes native implementations of several rep-
resentative DRL techniques, such as DQN, PPO, A3C, and IMPALA. In parallel,
the library-based integration mechanism enables seamless incorporation of exter-
nal DRL libraries through standardized interfaces. ReinFog has already integrated
techniques including SAC and R2D2 via the Ray library. This dual-mechanism de-
sign allows developers to either build custom DRL techniques within the frame-
work or directly leverage existing implementations, ensuring flexibility, maintain-
ability, and performance consistency across heterogeneous computing environ-

ments.

4. DRL Policy Constructor: This module is central to building and optimizing DRL
policies. It orchestrates interactions with multiple modules through well-defined
APIs to create and refine effective DRL strategies. The Constructor leverages the
Network Architecture Hub’s API for base network construction and accesses the
DRL Technique Repository via API for policy development. It interacts with the
Exploration Engine through its API to balance exploration and exploitation dur-
ing the learning process. For policy persistence, the Constructor integrates with
the Policy Manager, enabling saving and loading of policies. To enhance learning
efficiency, it collaborates with the Replay Buffer for experience sampling. The DRL
Policy Constructor also coordinates parallel learning processes via the Worker Ses-

sion Manager and ensures policy synchronization through the Synchronizer.

5. Policy Manager: This module is responsible for comprehensive DRL policy ad-
ministration. It consists of two key sub-modules: the Saver and the Loader. The
Saver sub-module ensures version-controlled, persistent storage of optimized poli-
cies in the Trained Policy Repository. The Loader sub-module, on the other hand,
retrieves policies from the Repository as needed for further refinement or evalu-
ation. The Policy Manager interfaces directly with the DRL Policy Constructor,
enabling seamless integration of policy persistence operations within the overall

learning process.
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6. Trained Policy Repository: This module functions as a centralized storage for op-
timized and validated DRL policies. It interfaces directly with the Policy Man-
ager’s Saver and Loader sub-modules, enabling efficient storage and retrieval of
policies. The Repository maintains a structured archive of policies, supporting
version control and rapid access for DRL experiments. It enhances the overall effi-

ciency and effectiveness of policy management in the ReinFog framework.

Replay Buffer: The Replay Buffer enhances learning efficiency and stability by storing

and reusing experiences. It consists of two key modules:

1. Replay Buffer Warehouse: This module stores agent-environment interaction ex-
periences. It features both random and reservoir sampling buffers. Random sam-
pling helps break temporal correlations in the data, while reservoir sampling main-
tains a fixed-size buffer suitable for streaming or unbounded data. The Warehouse

also supports flexible integration of additional sampling algorithms.

2. Replay Buffer Constructor: This module manages the creation, maintenance, and
updating of buffers. It interfaces with the Replay Buffer Warehouse through its API
to facilitate the storage, retrieval, and sampling of experiences. It also interacts di-
rectly with the DRL Policy Constructor, supporting efficient experience utilization

in the learning process.

Worker Session Manager: The Worker Session Manager is responsible for managing
communication across multiple DRL Workers in a distributed environment. It handles
thread creation, maintenance, and DRL Worker communication, ensuring fast and re-
liable transmission of data and instructions. This sub-component plays a crucial role
in coordinating parallel learning processes and maintaining efficient distributed opera-

tions within the ReinFog framework.

Synchronizer: The Synchronizer is tasked with synchronizing training across the dis-
tributed learning environment. It coordinates policy updates, gradients, and parameters
between the DRL Learner and DRL Workers, maintaining a unified learning environ-

ment. Through close collaboration with the Worker Session Manager, the Synchronizer
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ensures consistency in the learning process, facilitating effective distributed learning in

ReinFog.

Message Handler: The Message Handler manages inter-component communications
within the ReinFog framework. It receives and processes incoming messages, efficiently
routing them to the appropriate internal sub-components. It serves as a central commu-
nication hub, facilitating effective information exchange between various components of
the ReinFog framework. By ensuring smooth and organized message flow, the Message

Handler maintains system coherence and optimizes overall operational efficiency.

DRL Worker

The DRL Worker component is responsible for interacting with the environment, collect-
ing and processing data to support policy learning and optimization within the ReinFog
framework. It shares core functionalities with the DRL Learner, with the Worker DRL
Core mirroring the architecture of the Learner DRL Core to ensure consistent function-
ality and coordination. Despite these similarities, the DRL Worker incorporates several
unique sub-components: an Environment Engine for direct interaction with the learning
environment, a Trajectory Aggregator for efficient collection and processing of experi-
ence data, and a Synchronizer adapted for DRL Worker-specific synchronization tasks,
functioning differently from the Synchronizer in the DRL Learner. In centralized learn-
ing scenarios, the DRL Worker can assume the role of the DRL Learner, enabling direct
policy updates for DRL techniques. This comprehensive design enables flexible deploy-
ment of the DRL Worker in both centralized and distributed learning contexts, enhanc-

ing the overall adaptability and efficiency of the ReinFog framework.

Environment Engine: The Environment Engine manages interactions between the learn-

ing components and the environment through several key modules:

1. State Processor: This module transforms raw environmental data into a format

suitable for decision-making and learning processes.
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2. Action Converter: This module translates generated actions into environment-

specific commands, ensuring proper execution of decisions.

3. Reward Generator: This module processes reward parameters and utilizes the

Reward Model’s API to calculate rewards.

4. Reward Model: This module defines reward calculation methods, maintains con-
sistency in reward generation, and supports the extension of additional reward

functions.

5. Environment Controller: This module oversees the overall interaction process,
managing the flow of actions and states, and coordinating the integration of other

modules.

This modular design ensures a smooth and continuous interaction cycle, facilitating ef-

ficient learning and adaptation within the ReinFog framework.

Trajectory Aggregator: The Trajectory Aggregator is responsible for collecting and pro-
cessing trajectories generated from interactions with the environment. These trajecto-
ries, consisting of sequences of states, actions, and rewards, encapsulate experiential
data over time. The aggregator maintains a well-structured and accessible repository
of these experiences for training and evaluation purposes. In specific techniques such
as A3C, where gradients are calculated within DRL Workers, the Trajectory Aggregator
collects and transmits these gradients to the DRL Learner for updating the global policy.
Moreover, in centralized learning scenarios where policies are optimized within the DRL
Worker component, the Trajectory Aggregator can adapt to function as a Replay Buffer,
storing and sampling trajectory data to support policy training and updates. This ver-
satile design enables the Trajectory Aggregator to support various learning paradigms
and techniques within the ReinFog framework, enhancing flexibility and efficiency in

different operational contexts.

Synchronizer: The Synchronizer in the DRL Worker maintains consistency between
local and global policies in distributed learning scenarios. It periodically obtains the lat-

est policy parameters from the DRL Learner and updates the local policies accordingly.
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This mechanism facilitates efficient knowledge sharing, allowing DRL Workers to make
decisions based on up-to-date global knowledge while contributing to the overall learn-
ing process. The Synchronizer is essential for balancing local exploration and global

exploitation within the ReinFog framework.

5.4.2 Extended FogBus2 Sub-components

To enable FogBus2 to work seamlessly with DRL capabilities, we have extended sev-
eral of its sub-components. This section introduces these extended sub-components, as

illustrated in Fig. 5.3.

Extended Scheduler & Scaler

The Scheduler & Scaler sub-component has been extended to incorporate DRL capa-
bilities, with the primary focus on enhancing the Scheduler Module. This extension
enables coordination with the newly introduced DRL components. Fig. 5.5 illustrates
the detailed structure of the Extended Scheduler Module within the Scheduler & Scaler

sub-component.

DRL Component Placement Engine: The DRL Component Placement Engine gener-
ates strategies for placing DRL Learners and DRL Workers. It incorporates several algo-

rithms:
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* GA: Inspired by natural selection, GA evolves a population of potential solutions

over generations.

¢ FA: Based on the flashing behavior of fireflies, FA uses attraction and movement

towards brighter solutions.

¢ PSO: Mimicking the social behavior of bird flocking, PSO updates solutions based

on personal and global best experiences.

¢ MADCP: Our proposed algorithm that combines GA, FA, and PSO to leverage

their respective strengths for more efficient DRL component placement.

In addition, the Engine supports the integration of additional algorithms to address di-

verse DRL component placement requirements and optimization objectives.

DRL Component Placement Controller: The DRL Component Placement Controller
retrieves placement strategies from the DRL Component Placement Engine and applies
them to place DRL Learners and DRL Workers. This sub-module ensures that the DRL
components are properly set up according to the generated strategies, facilitating the

efficient start of the learning process.

Task Scheduling Decision Generator: The Task Scheduling Decision Generator com-
municates with DRL components to obtain IoT task scheduling decisions. It then man-
ages the deployment of these tasks based on the received decisions. This sub-module
bridges the gap between DRL components and practical task execution within the Rein-

Fog framework.

Extended Profiler

The Profiler has been extended in both the Master and Actor components to provide
more comprehensive system monitoring. In the Master, the extended Profiler now col-
lects and analyzes system-wide performance metrics, providing a holistic view of the
entire distributed environment. This includes monitoring resource utilization patterns,

network latencies, and overall system throughput. In the Actor, the Profiler has been



5.4 ReinFog Design and Implementation 177

augmented to gather more detailed node-specific information, such as CPU and mem-
ory usage, task execution times, and local network conditions. These enhancements
enable more accurate modeling of the system state, which is crucial for the DRL compo-

nents to make informed IoT task scheduling decisions.

Extended User’s Sensor and Actuator

The User component’s Sensor and Actuator have been extended to enhance data col-
lection and performance monitoring capabilities, supporting the integration of DRL in
ReinFog. These extensions focus on gathering more detailed information about IoT de-
vice operations and application performance. Key enhancements include the ability to
monitor detailed energy consumption patterns of IoT devices, fine-grained operational
timing such as task execution and completion times, as well as device-specific charac-
teristics like processing capabilities and storage capacity. Additionally, the extensions

provide real-time data on network conditions and connectivity status of IoT devices.

5.4.3 Centralized and Distributed Deployment

ReinFog supports both centralized and distributed deployment for DRL techniques.
This section details how ReinFog components are utilized in these two deployment pat-

terns, with specific examples to illustrate the implementation of each deployment.

Centralized DRL Techniques Deployment

Centralized DRL techniques deployment is essential in ReinFog for scenarios where
the environment complexity is moderate and the system can benefit from simplified
architecture and reduced communication overhead. In centralized deployment, a single
DRL Worker handles both learning and decision-making processes, suitable for scenar-

ios with relatively stable workload patterns or when system resources are limited.

Centralized DRL Deployment Scheme in ReinFog: In centralized deployment, the

learning process is conducted directly within the DRL Worker, eliminating the need for
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a separate DRL Learner. The Environment Engine collects environmental data from the
ReinFog Master and processes them for training. The Trajectory Aggregator will assume
the role of the Replay Buffer, which stores and samples experiences for policy optimiza-
tion. The Worker DRL Core contains all the necessary modules for both learning and
decision-making. This design centralizes all environmental data collection and policy
updating within the DRL Worker, creating a self-contained unit that operates indepen-

dently.

Sample Illustration: To demonstrate the centralized deployment, we utilize DQN [72]
as an example. DQN is a widely applied DRL technique that combines Q-learning with
DNNSs, employing a primary network for action selection and a separate target network
for value estimation to stabilize training and improve learning efficiency in sequential
decision-making problems [265]. In our implementation, the DRL Worker’s Environ-
ment Engine receives environmental data from the ReinFog Master as a scheduling re-
quest and processes them into suitable formats for DQN utilization. The Worker DRL
Core maintains two neural networks: the primary network for action selection and the
target network for stable Q-value estimation. Actions are selected based on the current
Q-values and sent to the Master for IoT task scheduling. The scheduling results and
rewards are processed by the Environment Engine and stored in the Trajectory Aggre-
gator. The Worker DRL Core then samples mini-batches of experiences directly from the

Trajectory Aggregator and performs Q-learning updates.

Distributed DRL Techniques Deployment

Distributed DRL techniques deployment is essential in ReinFog for addressing complex,
large-scale environments where centralized approaches may be inefficient. This deploy-
ment pattern can harness the computational capabilities of heterogeneous edge/fog and
cloud resources through multiple DRL Workers collaborating with a single or multiple
DRL Learners, enabling parallel training and distributed learning to deal with dynamic

workloads that demand rapid adaptation.
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Distributed DRL Deployment Scheme in ReinFog: In distributed deployment, Rein-
Fog employs multiple DRL Workers collaborating with a single or multiple DRL Learn-
ers to enable parallel training and decision-making. Each DRL Worker operates inde-
pendently, with its Environment Engine collecting and processing environmental data
from the Master and its DRL Core generating local decisions based on the current policy.
The Trajectory Aggregator in each DRL Worker collects and processes local experiences
for transmission. The Worker Session Manager coordinates the communication flow, en-
abling DRL Workers to transmit their processed experiences to the central DRL Learner.
The DRL Learner stores these experiences in its Replay Buffer. The Learner DRL Core
then performs global policy optimization using experiences stored and sampled from
the Replay Buffer. After policy updates, the Synchronizer ensures policy consistency by
distributing the latest global policy to all DRL Workers. This distributed architecture

enables scalable learning across multiple nodes while maintaining policy coherence.

Sample Illustration: To illustrate the distributed deployment, we present IMPALA as
an example. IMPALA is a highly scalable distributed DRL technique that efficiently han-
dles large-scale learning by employing multiple actors running in parallel with a cen-
tralized learner, using importance sampling and V-trace off-policy correction to main-
tain stability in the learning process. In our implementation of IMPALA, multiple DRL
Workers operate in parallel, each with its Environment Engine processing environmen-
tal data received from the ReinFog Master. The Worker DRL Core maintains local copies
of the actor and critic networks for policy representation. Based on these local net-
works, the Worker DRL Core generates actions for IoT task scheduling. The schedul-
ing results and rewards are processed locally by the Environment Engine, and each
DRL Worker’s Trajectory Aggregator collects these experiences. The collected experi-
ences are then transmitted to the DRL Learner through worker sessions managed by the
Worker Session Manager, and stored in the Replay Buffer. The Learner DRL Core main-
tains the global actor and critic networks for policy optimization. It samples experiences
from the Replay Buffer, computes importance sampling ratios to address the discrep-
ancy between behavior and target policies, and employs V-trace for off-policy correction

to update these global networks. The updated global policy parameters are then dis-
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tributed to all DRL Workers through the Synchronizer, ensuring consistency across the

distributed system.

5.4.4 Native and Library-based Integration

ReinFog supports two primary mechanisms for integrating DRL techniques: native in-
tegration and library-based integration. The native integration mechanism enables di-
rect implementation of DRL techniques within the framework, offering optimal perfor-
mance and customization capabilities. The library-based integration mechanism allows
seamless incorporation of external DRL libraries, providing access to established imple-
mentations while maintaining framework compatibility. This dual integration approach
ensures that ReinFog can accommodate diverse research needs while leveraging exist-
ing DRL solutions. In this section, we detail both integration mechanisms and provide

examples of their implementation within ReinFog.

Native DRL Techniques Integration

The native integration mechanism is essential to ReinFog as it offers substantial advan-
tages in performance, maintainability, and flexibility. Directly implementing DRL tech-
niques within the framework can optimize performance, particularly in dynamic edge/-
fog and cloud environments where real-time responsiveness is crucial. This mechanism
also minimizes dependencies on external libraries, enhancing stability and compatibil-
ity across various deployment scenarios. Furthermore, native integration provides re-
searchers with the flexibility to implement and integrate their own custom DRL tech-

niques, allowing for tailored solutions to specific research problems.

Native Integration Mechanism: To support native integration of DRL techniques, Re-
inFog provides a comprehensive framework through well-defined interfaces and mod-
ular design, to offer maximum flexibility while maintaining consistency and efficiency.
The Network Architecture Hub is responsible for neural network architecture defini-
tion and management. It maintains a collection of base network architectures (e.g.,

DNNSs, RNNs, LSTMs, Transformers) and allows researchers to define custom architec-
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tures through a consistent interface. Building upon these network architectures, the DRL
Technique Repository is responsible for managing DRL techniques, providing an exten-
sible interface through a base class. This base class defines essential abstract methods in-
cluding policy network initialization, action selection, loss computation, and parameter
updates. These abstractions enable researchers to implement new DRL techniques. Re-
inFog’s Exploration Engine supports native integration through a pluggable exploration
strategy interface, offering built-in configurability for common strategies (e.g., e-greedy
and OrnsteinUhlenbeck process noise) while enabling custom strategy implementation.
The Replay Buffer enables custom buffer implementation through a standard interface.
It provides several built-in buffer types (e.g., random sampling and reservoir sampling)
while allowing researchers to define flexible sampling strategies and integrate special-

ized bulffer types.

Sample Illustration: To demonstrate the native integration mechanism, we describe
how to implement a customized version of IMPALA that leverages ReinFog’s advanced
features. The Network Architecture Hub is utilized to construct two Transformer-based
neural networks. The actor network processes the input states and outputs action prob-
abilities for IoT task scheduling decisions, while the critic network evaluates these states
to guide the learning process. IMPALA'’s core algorithm is implemented by extending
the base class in the DRL Technique Repository, where the V-trace off-policy correction
and importance sampling calculations are defined. The Exploration Engine is config-
ured to use Ornstein-Uhlenbeck noise for action exploration. The Replay Buffer is set
up with reservoir sampling to efficiently store and manage experiences. Through these
configurations and implementations, IMPALA operates as a fully functional distributed

DRL technique within the ReinFog framework.

Library-based DRL Techniques Integration

The library-based integration mechanism serves as another crucial feature of ReinFog,
offering development efficiency, algorithmic diversity, and research flexibility. By im-
porting well-established DRL libraries, researchers can leverage proven algorithms with-

out reimplementation, significantly reducing development time while ensuring reliable
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performance. This mechanism also enriches ReinFog with diverse DRL techniques, en-
abling it to handle various scheduling scenarios in heterogeneous edge/fog and cloud
environments. Moreover, it empowers researchers to integrate and experiment with dif-

ferent DRL libraries based on their specific research requirements.

Library-based Integration Mechanism: To support external DRL libraries integration,
ReinFog provides a standardized interface through the DRL Technique Repository. This
interface defines essential methods for bridging external libraries with ReinFog’s envi-
ronment. Specifically, the interface allows researchers to implement state preprocessing
to convert ReinFog’s system state representations into formats compatible with external
libraries, action translation to map library-generated actions back to ReinFog’s schedul-
ing decisions, and reward signal adaptation to ensure proper learning feedback. The
DRL Technique Repository manages these transformations, enabling external DRL tech-
niques to operate seamlessly within ReinFog’s resource management framework while

maintaining their original implementations.

Sample Illustration: To demonstrate the library-based integration mechanism, we pro-
vide an example of integrating Recurrent Replay Distributed DON (R2D2) [94] from the
Ray! library. Ray library is chosen for its high-performance distributed computing fea-
tures and comprehensive DRL techniques suite. R2D2 is a distributed DRL technique
that extends DQN by incorporating RNNSs and a replay system to handle partial observ-
ability and temporal dependencies in sequential decision-making problems. Through
the interface provided in the DRL Technique Repository, we implement state preprocess-
ing to convert ReinFog’s scheduling environment states (e.g., node resources, IoT task
characteristics, and network conditions) into R2D2’s required tensor format. The action
translation mechanism transforms R2D2s output probabilities into concrete scheduling
decisions within ReinFog, effectively guiding the scheduling of IoT tasks across avail-
able nodes. For reward signal adaptation, the implementation processes ReinFog’s per-
formance metrics (e.g., scheduling result, response time, energy consumption) into a

scalar reward value suitable for R2D2’s learning process. These implementations enable

1h’ct’ps: //www.ray.io/
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R2D2 to effectively learn and make scheduling decisions within ReinFog while preserv-

ing its original recurrent replay-based learning mechanism.

5.5 MADCP: A Memetic Algorithm for DRL Component Place-
ment

In ReinFog, effective DRL-based IoT application scheduling requires careful placement
of various components (e.g., DRL Learners and DRL Workers) across different nodes in
the heterogeneous computing environment. Poor DRL component placement decisions
can lead to increased communication overhead, inefficient resource utilization, and de-
graded learning performance. To solve this challenge, ReinFog offers a mechanism for
DRL component placement. While traditional meta-heuristic algorithms could be ap-
plied to this placement problem, they show specific limitations. GA provides robust
exploration capabilities but may converge slowly in complex solution spaces [266]. FA
excels at local search refinement but can be trapped in local optima [267]. PSO offers
efficient global search but may lack fine-tuning abilities in local regions [268]. To ad-
dress this critical placement challenge while overcoming these algorithmic limitations,
we propose MADCP, a Memetic Algorithm for DRL Component Placement that com-
bines the strengths of GA, FA, and PSO. In ReinFog, MADCP is integrated into the
DRL Component Placement Engine of the extended Scheduler module (see Fig. 5.5).
It is invoked before DRL training to determine efficient placement of DRL Learners and

Workers across nodes.

In this section, we first define the optimization problem we are addressing along
with the MADCP. We also explain how our proposed MADCP combines the strengths
of three methods: GA, FA, and PSO. In addition, we present a comprehensive analysis
of the computational complexity of MADCP, examining its initialization and iterative

optimization phases.
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5.5.1 Optimization Problem Definition

The MADCP is designed to address a complex optimization problem in distributed com-
puting environments. The primary goal is to efficiently place DRL components across

heterogeneous computing nodes to optimize overall system performance.

Problem Formulation

Consider a set of DRL components C = {Cy,Cy,...,Cy} that need to be assigned to a
set of heterogeneous computing nodes N’ = {Ny, Ny, ..., N, }. Each node has different
computational capabilities, memory sizes, and energy consumption rates.

Each component C; has a computational requirement U; (e.g., CPU cycles), a mem-
ory requirement M;, and a deadline or time constraint D;. Similarly, each node N; is

characterized by a computational capacity P;, and available memory A;.

Objective Function

The objective is to find an optimal assignment of DRL components to computing nodes
that minimizes the total operation time and energy consumption while meeting all time

and resource constraints. We define the objective function as:

m n
Minimize F=)_) x;j(w;-O(C;,Nj)
i=1j=1

+ wy - E(Ci, Nj)), (5.1)

Here, x;; is a binary variable indicating whether component C; is assigned to node

1, if component C; is assigned to node Nj,
Xij = (5.2)
0, otherwise.
O(C;, N;) is the operation time of component C; on node Nj, E(C;, N;) is the energy
consumed by node N; during the operation time O(C;, N;), and w; and w, are weighting

factors balancing the importance of operation time and energy consumption.
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Constraints

The optimization problem is subject to the following constraints:

Resource Constraints: For each node Nj, the total computational and memory require-

ments of the assigned components should not exceed its capacity:

m
in]'ui < Pj, VN] c N, (53)
i=1

m
injMi < Aj, VN]‘ eN. (5.4)
i=1

Deadline Constraints: Each component must complete the operation within its dead-

line:

O(Cl‘,N]') <D; VC;el(,
VN; € N where x;; = 1. (5.5)

Assignment Constraints: Each component is assigned to exactly one node:

Xij € {0,1}, VC; € C, VN]' € N, (5.6)

Z Xij = 1, VC; eC. (5.7)
=1
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Mathematical Model

Combining the objective function and the constraints, the optimization problem can be

formulated as:

Minimize F = i Zn:xi]' (wl -O(C;, Nj)

i=1j=1
+w - E(C,N))) (5.8)
m
Subject to in]'ui < Pj, VN]' eN (5.9)
i=1
m
in]'Mi < A], VN] eN (5.10)
i=1

O(CZ‘, N]) <D VCI eC,

VN; € N where x;; = 1 (5.11)
Xij € {0,1}, VC; € C, VN]' eN (5.12)
Z Xij = 1, VG ecC (5.13)
j=1

This problem belongs to a class of combinatorial optimization challenges, where the
objective is to efficiently allocate resources under multiple constraints, making it com-
putationally intensive (NP-hard). The complexity arises from the exponential number
of possible component-to-node assignments as the number of components and nodes
increases. Traditional exact algorithms become impractical for large-scale instances be-
cause they require prohibitive computational time to explore all possible solutions. More-
over, single-method heuristic algorithms often fail to adequately balance exploration

and exploitation in the vast solution space, leading to suboptimal results.

552 MADCP

Given the limitations of existing methods in addressing large-scale, NP-hard optimiza-

tion problems, we propose a novel memetic algorithm named MADCP to find near-
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optimal solutions within reasonable computational time for DRL components (e.g., DRL
Learners and DRL Workers) placement. MADCP synergistically combines the strengths

of three optimization algorithms:

1. GA: Provides robust exploration capabilities by simulating the process of natural
selection, allowing the algorithm to broadly traverse the solution space and main-

tain genetic diversity among solutions.

2. FA: Enhances local search by modeling the flashing behavior of fireflies, enabling

fine-tuning in promising areas and improving exploitation of the solution space.

3. PSO: Contributes efficient global optimization and rapid convergence by simulat-
ing social behavior patterns of organisms, allowing particles (solutions) to adjust

their positions based on personal and global best experiences.

By integrating these algorithms, MADCP achieves a balanced search strategy that
mitigates the shortcomings of individual techniques, leading to improved performance
in solving complex optimization problems. Algorithm 5.1 provides a detailed descrip-
tion of MADCP.

In the initialization phase (Lines 1-6), the algorithm begins by generating the set of
components and nodes based on the provided parameters. The function CreateCom-
ponents initializes the components C, each with specific computational and memory
requirements, as well as deadlines. Similarly, CreateNodes initializes the nodes N, each
characterized by their computational capacities and available memory. An initial popu-
lation of candidate solutions is generated using GeneratePopulation, where each indi-
vidual represents a potential assignment of components to nodes. For the PSO phase,
velocities for each individual are initialized using InitializeVelocities. The personal
best solutions personalOpt are initially set to the current population, and the global best
solution globalOpt is determined by evaluating the fitness of each individual using Cal-
culateFitness and selecting the one with the highest fitness value.

The algorithm then enters the main loop (Lines 7-28), iterating over a predefined
number of generations to evolve the population towards optimality. At the beginning

of each generation, the fitness of each individual in the population is calculated using
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Algorithm 5.1: MADCP

Input:
compParameters — parameters defining the components
nodeParameters — parameters defining the nodes
populationSize — number of individuals in the population
generations — number of iterations
numQOperations —number of genetic operations per generation
mutationRate — probability of mutation
FAParameters — parameters («, B, ) for FA
PSOParameters — parameters (w, c1, c2) for PSO
Output: Optimal assignment of components to nodes
/* Initialization */
1 components < CreateComponents(compParameters)
2 nodes + CreateNodes(nodeParameters)
3 population < GeneratePopulation(populationSize, components, nodes)
4 velocities < InitializeVelocities(populationSize, components)
5 personalOpt <— population
6 globalOpt < arg maXpe population CalculateFitness(p, components)
7 fori < 1 to generations do

/* Fitness Evaluation */
8 foreach p € population do
|  fitnessValues[p] + CalculateFitness(p, components)
10 end foreach
11 newPopulation < @
/* Genetic Algorithm Operations */
12 for j < 1 to numOperations do
/* Selection */
13 parentl, parent2 < SelectParents(population, fitnessValues)
/* Crossover */
14 childl, child2 < Crossover(parentl, parent2)
/* Mutation */
15 childl < Mutate(child1, mutationRate, nodes)
16 child2 < Mutate(child2, mutationRate, nodes)
17 Add childl and child2 to newPopulation
18 end for
19 population < newPopulation
/* Firefly Algorithm Movement */
20 population < FireflyMovement(population, components, a, B, 7y)
/+ Particle Swarm Optimization Update */
21 population, velocities <— PSOUpdate(population, velocities, personalOpt, globalOpt, w, c1, c3)
/* Update Personal and Global Best Solutions */
22 foreach p € population do
23 if CalculateFitness(p, components) > CalculateFitness(personalOpt[p], components) then
2 | personalOpt[p] < p
25 end if
26 end foreach
27 globalOpt «+ UpdateGlobalOpt(population, globalOpt, components)
28 end for

29 return globalOpt
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CalculateFitness (Lines 8-10). The fitness function is designed based on the objective
function defined in the optimization problem, considering execution time and energy

consumption.

In the Genetic Algorithm operations (Lines 12-18), selection, crossover, and muta-
tion are performed to generate a new population. Pairs of parent individuals are se-
lected from the current population based on their fitness values using SelectParents
(Line 13). The selected parents undergo crossover using Crossover (Line 14) to produce
offspring, combining parts of the parents” solutions to create new individuals and pro-
mote exploration of the solution space. The offspring are then subjected to mutation
using Mutate (Lines 15-16), introducing random changes to some genes (component as-
signments) with a probability defined by the mutation rate. This helps maintain genetic
diversity and prevents premature convergence. The newly created children are added

to form a new population (Line 19), replacing the old one.

After the Genetic Algorithm operations, the Firefly Algorithm is applied to the pop-
ulation using FireflyMovement (Line 20). Each individual moves towards better solu-
tions based on attractiveness and randomization parameters, enhancing local search by

exploiting promising regions in the solution space.

Subsequently, the Particle Swarm Optimization phase updates the positions and ve-
locities of individuals using PSOUpdate (Line 21). Velocities are updated based on the
inertia weight, cognitive coefficient, and social coefficient, guiding individuals towards
their personal best and the global best solutions. Positions are then updated based on the

new velocities, contributing to global optimization and convergence of the algorithm.

The personal best solutions personalOpt are updated by comparing the current fit-
ness of each individual with their personal best fitness (Lines 22-26); if an individual has
achieved a better fitness, its personal best is updated accordingly. The global best solu-
tion globalOpt is updated by identifying the best individual in the current population
based on fitness evaluations (Line 27). After completing all generations, the algorithm
returns the global best solution globalOpt (Line 29), which represents the optimal as-
signment of components to nodes found by MADCP.
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5.5.3 Computational Complexity Analysis

This section provides a detailed analysis of the computational complexity of the pro-
posed MADCP. The complexity analysis is divided into two main parts: the initializa-
tion phase and the iterative optimization phase. By analyzing the time complexity of

each phase, we derive the overall complexity of the algorithm.

Initialization Phase

The initialization phase consists of several operations, including the creation of compo-
nents and nodes, population generation, velocity initialization, and initial fitness evalu-

ation:

¢ Component and Node Creation: The components and nodes are created based
on the input parameters, where M represents the number of components, and N
denotes the number of nodes. The complexity of this step is O(M) for component

creation and O(N) for node creation, respectively.

¢ Population Generation: The initial population, with size P, is generated based on
the number of components and nodes. Because each individual in the population
represents a mapping between components and nodes, the complexity of this step

is O(P x M).

* Velocity Initialization: The initial velocity of each individual is set based on the
number of individuals in the population. The velocity initialization is performed

by iterating over each component, so the complexity of this step is O(P x M).

¢ Fitness Evaluation: The initial fitness of each individual in the population is calcu-
lated based on component assignments. The complexity for calculating the fitness
of a single individual is O(M). Therefore, evaluating the fitness of the entire pop-

ulation results in a complexity of O(P x M).

Combining the above components, the total complexity of the initialization phase
can be expressed as:

O(M+N+P x M). (5.14)
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Iterative Optimization Phase

The iterative optimization phase consists of fitness evaluation, GA operations (selection,
crossover, and mutation), FA-based movement, PSO update, and the update of personal

and global best solutions.

¢ Fitness Evaluation: In each generation, the fitness of every individual in the pop-
ulation is evaluated. The time complexity for evaluating the fitness of the entire

population is O(P x M).

* Genetic Algorithm Operations: This step includes parent selection, crossover, and

mutation:
— Selection: Assuming a selection mechanism such as roulette wheel selection,
the complexity is O(P).

— Crossover: The crossover operation generates two offspring, with a complexity

of O(M).

- Mutation: Each offspring undergoes mutation with a complexity of O(M).

Assume the GA operations are performed P /2 times per generation, the total com-

plexity for GA operations is:

O<12)><(P+2><M)>:O(P2+P><M). (5.15)

¢ Firefly Algorithm Movement: The FA-based movement operation involves com-
paring and updating the position of every individual relative to other individuals

in the population. The complexity of this step is O(P? x M).

¢ Particle Swarm Optimization Update: The PSO update step adjusts the position
and velocity of each individual in the population. The complexity of this step is

O(P x M).

¢ Update of Personal and Global Best Solutions: This step involves comparing the

fitness of each individual in the population with its historical best solution and
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updating the global best solution if necessary. The complexity for updating the
personal and global best solutions is O(P x M).

The overall complexity of a single iteration is given by:

O(Px M)+0O (P*+Px M) +
O(P?> x M) +O(P x M) + O(P x M), (5.16)

which can be simplified to:

O(P* x M). (5.17)

Assume the number of generations is G, the total complexity of the iterative optimiza-
tion phase is:

O(G x P? x M). (5.18)

Total Complexity

By combining the complexity of the initialization phase and the iterative optimization

phase, the overall time complexity of the MADCP is:
O(M+ N + (P x M) + (G x P? x M)). (5.19)

In most practical scenarios, the complexity of the iterative optimization phase O(G x
P2 x M) dominates the overall complexity, especially for larger values of G, P, or M.

Therefore, the overall time complexity of the MADCP can be expressed as:
O(N + G x P* x M). (5.20)

The complexity analysis shows that although MADCP combines GA, FA, and PSO,
the overall complexity does not significantly increase. Specifically, GAs selection, crossover,
and mutation operations have a complexity of O(P? 4+ P x M), and PSOs update oper-
ations have a complexity of O(P x M), both of which are relatively low and do not
heavily impact the total complexity. The FAs movement operation, with a complexity

of O(P? x M), becomes the dominant factor as the population size increases. Instead,
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MADCP leverages GA to enhance population diversity, preventing premature conver-
gence; FA to improve local search capabilities; and PSO to guide global convergence.
This results in a superior optimization performance without adding substantial compu-
tational overhead. In essence, MADCP achieves a balanced integration of the strengths
of each algorithm while maintaining manageable complexity, making it a highly effec-

tive optimization algorithm for complex optimization problems.

5.6 Performance Evaluation

This section presents a comprehensive evaluation of ReinFog’s performance in address-
ing the complex IoT application scheduling problem across heterogeneous edge and
cloud environments. In our performance evaluation, we adhered to established bench-
marking practices to ensure the reliability of our results. We repeated each experiment
10 times per configuration to account for the variability in measurements. Moreover, we
carefully controlled the experimental environment to minimize external disturbances
and ensure consistent conditions for all tests. The final results presented are the av-
erages of these repeated experiments, ensuring that they accurately reflect the typical

system performance.

5.6.1 Experiments Setup

We conduct our experiments in a heterogeneous computing environment comprising
cloud, edge/fog, and IoT layers. The cloud layer consists of a multi-cloud setup includ-
ing one AWS VM (Intel Xeon, 1 core @ 2.4GHz, 1GB RAM), one Azure VM (Intel Xeon, 1
core @ 2.3GHz, 1GB RAM), and 30 Nectar Cloud VMs (AMD EPYC; 16 VMs with 2 cores
@ 2.0GHz, 8GB RAM; 10 VMs with 4 cores @ 2.0GHz, 16GB RAM; 4 VMs with 8 cores
@ 2.0GHz, 32GB RAM). The edge/fog layer consists of an Apple Macbook Pro (macOS,
Apple M1 Pro, 8 cores, 16GB RAM), a Dell laptop (Linux, Intel Core i7, 8 cores @ 2.3GHz,
16GB RAM), and a Raspberry Pi 3B (Raspberry Pi OS, Broadcom BCM2837, 4 cores @
1.2GHz, 1GB RAM). Devices in the IoT layer are equipped with 2 cores @ 3.2GHz and
4GB RAM. The network configuration is characterized by the following latency /band-
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width metrics: IoT to Nectar 8-12ms/14-18MB/s, IoT to AWS 16-22ms/16-20MB/s, IoT
to Azure 8-15ms/15-22MB/s, and IoT to edge/fog 1-4ms/130-150MB/s. We deploy four
IoT applications in our experiments: Face Detection, Color Tracking, Face and Eye De-
tection, and Video Optical Character Recognition. These applications feature adjustable
resolution and support both real-time and non-real-time processing.

Among the implemented /integrated DRL techniques, we use the following repre-
sentative techniques to conduct our experiments. The configuration of each technique is

discussed below:

o IMPALA [93]: IMPALA is a distributed DRL technique natively supported by Re-
inFog. We choose it for its exceptional scalability and efficiency in handling dis-
tributed learning scenarios [93]. In our experiments, it uses OrnsteinUhlenbeck
noise exploration strategy and the reservoir sampling replay buffer, and its net-
work structure introduces Transformers. The DRL component placement algo-

rithm is set to MADCP.

¢ A3C[88]: A3C is a distributed DRL technique natively supported by ReinFog. We
choose it for its asynchronous parallel learning architecture that enables efficient
policy optimization through multiple independent actors operating concurrently
[88]. In our experiments, it uses e-greedy exploration strategy, and its network
structure introduces LSTMs. The DRL component placement algorithm is set to

FA.

e PPO [40]: PPO is a centralized DRL technique natively supported by ReinFog. We
choose it for its stable policy optimization approach that uses a clipped objective
function to prevent excessive policy updates while maintaining high sample ef-
ficiency [269]. In our experiments, it uses OrnsteinUhlenbeck noise exploration
strategy and the reservoir sampling replay buffer, and its network structure intro-

duces LSTMs. The DRL component placement algorithm is set to PSO.

* DON [72]: DON is a centralized DRL technique natively supported by ReinFog.
We choose it as it is a fundamental and widely-adopted DRL technique that ef-
fectively combines Q-learning with DNNs through experience replay and target
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networks to stabilize training [265]. In our experiments, it uses e-greedy explo-
ration strategy and the random sampling replay buffer, and its network structure

introduces RNNs. The DRL component placement algorithm is set to GA.

¢ R2D2 [94]: R2D2 is a distributed DRL technique imported by ReinFog from the
Ray library. We choose it for its distributed architecture that extends DQN with
RNNSs to handle temporal dependencies while maintaining efficient parallel learn-

ing [94]. In our experiments, the DRL component placement algorithm is set to

MADCP.

* SAC[84]: SAC is a centralized DRL technique imported by ReinFog from the Ray
library. We choose it for its maximum entropy approach that provides automatic
tuning to balance exploration and exploitation, leading to robust and stable learn-
ing performance [84]. In our experiments, the DRL component placement algo-

rithm is set to PSO.

* OHNSGA [44]: OHNSGA is a GA-based meta-heuristic algorithm natively sup-
ported by FogBus2. We extended this technique to support multi-objective opti-

mization for comparison with DRL techniques.

5.6.2 Hyperparameters Settings

We conduct an extensive grid search to fine-tune the hyperparameters for each tech-
nique used in our experiments. The grid search involves systematically exploring vari-
ous combinations of hyperparameters within predefined ranges to identify the optimal
configuration for each technique.

For the neural network architecture, following the guidance from [270] and [271], we
experiment with different numbers of fully connected layers (ranging from 2 to 5) and
various combinations of hidden layer units (16, 32, 64, 128, 256). We find that a 3-layer
architecture with [256, 256, 128] hidden units provided the best balance between model
complexity and performance across most techniques.

The choice of activation function can significantly impact the learning dynamics.

While ReLU (Rectified Linear Unit) is found to be effective for most techniques due to
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its non-linearity and reduced likelihood of vanishing gradients, we observe that TanH
(Hyperbolic Tangent) works better for A3C, possibly due to its bounded output range.

Following the guidance from [93], [88], [40], [75], and [84], learning rates are tuned
within the range of 0.0001 to 0.01, with most techniques performing optimally around
0.001. The discount factor, which balances immediate and future rewards, is tuned
within the range of 0.8 to 0.99. Most techniques show optimal performance with a dis-
count factor of 0.99, while A3C performed better with a slightly lower value of 0.9.

For the OHNSGA algorithm, following the guidance from [179] and [180], which is
not a DRL technique, we focus on tuning the population size and number of generations.
The population size is varied from 50 to 500, and the number of generations is tested
in the range of 50 to 200. After extensive experimentation, we find that a population
size of 200 and 100 generations provides a good trade-off between solution quality and
computational time. Table 5.3 presents the optimal hyperparameters identified for each

technique.

Table 5.3: Technique hyperparameters

Hyperparameters IMPALA A3C PPO DON R2D2 SAC OHNSGA
Fully Connected Layers 3 3 3 3 3 3 -
Hidden Layer Units [256,256,128] | [256,256,128] | [256,256,128] | [256,256,128] | [256,256,128] | [256,256,128]
Activation Function ReLU TanH ReLU ReLU ReLU ReLU
Learning Rate 0.001 0.001 0.001 0.01 0.01 0.0001
Discount Factor 0.99 0.9 0.99 0.99 0.99 0.99 -
Population Size - - - - - - 200
Generations Number - - - - - - 100

In addition to the DRL techniques and OHNSGA, we also fine-tune the parameters
for the DRL component placement algorithms: MADCP, GA, FA, and PSO. For MADCP,
we tune the following parameters: population size (from 50 to 500), number of gener-
ations (from 50 to 200), crossover rate (from 0.6 to 1.0), light absorption coefficient (7)
(from 0.1 to 1.0), and inertia weight (w) (from 0.4 to 0.9). For GA, following the guidance
from [272], we tune the following parameters: population size (from 50 to 500), num-
ber of generations (from 50 to 200), crossover rate (from 0.6 to 1.0), mutation rate (from
0.01 to 0.05). For FA, following the guidance from [273], we focus on tuning: number
of fireflies (from 20 to 200), randomization parameter («) (from 0.1 to 1.0), attractiveness
coefficient (B) (from 0.1 to 1.0), and light absorption coefficient (y) (from 0.1 to 1.0). For

PSO, following the guidance from [274], parameters are optimized as follows: swarm
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size (from 20 to 200), cognitive coefficient (c;) (from 1.5 to 2.5), social coefficient (cy)

(from 1.5 to 2.5), and inertia weight (w) (from 0.4 to 0.9).

After extensive experimentation, we identify the optimal parameter settings for each
DRL component placement algorithm when paired with different DRL techniques. For
MADCP, the optimal settings are population size: 200, number of generations: 100,
crossover rate: 0.8, light absorption coefficient (y): 0.5, and inertia weight (w): 0.7 when
used with IMPALA. When paired with R2D2, most parameters remain the same, except
for a slight change in inertia weight (w) to 0.8. For GA, which is used with DQN, the
optimal parameters are population size: 200, number of generations: 100, crossover rate:
0.9, and mutation rate: 0.05. For FA, when used with A3C, the optimal settings are num-
ber of fireflies: 100, randomization parameter («): 0.2, attractiveness coefficient (j): 0.8,
and light absorption coefficient (7): 0.1. When used with PPO, only 7y changes to 0.2,
while other parameters remain the same. PSO maintains the same parameters (swarm
size: 100, cognitive coefficient (c1): 2.0, social coefficient (c3): 2.0, and inertia weight (w):
0.7) in both SAC and PPO.

These fine-tuned parameters are used consistently across all experiments to ensure
fair comparison. It's worth noting that while these hyperparameters yield the best over-
all performance in our experimental setup, the optimal configuration may vary depend-

ing on the specific characteristics of the deployment environment.

5.6.3 Evaluation Metrics

In our experiments, we focus on three key metrics: Response Time (R7), Energy Con-
sumption (£C), and Weighted Cost (WC). These metrics are applied to a set of IoT ap-
plications A, where each application A; is modeled as a Directed Acyclic Graph (DAG)
consisting of dependent tasks 77 , scheduled across a set of nodes \/. SC denotes the set

of scheduling configurations for these applications.
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Response Time (R7): This metric represents the total time required to process all ap-
plications. It is calculated as:
A Al , ‘
RT(SC)=Y.Y. (Rfr(sc;) X c7>(7;f)) , (5.21)

i=1j=1

where S CZ-' refers to the scheduling configuration for task 77 ,and C 73(7;j ) is a binary
variable that indicates whether the task lies on the critical path of the application. The

critical path determines the minimum time required for the application to complete.

Energy Consumption (£C): This metric measures the total energy consumed during
the execution of the applications:
[A] Al

gcse) =Yy ec(seh, (5.22)
i=1j=1

where EC(S C{) represents the energy consumed for task 7? under the given scheduling

configuration & Cf.' .

Weighted Cost 0VC): Weighted Cost (WC) is a composite metric that balances both

response time and energy consumption. It is defined as:
WC(SC) = w1 x Norm(RT (SC)) + wa x Norm(EC(SC)), (5.23)

where w; and w; are weight parameters used to control the relative importance of Re-
sponse Time (R7) and Energy Consumption (£C), respectively, with w; + wy = 1. The
function Norm(x) performs normalization of a value x relative to a predefined baseline
to eliminate the differences in units and scales between Response Time (R7") and Energy
Consumption (£C). This ensures that both metrics contribute equally to the Weighted
Cost (WC) calculation, independent of their absolute values or units. In our experi-
ments, we set w1 = 0.5 and w, = 0.5, giving equal priority to both factors.

Based on the metrics, the reward function is defined as the negative Response Time

(RT), Energy Consumption (£C), and Weighted Cost (JVC) if the application is success-
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fully executed, or a penalty if it fails. The optimization goal is to minimize the three
metrics, respectively, while satisfying the corresponding constraints related to applica-

tion requirements and node processing capabilities.

5.6.4 ReinFog Framework Performance Analysis

In this section, we conduct a comprehensive evaluation of ReinFog’s framework perfor-
mance. Among the related works, we choose FogBus2 as our baseline framework for
its most comprehensive generic capabilities for resource management framework and
similar modular architecture. We first analyze the startup time of different components
in ReinFog. We then evaluate their RAM usage, demonstrating the lightweight nature of
our framework despite its DRL capabilities. Next, we assess the environmental impact
by evaluating carbon dioxide (CO;) emissions across the electricity generation patterns
in different regions. Finally, we examine the scalability of the framework by analyzing

its performance with varying numbers of DRL Workers.

Framework Startup Time Analysis

In this experiment, we compare the startup time of ReinFog and FogBus2 across three
key components: Master, Actor, and User. As shown in Fig. 5.6, the startup time of
the Actor (0.89s) and User (0.47s) components in ReinFog are nearly identical to those
in FogBus2. However, the Master component in ReinFog requires approximately 0.25
seconds more startup time (1.26s vs 1.01s) compared to FogBus2’s Master component,
due to the initialization of DRL components. Despite this slight increase in the Mas-
ter’s startup time, the overall impact on system performance is minimal, demonstrating
ReinFog's efficient design in integrating DRL capabilities while maintaining reasonable

startup overhead.

Framework RAM Usage Analysis

In this experiment, we evaluate the RAM usage of ReinFog and FogBus2 across the Mas-

ter, Actor, and User components. As illustrated in Fig. 5.7, the RAM usage of the User
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Figure 5.6: Startup time comparison between ReinFog and FogBus2 components

(81MB) and Actor (61MB) components exhibits minimal differences between ReinFog
and FogBus2. The Master component in ReinFog utilizes approximately 5MB of addi-
tional memory compared to FogBus2 (59MB versus 54MB) due to the DRL components
integration. This modest increase in RAM usage demonstrates that ReinFog maintains a

lightweight design while incorporating advanced DRL capabilities.

Framework Carbon Dioxide Emissions Analysis

In this experiment, we evaluate the average CO, emissions of ReinFog across all inte-
grated DRL techniques and compare it with FogBus2 during one hour of IoT applica-
tion processing. To enable a fair comparison, we extended FogBus2’s scheduler with
energy optimization capabilities. The primary objective is to assess whether the integra-
tion of DRL components in ReinFog introduces significant environmental overhead de-
spite its energy optimization capabilities. The analysis considers the distinct electricity
generation patterns of Australia, the United States of America (USA), and Germany to
provide a comprehensive evaluation of environmental impact in regions with different

energy source distributions. We record the electricity consumed and estimate the GHG
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Figure 5.7: RAM usage comparison between ReinFog and FogBus2 components

emissions following the electricity generation patterns in Australia?, the USA3, and Ger-
many*, using the formula GHG = E x Y ;(¢; x p;), where E represents the total electricity
consumed, ¢; denotes the emission factor, and p; indicates the proportion of the source
i (i.e., coal, gas) in producing electricity. As illustrated in Fig. 5.8, ReinFog consistently
produces lower CO; emissions than FogBus2 across all regions. Specifically, in Australia,
ReinFog emits 0.99g compared to FogBus2’s 1.24g. The difference is more pronounced
in the USA, where ReinFog generates 1.35g versus FogBus2’s 1.67g. Germany shows the
lowest emissions for both frameworks (ReinFog: 0.88g, FogBus2: 1.09g), attributable to
its higher proportion of renewable energy sources. These results demonstrate that Re-
inFog not only provides advanced DRL capabilities but also maintains a lower carbon
footprint compared to FogBus2, with the actual environmental impact varying based on

regional energy policies and power grid compositions.

Zhttps:/ /www.energy.gov.au/data/ electricity-generation
Shttps:/ /www.eia.gov /tools/faqs
*https:/ /www.umweltbundesamt.de/themen / co2-emissionen-pro-kilowattstunde-strom-stiegen-in
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Figure 5.8: Hourly CO2 emissions comparison between ReinFog and FogBus2 across
different regions

Framework Scalability Analysis

In this experiment, we evaluate the scalability of ReinFog by systematically varying
the number of DRL Workers from 1 to 30. As illustrated in Fig. 5.9, as the number of
DRL Workers increases, both framework RAM usage and Master startup time show con-
trolled growth. Specifically, the total framework RAM usage exhibits a linear increase
from 600MB with one DRL Worker to 660MB with 30 DRL Workers, representing only
a 10% increase in memory consumption (i.e., roughly 2 MB of additional RAM usage
per DRL Worker). Meanwhile, the Master startup time demonstrates a gradual increase
from 1.25s to 1.56s, reflecting a modest rise of approximately 0.3s. These results indicate
that ReinFog maintains efficient resource utilization and reasonable startup overhead
even with a significant increase in the number of DRL Workers, demonstrating its excel-

lent scalability for large-scale deployments.
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Figure 5.9: Impact of increasing DRL Workers on ReinFog RAM usage and startup time

5.6.5 ReinFog DRL Scheduling Techniques Analysis

In this section, we evaluate the performance of different DRL scheduling techniques
integrated into ReinFog by comparing them with OHNSGA [44], the meta-heuristic
scheduling approach originally proposed in FogBus2. This allows us to directly as-
sess the benefits of DRL-based scheduling over a well-established non-learning base-
line within a consistent system environment. We first analyze the convergence perfor-
mance of various scheduling techniques during both training and evaluation phases
across multiple metrics, including response time, energy consumption, and weighted
cost. We then examine the computational overhead introduced by different scheduling
techniques. Following this, we evaluate the scalability of these techniques by testing
their performance across different numbers of nodes. Finally, we assess the environ-

mental impact of different techniques by analyzing the CO, emissions.

Scheduling Techniques Convergence Analysis

In this experiment, we evaluate and compare the convergence performance of various

DRL techniques in ReinFog with OHNSGA during both training and evaluation phases.
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The comparison is conducted across three metrics: response time, energy consumption,
and weighted cost, as shown in Fig. 5.10 and Fig. 5.11. During the training phase,
the video resolution is set to 480p, while in the evaluation phase, it is reduced to 240p
to test the adaptability of different techniques. In the training phases, across all three
metrics, IMPALA consistently demonstrates superior performance, achieving the fastest
convergence (around iteration 40-50) and the lowest final values. PPO emerges as the
second-best performer, followed by A3C with moderate performance. The imported
techniques, R2D2 and SAC, converge more slowly, while DON demonstrates relatively
stable but the slowest convergence among all DRL techniques. OHNSGA, the meta-
heuristic baseline from FogBus2, consistently performs the worst, showing minimal im-
provement over iterations and the highest final values. The evaluation phase maintains
similar performance patterns but with overall lower metric values due to the reduced
video resolution. In the evaluation phase, ReinFog’s DRL techniques keep achieving sig-
nificant improvements over OHNSGA, with reductions of up to 45% in response time,
39% in energy consumption, and 37% in weighted cost. The results demonstrate the
robustness and generalization capability of ReinFog’s DRL techniques, particularly IM-
PALA, in adapting to varying workload conditions. The significant performance gap
between ReinFog’s DRL techniques and FogBus2’s OHNSGA validates the effectiveness

of DRL-based approaches in dynamic IoT application scheduling scenarios.
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Figure 5.10: Convergence performance comparison of scheduling techniques during
training phase
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Figure 5.11: Convergence performance comparison of scheduling techniques during
evaluation phase

Scheduling Techniques Overhead Analysis

In this experiment, we compare the average scheduling overhead of different techniques
in ReinFog, against OHNSGA, as shown in Fig. 5.12. Among ReinFog’s native DRL
techniques, DQN shows the lowest overhead at approximately 8ms, followed by PPO
(11ms), while IMPALA and A3C both demonstrate an overhead of around 13ms. The im-
ported techniques demonstrate higher overhead, with R2D2 at around 28ms and SAC at
25ms. FogBus2’s OHNSGA exhibits the lowest overhead at 8ms. The results show that
native integrated DRL techniques IMPALA, A3C, PPO, DQN) consistently demonstrate
lower overhead than external imported ones (R2D2, SAC), and centralized techniques
(DQN, PPO) generally incur less overhead than distributed ones IMPALA, A3C). While
OHNSGA shows the lowest overhead, the superior convergence performance of Rein-

Fog’s DRL techniques justifies their moderate scheduling overhead.

Scheduling Techniques Scalability Analysis

In this experiment, we evaluate and compare the scalability of different scheduling tech-
niques by varying the number of nodes from 5 to 30. As the response time and energy
consumption metrics show similar trends, we present only the weighted cost results
here. As shown in Fig. 5.13, IMPALA consistently achieves the lowest and most stable
weighted cost (around 0.14) across all node configurations, showing excellent scalabil-
ity. Other DRL techniques, including A3C, PPO, DQN, R2D2, and SAC, demonstrate
moderate increases in weighted cost as the number of nodes grows. While their relative

performance shows some variations across different scales, they all maintain signifi-
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Figure 5.12: Average scheduling overhead comparison across different scheduling tech-
niques

cantly better performance than OHNSGA. Specifically, A3C and PPO show better scala-
bility with lower weighted costs, SAC maintains intermediate performance, while DQN
and R2D2 exhibit relatively higher weighted costs as the system scales up. In contrast,
OHNSGA exhibits the highest weighted cost across all scales, maintaining its weighted
cost between 0.22 and 0.25 as the system scales up. This analysis clearly demonstrates
that while some DRL techniques in ReinFog exhibit performance fluctuations, overall
they demonstrate good scalability in scheduling IoT applications across different nodes.
In contrast, traditional meta-heuristic methods like OHNSGA perform poorly across all

environment scales.

Scheduling Techniques Sustainability Analysis

In this experiment, we evaluate the environmental sustainability of different scheduling
techniques by comparing the CO; emissions when processing IoT applications for one
hour. We estimate the CO; emissions in Australia, the USA, and Germany following the

same approach described in Section 5.6.4. The results are shown in Fig. 5.14. In general,
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Figure 5.13: Impact of number of nodes on scheduling performance across different
scheduling techniques

all DRL techniques demonstrate lower CO, emissions compared to OHNSGA. Among
the DRL techniques, IMPALA shows the lowest emissions across all regions (0.84g in
Australia, 1.14g in the USA, and 0.74g in Germany), while DQN exhibits the highest
emissions among DRL techniques (1.08g in Australia, 1.45g in the USA, and 0.94g in
Germany). OHNSGA produces significantly higher emissions (1.25g in Australia, 1.68g
in the USA, and 1.10g in Germany), approximately 50% more than IMPALA. Notably,
all techniques show consistently higher emissions in the USA while Germany demon-
strates the lowest emissions among the three regions. This pattern can be attributed
to differences in regional electricity generation patterns and their corresponding carbon
intensities. These results demonstrate that the DRL techniques in ReinFog can better

contribute to environmental sustainability compared to traditional meta-heuristic meth-
ods.

5.6.6 DRL Component Placement Algorithm Analysis

In this section, we evaluate the performance of our proposed MADCP in comparison

with other DRL component placement algorithms, including GA, FA, PSO, and a ran-
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Figure 5.14: Hourly CO; emissions comparison of scheduling techniques across differ-
ent regions

dom placement method. Given that IMPALA demonstrates superior performance in our
previous convergence analysis, we employ it with various DRL component placement
algorithms to assess their impact on overall performance. This study focuses on analyz-
ing the effects of various DRL component placement algorithms on the convergence rate

and scheduling overhead of IMPALA.

DRL Component Placement Algorithm Convergence Analysis

To assess the impact of different DRL component placement algorithms on IMPALA’s
performance, we conducted a convergence analysis across the three metrics: response
time, energy consumption, and weighted cost. The results are demonstrated in Figure
5.15. MADCP consistently outperforms other DRL component placement algorithms
across all metrics, achieving the fastest convergence rates, typically stabilizing after 50-
60 iterations. PSO and GA follow closely, performing similarly and surpassing FA. Al-
though the FA method converges slightly more slowly, it still outperforms the random
placement method, which shows the poorest performance across all metrics and only

stabilizes after 90 iterations. Notably, MADCP accelerates the convergence rate by up
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Figure 5.15: Impact of different DRL component placement algorithms on IMPALA’s
convergence performance

to 38% compared to random placement method. These results highlight MADCP’s ef-
fectiveness in providing a strong starting point for DRL techniques. Its superior perfor-
mance stems from combining the strengths of GA, FA, and PSO, leading to more efficient
exploration of the solution space. This analysis also underscores the importance of intel-

ligent placement of DRL components in DRL-based resource management frameworks.

DRL Component Placement Algorithm Overhead Analysis

In this experiment, we evaluate and compare the average scheduling overhead of IM-
PALA when employed with different DRL component placement algorithms. As shown
in Fig. 5.16, MADCP demonstrates the lowest average overhead at approximately 13ms,
followed by PSO at 15ms, GA at 16ms, and FA at 18ms. The random placement method
shows the highest overhead at about 24ms, nearly twice that of MADCP. These results
highlight MADCP’s effectiveness in reducing computational overhead when used to

place DRL components in the ReinFog framework.

5.7 Summary

This chapter proposed ReinFog, a novel framework leveraging DRL mechanisms and
techniques for adaptive resource management in edge/fog and cloud computing en-
vironments. ReinFog addresses the challenge of efficiently scheduling heterogeneous

IoT applications across diverse computing resources through its modular and extensi-
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Figure 5.16: Impact of different DRL component placement algorithms on IMPALA’s
average scheduling overhead

ble DRL components. It offers capabilities to support centralized and distributed DRL
techniques and allows integration of both native and library-based DRL techniques. It
features customizable deployment configurations, allowing users to flexibly configure
DRL Learners and Workers based on system requirements. Additionally, it incorpo-
rates MADCP, an efficient DRL component placement algorithm that dynamically op-
timizes the allocation of DRL Learners and Workers, enhancing DRL-based schedul-
ing techniques performance in distributed environments. Our extensive experiments
demonstrate that ReinFog is a lightweight and scalable framework capable of effectively

scheduling IoT applications under diverse optimization objectives.



Chapter 6

A Knowledge Distillation-empowered
Adaptive Federated Reinforcement
Learning Framework for
Multi-Domain IoT Applications
Scheduling

The rapid proliferation of IoT applications across heterogeneous Cloud-Edge-IoT environments
presents significant challenges in distributed scheduling optimization. Existing approaches strug-
gle with fixed neural network architectures incompatible with computational heterogeneity, non-
IID data distributions across scheduling domains, and insufficient cross-domain collaboration. To
address these challenges, we propose KD-AFRL, a Knowledge Distillation-empowered Adaptive
Federated Reinforcement Learning framework for multi-domain IoT scheduling. KD-AFRL intro-
duces three core innovations: a resource-aware hybrid architecture generation mechanism enabling
collaborative learning across heterogeneous devices with optimal resource utilization; a privacy-
preserving environment-clustered federated learning approach for handling non-1ID challenges; and
an environment-oriented cross-architecture knowledge distillation mechanism for efficient knowledge
transfer. Practical experiments demonstrate substantial improvements over the best baseline: 21%
faster convergence and performance gains of 15.7%, 10.8%, and 13.9% in completion time, energy
consumption, and weighted cost, respectively. Scalability experiments show that KD-AFRL achieves

3-5x better performance retention than existing solutions as the number of domains increases.

This chapter is derived from:

® Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “A Knowledge
Distillation-empowered Adaptive Federated Reinforcement Learning Framework for Multi-Domain
IoT Applications Scheduling”, IEEE Transactions on Mobile Computing (TMC), 2026 [In Press].
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6.1 Introduction

The rapid proliferation of Internet of Things (IoT) applications has fundamentally trans-
formed computing paradigms, creating unprecedented demands for intelligent resource
management in heterogeneous Cloud-Edge-IoT environments [275]. Modern IoT de-
ployments span multiple autonomous domainsfrom smart cities and industrial automa-
tion to healthcare monitoring and autonomous vehicleseach exhibiting distinct com-
putational capabilities, workload characteristics, and operational constraints [276, 277].
These applications typically consist of interdependent tasks forming complex Directed
Acyclic Graphs (DAGs), requiring sophisticated scheduling strategies to optimize com-
pletion time, energy consumption, and operational costs while respecting dependency
constraints and resource limitations [278]. For example, in a multi-city smart transporta-
tion collaboration scenario, traffic management departments across different cities need
to schedule various IoT applications such as video surveillance analysis, traffic flow pre-
diction, and signal optimization, but each city faces distinctly different environmental
characteristics: some cities have relatively stable traffic patterns and good network con-
ditions, others face highly dynamic traffic flows and unstable network environments,
while still others need to handle scheduling challenges under extreme weather condi-
tions. By leveraging multi-domain collaborative learning, cities with diverse operational
contexts can exchange and incorporate specialized scheduling insights, leading to more
resilient, adaptive, and globally optimized IoT application performance across hetero-

geneous environments.

To address these complex scheduling optimization challenges, Deep Reinforcement
Learning (DRL) has emerged as a promising solution for adaptive policy learning [279].
However, traditional centralized DRL scheduling faces significant scalability and adapt-
ability challenges, struggling to capture the dynamic nature of multi-domain IoT ecosys-
tems where resource availability, network conditions, and workload patterns fluctu-
ate continuously across distributed domains [54]. These limitations become particu-
larly pronounced when managing heterogeneous computational resources ranging from
resource-constrained IoT devices to high-performance cloud servers. To overcome these

limitations, distributed DRL has emerged to improve system scalability by distribut-
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ing computation across multiple devices. However, existing distributed DRL schedul-
ing methods suffer from several fundamental deficiencies. First, most methods employ
fixed neural network architectures that cannot adapt to computational heterogeneity,
resulting in resource mismatches across devices. Second, existing works operate un-
der unrealistic IID data assumptions, neglecting the non-IID nature of real-world multi-
domain deployments where different domains exhibit distinct environmental charac-
teristics and workload patterns. Third, current distributed DRL methods lack effective
cross-domain collaboration mechanisms, failing to exploit the potential for knowledge

sharing between different domains.

Federated Learning (FL) offers a compelling solution for enabling collaborative learn-
ing across distributed domains while preserving data locality and privacy [280]. By
allowing multiple domains to jointly train machine learning models without sharing
raw data, FL addresses privacy concerns and reduces communication overhead associ-
ated with centralized approaches [281]. However, applying federated learning to multi-
domain IoT scheduling introduces several fundamental challenges. First, the hetero-
geneity in computational capabilities across domains necessitates adaptive model archi-
tectures that can scale appropriately to device constraints while maintaining learning ef-
fectiveness [51]. Second, the non-IID nature of scheduling environments across domains
can significantly degrade federated learning performance when domains with dissimi-
lar characteristics attempt to share model parameters directly [22]. Third, domains with
different computational capabilities often employ architectures of varying complexity,
making direct parameter aggregation impossible and preventing resource-constrained

domains from benefiting from knowledge acquired by more capable domains [282].

To address these challenges, we propose KD-AFRL, a Knowledge Distillation-empowered
Adaptive Federated Reinforcement Learning framework that enables effective multi-
domain IoT application scheduling. By introducing resource-aware adaptive architec-
ture generation, privacy-preserving environment-clustered federated learning, and environment-
oriented cross-architecture knowledge distillation, KD-AFRL enables heterogeneous de-
vices, from resource-constrained IoT devices to powerful cloud servers, to collabora-
tively learn optimal scheduling policies despite non-IID data distributions across do-

mains, while preserving data privacy and adapting to their computational constraints.
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The main contributions of this chapter are fourfold:

¢ We design a resource-aware hybrid architecture generation mechanism that dy-
namically adapts model complexity to each device’s computational capacity. Lever-
aging a dual-zone architecture that comprises shared foundational zones and per-
sonalized adaptation zones, the mechanism preserves federated learning compat-
ibility across domains, enabling heterogeneous devices to participate in collabora-

tive learning while maximizing optimal resource utilization.

¢ We propose a privacy-preserving environment-clustered federated learning mech-
anism that addresses non-IID challenges in multi-domain deployments. The mech-
anism leverages K-means clustering to group domains with similar environmen-
tal characteristics, facilitating targeted collaboration among compatible domains
while mitigating negative transfer from dissimilar environments. To ensure data
confidentiality, we incorporate e-differential privacy throughout the clustering and
federated aggregation pipeline, protecting sensitive operational information with-

out compromising learning effectiveness.

¢ We propose an environment-oriented cross-architecture knowledge distillation mech-
anism that enables efficient knowledge transfer between heterogeneous models
based on environmental similarities. Through temperature-regulated soft targets,
the mechanism allows small models on resource-constrained devices to achieve

competitive performance compared to large models on high-end devices.

* We conduct comprehensive practical evaluation across distributed scheduling do-
mains with real Cloud-Edge-IoT infrastructure, demonstrating the effectiveness
and scalability of KD-AFRL using diverse real-world IoT applications spanning

different computational characteristics and resource requirements.

The rest of the chapter is organized as follows. Section 6.2 reviews related work.
Section 6.3 presents the system model and problem formulation. Section 6.4 details the
KD-AFRL framework. Section 6.5 presents experimental evaluation. Section 6.6 con-

cludes the chapter.
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6.2 Related Work

In this section, we review existing DRL techniques for IoT scheduling, categorizing them
into centralized and distributed approaches, and identify research gaps through quali-

tative comparison.

6.2.1 Centralized DRL for IoT Scheduling

Tang et al. [283] proposed RASO based on Deep Q-Network (DQN) for collaborative
task offloading in Mobile Edge Computing (MEC) networks. The method employs spa-
tial indexing and fine-grained task recombination to minimize offloading delay and en-
ergy consumption. Zhu et al. [284] proposed a Proximal Policy Optimization (PPO)-
based approach with hybrid actor-critic networks for joint wireless charging and com-
putation offloading in wireless-powered multi-access edge computing (WP-MEC). The
objective is to maximize utility characterized by wireless devices’ residual energy and
social relationship strength. Fan et al. [285] proposed a Softmax Deep Double Determin-
istic Policy Gradients (DDPG)-based resource orchestration scheme for vehicle collabo-
rative networks. The method aims at minimizing total cost involving latency and energy
consumption. Chen et al. [235] proposed DODQ based on DQN for cloud-edge com-
puting environments. The approach models mobile applications as DAGs to adaptively
handle dynamic resource changes and parallel task scheduling without presetting task
priorities. Wang et al. [26] proposed DRLIS based on PPO for IoT application scheduling
in heterogeneous edge/fog computing environments. The method optimizes response
time and load balancing for DAG-based applications. Hsieh et al. [234] investigated
the task assignment problem in cooperative MEC networks, developing and comparing
Double-DQN, Policy Gradient, and Actor-Critic algorithms for task optimization. The
results demonstrated that the Actor-Critic approach performed best in optimizing de-
lay under dynamic MEC environments. Zhao et al. [233] proposed MESON based on
DDPG for urban vehicular edge computing. The scheme incorporates vehicle mobility
detection and task priority determination to minimize average response time and en-
ergy consumption. Chi et al. [286] proposed a scheme that combines Double Dueling
DQN (D3QN) and prioritized experience for task offloading in edge-assisted Industrial
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Internet of Things (IloT). The scheme reduces average task cost and improves task com-

pletion rate by enhancing action selection accuracy and convergence speed.

6.2.2 Distributed DRL for IoT Scheduling

Wu et al. [287] proposed a distributed DQN-based algorithm with temporal convolution
sequence network (TCSN) for proactive caching in 6G cloud-edge collaboration com-
puting. The distributed approach maximizes edge hit ratio while minimizing content
access latency and traffic cost. Zhao et al. [288] proposed ADTO, an Asynchronous Ad-
vantage Actor-Critic (A3C)-based solution for multi-hop task offloading in RSU-assisted
Internet of Vehicles (IoV) networks. The approach establishes mobility models and for-
warding vehicle selection mechanisms to minimize task delay. Wang et al. [54] pro-
posed a Transformer-enhanced Distributed DRL technique (TF-DDRL) based on Impor-
tance Weighted Actor-Learner Architectures (IMPALA) for scheduling heterogeneous
IoT applications in edge and cloud environments. The approach incorporates priori-
tized experience replay and off-policy correction to reduce response time, energy con-
sumption, and monetary cost. Zhou et al. [289] proposed DRLCOSCM using A3C al-
gorithm for three-tier mobile cloud-edge computing. The approach minimizes cloud
service cost while meeting delay requirements of mobile users. Zhang et al. [27] pro-
posed LsiA3CS based on A3C for task scheduling in IloT. The approach incorporates
Markov game modeling and heuristic guidance to reduce task completion times. Ju et
al. [239] proposed an A3C-based energy-efficiency secure offloading (EESO) scheme for
vehicular edge computing networks. The approach aims at minimizing system energy
consumption while ensuring security. Liu et al. [257] proposed an A3C-based algorithm
for collaborative task computing and on-demand resource allocation in vehicular edge
computing. The approach maximizes system utility through optimal task and resource
scheduling policy considering service migration and available vehicle resources. Shen
et al. [124] proposed AFO, an asynchronous federated PPO-based task offloading algo-
rithm for dependency-aware UAV-assisted vehicular networks. The approach enhances

data diversity to minimize average task execution delay and energy consumption.
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6.2.3 A Qualitative Comparison

To systematically analyze the existing literature and identify research gaps, we conduct
a comprehensive qualitative comparison of related works presented in Table 6.1, eval-
uating them across four critical dimensions: application properties, system properties,

technique properties, and evaluation methodology.

Comparative Analysis Dimensions

Application Properties evaluate workload complexity through task number and depen-
dency. System Properties assess infrastructure scope including application types, com-
puting environments, heterogeneity, and multi-domain support. Technique Properties
analyzes algorithmic approaches (centralized vs. distributed), DRL techniques, opti-
mization objectives, and adaptive architecture support. Evaluation Methodology distin-

guishes simulation-based from practical deployment evaluation.

Research Gap Identification

Based on our systematic analysis, we identify four fundamental research gaps that ex-
isting literature fails to address:

Gap 1 - Limited Application Realism: Only 5 works support task dependencies,
and merely 2 evaluate real IoT applications, indicating a substantial disconnect between
research assumptions and practical deployment requirements. Real-world IoT appli-
cations typically exhibit complex interdependencies and diverse computational charac-
teristics that are not captured in simplified single-task or synthetic workload scenarios
employed by most existing works.

Gap 2 - Multi-Domain Coordination: All existing works lack multi-domain sup-
port, despite real-world IoT deployments spanning multiple autonomous domains. This
design limitation results in isolated scheduling systems, missing opportunities for cross-
domain resource optimization and collaborative decision-making.

Gap 3 - Adaptive Architecture Generation: All existing works employ fixed neural

network architectures, completely ignoring the substantial computational heterogene-
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ity from IoT devices to cloud servers. This architectural rigidity leads to either severe
resource underutilization on high-performance devices or computational overload on

resource-constrained devices.

Gap 4 - Evaluation Limitations: 14 works rely solely on simulation-based evalua-
tion, lacking practical deployment verification and failing to capture real-world opera-

tional complexities and uncertainties.

These identified gaps collectively motivate the development of KD-AFRL, which sys-
tematically addresses the core challenges of heterogeneous multi-domain IoT schedul-
ing through resource-aware adaptive architecture generation, privacy-preserving environment-
clustered federated learning, and environment-oriented cross-architecture knowledge

distillation.

Table 6.1: A qualitative comparison of our work with existing related works

Application Properties System Properties Technique Properties
Work IoT Device Layer Edge/Cloud Layer Main Technique Optimization Objectives Resource-aware | Evaluation
Task Number | Dep Multi-Domain
Real Applications | Request Type | Computing Environment | Heterogeneity Type Algorithm Time | Energy | Multi Objective | Adaptive Architecture

Tangetal. [283] | Multiple | Independent « Homogeneous Edge Heterogeneous x DQN v v v x Simulation
Zhu et al. [284] Single | Independent C Homogeneous Edge Homogeneous x PPO x v v x Simulation
Fan et al. [285] Single | Independent « Homogeneous Edge Heterogeneous x DDPG v v v x Simulation
Chenetal. [235] | Multiple | Dependent « Heterogeneous Edge and Cloud Heterogeneous x DQN v x x x Simulation

Wang et al. [26] Multiple Dependent ° Heterogeneous Edge and Cloud Heterogeneous X Centralized PPO. v x v x Practical
Hsieh et al. [234] Single | Independent « Heterogeneous Edge and Cloud Heterogeneous x Actor-Critic v x x x Simulation
Zhaoetal. [233] | Multiple | Dependent « Heterogeneous Edge Heterogeneous x DDPG v v v x Simulation
Chi etal. [286] Single Independent Homogeneous Edge Homogeneous x DON v v v x Simulation
Wu et al. [287] Single | Independent « Homogeneous Edge and Cloud Homogeneous x DQN v x v x Simulation
Zhao et al. [288] Single Independent C Homogeneous Edge and Cloud Homogeneous x A3C v x x x Simulation

Wangetal. [54] | Multiple | Dependent . Heterogeneous Edge and Cloud Heterogeneous x IMPALA v v v x Practical
Zhou etal. [289] Single | Independent Homogeneous Edge and Cloud Homogeneous x A3C v x v x Simulation
Zhang etal. [27] Single | Independent « Heterogeneous Edge and Cloud Heterogeneous x Distributed A3C v x x x Simulation
Juetal. [239] Single Independent « Heterogeneous Edge Heterogeneous x A3C x v x x Simulation
Liu etal. [257] Single | Independent « Homogeneous Edge Homogeneous x A3C v x x x Simulation
Shenetal. [124] | Multiple | Dependent « Heterogeneous Edge and Cloud Heterogeneous x PO+ v v v x Simulation

Fed Learning
KD-AFRL Multiple | Dependent ) Heterogeneous Edge and Cloud Heterogeneous v Actor-Critic + v v v v Practical
Fed Learning + KD
®: Real IoT Application and Deployment, €: Simulated IoT Application, O: Random

6.3 System Model and Problem Formulation

This section first describes the topology of the Cloud-Edge-loT multi-domain computing
architecture. Next, we tackle the scheduling of IoT applications by formulating it as an
optimization problem, aiming at reducing application completion time, system energy

consumption, and weighted cost.
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6.3.1 System Model

Fig. 6.1 depicts a hierarchical Cloud-Edge-IoT computing architecture with distributed
scheduling domains. Our system comprises a heterogeneous computing infrastructure
spanning cloud servers, edge nodes, and IoT devices, collectively forming a continuous

computing environment.

Domain 1 Domain |S|

Cloud Layer

aWS /A Microsoft

Azure

Cloud Layer

A"

nectar

Edge Layer Multi-Domain Edge Layer

o8/ g E0
5 T @HR

IoT Applications as
DAGSs (Critical Path
in Red)

Figure 6.1: The hierarchical Cloud-Edge-IoT computing architecture with distributed
scheduling domains.

The computing infrastructure consists of |\| servers, defined as N = {N|1 < k <
|IN|}. To account for server heterogeneity, each server Ny is characterized by specific
resource capabilities, including available CPU frequency Freq(N}) measured in MHz
and available memory Ram(Nj) measured in GB. The network connectivity between
servers is defined by propagation time Py, »;, (ms) and data transmission rate By, u;,
(b/s).

A distinguishing feature of our system model is the distribution of scheduling re-
sponsibility across multiple domains. We define a set of schedulers S = {S;,|1 < m <
|S|}, where each scheduler S, operates in a distinct environment with unique char-
acteristics. Each scheduler S, is responsible for managing a subset of computational

resources N;; C N and handling workloads within its domain. These domains may be
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geographically distributed, administratively separated, or functionally specialized, each
exhibiting unique environmental dynamics that influence scheduling decisions.

Within each distributed domain, we consider a set of IoT applications A = {A4;]1 <
i < |A|} that require execution across the available resources. Each application A; con-
sists of multiple interdependent tasks denoted as A; = {Aﬁ 11 <j <|Al}. Asillustrated
in Fig. 6.1, each application is modeled as a DAG, where vertices V; = .Af: represent in-
dividual tasks, and edges &, represent data dependencies between tasks V; and V,
indicating that successor tasks can only begin execution after their predecessors com-
plete. The critical path, denoted as CP(.A;) and highlighted in red, represents the path

with the highest cumulative cost from entry to exit tasks.

6.3.2 Problem Formulation

With multiple scheduling domains managing different subsets of resources, the schedul-
ing process is distributed across various schedulers. For each task AZ, we define its

scheduling configuration as a tuple:
Cl=(Ni,Sw), ke{l,...,IN]}, me{l,...,|S|}, (6.1)

where N denotes the server assigned to execute the task, and S, represents the sched-
uler responsible for making this assignment. This configuration must satisfy the domain
constraint: Ny € N, ensuring that schedulers only allocate resources within their au-
thority.

The scheduling configuration C; for the application A; encompasses all task-level

configurations and is defined as:
Ci={cL<j <Al (62)

where | A;| represents the total number of tasks in application A;.
The execution model for applications preserves the dependency constraints repre-
sented in the DAG structure. Each task cannot begin execution until all its predecessor

tasks complete. We use PR(A{: ) to denote the set of predecessor tasks of task Af: and use
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C P(A{) to indicate whether task Af-' is located on the critical path of the application A;.

Application Completion Time Model

Given the scheduling configuration Clj = (N, Sm) for task Af, we define the task com-
pletion time model TC T(Clj ) comprising two primary components: the communication

latency model T¢! (CZ] ) and the processing duration model T”d(C{ ):
TCT(C]) = T (C)) + TP (C)). (6.3)

The communication latency model T¢ (CZ] ) represents the maximum time required

for data dependencies to be satisfied before task execution:

T9(Cl) = max TS (6.4)
AkepR(A]) Vit

where T¢ . indicates the time needed to transfer data from the server executing pre-
decessor task A to the server executing task A{ This time depends on both the data

transfer time T% = and the network propagation time Py v, between the respective

servers:
: g,f ot Pn;n,  if servers differ,
c k Cl
Te = 4 (6.5)
v if same server,

where A] and N are the servers in configurations C¥ and Clj respectively. The data

transfer time Tg£ o is calculated as:

_ DV (A e
where DV, ., (Af ) denotes the data volume for task A{: transmitted from the server in
configuration CF to the server in configuration Czj , and By v, represents the data trans-

mission rate between these servers.

The processing duration model TP? (CZ] ) defines the time required to execute task Af:
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on the assigned server and is calculated as:

. CC(AD
Tr(C)) = —— 717 6.7

)= Freg(hy) ©7
where C C(Af ) denotes the computational complexity (in required CPU cycles) for exe-
cuting task Af: and Freq(Ny) represents the CPU frequency of the assigned server N in
configuration le .

The completion time CT(C;) for the entire application A; is expressed as:
| A

CT(C;) = Y (TCT(Cl) x CP(AL)), (6.8)
j=1

where CP(.AZ: ) is the critical path indicator: 1 if task Af: is on the critical path of applica-

tion A;, and 0 otherwise.

For each scheduler S, let As, = {A;|A; is assigned to S,, } denote the set of appli-
cations assigned to that scheduler. The global optimization objective is to minimize the

sum of application completion times across all scheduling domains:

S|

mcinz Y. CT(C), (6.9)

m=1 A;€Ags,,

where C represents the collective scheduling decisions across all domains.

System Energy Consumption Model

The energy consumption function E(-) characterizes the total energy required to execute
applications across heterogeneous computing resources in a distributed environment.
For a task Af with scheduling configuration Clj = (Nk, Sm), the total energy consumption
E (Cl] ) consists of two components: the processing energy EP? (Cl] ) consumed during task
execution, and the communication energy E" (CIJ ) consumed when transmitting data to

successor tasks:
E(c]) = EM(C]) + (E™(C]) x ED(A)), 6.10)
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where E D(Af-' ) is a binary indicator: 0 if Ag is a terminal task with no successors, and 1
otherwise.
The processing energy model E"’d(C{ ) quantifies the energy consumed by the server

when executing the task:
EPY(Cl) = TP (Cl) x PP (AR), (6.11)

where T (Cl] ) is the processing duration obtained from the completion time model, and
PP4(Nj) represents the power consumption rate of server Ay during computation.
The communication energy model EC’”(CZ ) accounts for the energy expended when

transmitting output data to the servers hosting successor tasks:

DVCZ,CI? (A{)

E™(C]) = B
k/Ng

Alesu(Al)

X PN X 8(Ne, Ny), (6.12)

where:
. SU(A{ ) denotes the set of successor tasks of task A{
e C! = (N,,S,) is the scheduling configuration of a successor task .A!
. DVC{-, ¢! (.Af) represents the volume of data transmitted

* By, N, is the data transmission rate between servers

e P(Ny) denotes the power consumption rate of server Ny during data transmis-

sion
* §(Ny,Ny) is a binary indicator: 0 if N and NV are the same server, and 1 otherwise

The transmission power P (/) can be modeled as a constant value for each server
type or as a dynamic parameter that varies based on network conditions and transmis-
sion load.

The total energy consumption E(C;) for executing application 4; is calculated by
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summing the energy consumption of all constituent tasks:
Al

E(C) =Y E(C)). (6.13)
j=1

For each scheduler S,,, the global energy optimization objective is to minimize the

sum of application energy consumption across all scheduling domains:

min }° Y E(C), (6.14)

where C represents the collective scheduling decisions across all domains.

Weighted Cost Model

To address the multi-objective nature of scheduling in distributed environments, we de-
fine a weighted cost model that balances application completion time and system energy
consumption. For each application .4; with scheduling configuration C;, the weighted

cost model J(C;) is defined as:

CT(C;) — CT™in
CTmax _ CTmin

E(C;) — E™in
](Cz) = Kcost X + (1 - acost) X ﬁ/ (6.15)
where CT™" and CT™"* represent the minimum and maximum achievable completion
times, E"™" and E™ represent the minimum and maximum achievable energy con-
sumption values, and a5 € [0,1] is the weight parameter that controls the trade-off
between completion time and energy efficiency. Normalization is necessary because

completion time and energy consumption typically have different scales and units.

From a system-wide perspective, the global weighted cost optimization objective is

to minimize the sum of weighted costs across all scheduling domains:

min Yo Y J(C): (6.16)

m=1 A;€Ag,,
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This optimization problem is subject to the following constraints:

st Cl: [{Ni| (NG Sm) = €I} =1, V€ e ¢ (6.17)

c2: DVCI_k/C{(Af:),BM,Nk >0, VN, Ny €N,

VAl € A 6.18)
C3: Freq(Ng),Ram(Ny) >0, VN e N (6.19)
Ca: Y Y Ram(A]) x SO(A,N;)

Ai€Asy e

< Ram(Ny), VN; € Ny, VS € S (6.20)
C5: TCT(A¥) > TCT(A}) + Téxf.lcik,VA{ﬁ € PR(A¥) (6.21)
C6: 0 < tesr <1 (6.22)

Constraint C1 ensures that each task is assigned to exactly one server. C2 speci-
ties that data volume and bandwidth must be positive for all task communications. C3
defines lower bounds for server resources (CPU frequency and RAM). C4 ensures that
every server has sufficient RAM to process all tasks scheduled on it, where SO(A{,N k)
equals 1 if task Af is scheduled on server Ny and 0 otherwise. C5 enforces precedence
constraints, ensuring that a task can only start after its predecessors complete and the
necessary data is transferred. Finally, C6 restricts the weight parameter to values be-
tween 0 and 1.

This optimization problem presents significant challenges due to its non-convex na-
ture, time-varying constraints, and heterogeneous multi-domain environment. Tradi-
tional optimization methods and heuristic algorithms struggle with these complexities,
particularly when adapting to dynamic resource availability and handling cross-domain
interactions [290]. DRL offers a promising alternative by adapting to changing condi-
tions without requiring complete system knowledge. This approach allows us to formu-
late scheduling as a sequential decision process that naturally balances immediate and

long-term performance goals.

6.3.3 Deep Reinforcement Learning Formulation

To solve the optimization problem formulated in Section 6.3.2, we reformulate it as a

DRL problem where each scheduler S, learns an optimal scheduling policy through in-
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teractions with its environment. We model this as a Markov Decision Process (MDP)
defined by the tuple (S, A, P, R, ), where S represents the state space, A is the ac-
tion space, P denotes the state transition probability function that determines how the
system state evolves after executing an action, defined as P(s¢y1|st,a;) = Pr[Si1 =

St+1|St = st, Ay = at], R is the reward function, and v € [0, 1] is the discount factor.

State Space

In the multi-domain scheduling environment, the state observation for scheduler S, at

time step t is defined as a triplet:
syt = {SR}", AT", QT}"}, (6.23)

where:

e SR = {sry,s12, ..., ST| Nm\} represents the current status of all servers in domain m,
with each sr; including CPU utilization, CPU frequency, available memory, net-

work load, server type identifier (cloud, edge, or IoT), and bandwidth.

e AT!" = {aty,aty, ..., at;} describes attributes of the current task to be scheduled,
including task ID, application ID, required CPU cycles, memory requirements, and

data dependencies (predecessor tasks PR(A? ) and successor tasks SLI(.AZ:)).

* QT{" = {qt1,qt2, ..., qts} captures the task queue status, including waiting tasks,

execution status of predecessor tasks, and scheduling locations of configured tasks.

Action Space

For each scheduler S,,, the action at time step ¢ is defined as:
al' = {ngnp € Ny} (6.24)

This action represents the decision to schedule the current task on server n; within
domain m. The action space is discrete with cardinality equal to the number of available

servers in the domain.
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Reward Function

The reward function directly implements the optimization objective defined in Section 6.3.2,

providing feedback on scheduling decision quality. For scheduler S, the reward at time

step t is:

—J(C;)  if task execution succeeds,

e = (6.25)
penalty if task execution fails.

Here, J(C;) is the weighted cost model from Eq. 6.15, and the negative sign converts

our minimization problem into a reward maximization problem. The penalty for failed

executions encourages the agent to avoid decisions that lead to task failures.

Policy and Objective

The agent’s policy function defines the probability of selecting action 2 when observing
state s:

nt(als) = Pr[Ay = a|S; = s]. (6.26)

The ultimate goal of each scheduler S, is to learn a policy 7, that maximizes the

expected cumulative discounted reward:

*
Ty = argn}Tax]E

m

oo
Z 'ytr;”\nm] . (6.27)
t=0

This DRL formulation transforms our complex optimization problem into an itera-
tive learning process. However, the multi-domain nature introduces several challenges.
First, heterogeneity in resource characteristics and workload patterns leads to signif-
icantly different state distributions across domains. Second, the non-IID data across
domains makes direct policy sharing ineffective. Third, domain-specific constraints and
varying computational capabilities necessitate adaptable model architectures. In the fol-
lowing section, we introduce our Knowledge Distillation-empowered Adaptive Feder-
ated Reinforcement Learning (KD-AFRL) framework, which addresses these challenges

while enabling collaborative learning across domains.
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6.4 KD-AFRL Framework

The KD-AFRL framework addresses challenges in multi-domain scheduling by combin-
ing federated learning with knowledge distillation techniques.

The KD-AFRL framework operates across M scheduling domains {81, 82, ... Sm},
where each domain S, possesses different computational resources N,,, and workload
characteristics. The framework addresses several key challenges in multi-domain rein-

forcement learning through three principal mechanisms:

* Resource-Aware Hybrid Model Architecture Generation addresses device het-
erogeneity by adapting DRL model complexity to match the computational ca-
pabilities of each domain’s devices, enabling participation in federated learning

regardless of resource constraints.

¢ Privacy-Preserving Environment-Clustered Federated Learning enhances feder-
ated learning by identifying similar domains through differentially-private en-
vironmental features, addressing the non-IID challenges in distributed environ-

ments.

¢ Environment-Oriented Cross-Architecture Knowledge Distillation complements
the federated framework by enabling knowledge transfer between heterogeneous
models based on environmental similarities, allowing resource-constrained de-

vices to benefit from complex models without sharing raw data.

It is worth emphasizing that these three mechanisms are not merely integrated but
form a synergistic closed loop to resolve the coupled triple heterogeneity. The Resource-
Aware Hybrid Architecture Generation (Section 6.4.1) solves resource constraints but
creates architectural barriers; the Environment-Oriented Cross-Architecture Knowl-
edge Distillation (Section 6.4.3) bridges these barriers to enable knowledge transfer;
and the Privacy-Preserving Environment-Clustered Federated Learning (Section 6.4.2)
guides both federated aggregation weights and KD teacher selection based on environ-
mental similarity, preventing negative transfer from incompatible domains. This co-
design ensures that heterogeneous domains can collaborate effectively despite their re-

source, data, and architectural disparities.
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6.4.1 Resource-Aware Hybrid Architecture Generation

To address device heterogeneity across domains while enabling collaborative learning,
KD-AFRL incorporates a resource-aware model architecture generation mechanism that
creates hybrid neural network structures combining standardized shared foundational

zones with personalized adaptation zones, as shown in Fig. 6.2.

MECHANISM I: RESOURCE-AWARE HYBRID ARCHITECTURE GENERATION

Domain S1 Domain S2 Domain Sy
Computational Capability Computational Capability Computational Capability
Assessment: Assessment: Assessment:
3 k hi—pi 2 k hi—pi 2 k Y —pi
H1=Zi=1wi'6( m“) HZ:E;’:N‘”'”( a,“) HM:Z.‘:l“’i'”( rn“)
Dual-Zone Architecture Dual-Zone Architecture Dual-Zone Architecture
Shared Zone 3ha7ed Shared Zone 63"red Shared Zone 833274

()
o

Personal Zone 67" Personal Zone

Personal Zone 677"

Figure 6.2: Resource-aware hybrid architecture generation mechanism showing compu-
tational capability assessment and dual-zone architecture design across heterogeneous
domains.

Multi-Dimensional Computational Capability Assessment

To enable precise and adaptive tailoring of model architectures, we quantify each sched-
uler’s computational capability through a comprehensive resource profiling mechanism.

For a scheduler in domain S, its capability is represented by the vector H,, € R*:

Hy, = [W, 1y, .., hT, (6.28)

where each dimension corresponds to a critical computational resource, such as CPU
cores, CPU frequency (GHz), memory capacity (MB), and network bandwidth (Mbps).

To reflect real-time resource availability, we incorporate dynamic utilization effects:
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W' = ;- B (1 B, util). (6.29)

Here, a; is a weight coefficient for resource i, h;.”’smﬁc denotes the scheduler’s inher-
ent capability, B; is a sensitivity factor capturing the impact of utilization (set to 0 if the
resource dimension does not have an associated utilization metric), and util}” is the cur-
rent utilization ratio. This formulation ensures that as resource utilization increases, the
effective capacity diminishes proportionally, capturing transient resource constraints in
dynamic environments.

We compute a scheduler’s comprehensive capability score via a standardized non-

linear aggregation:

k mo__ 4.
szzw,aC”%>, (6.30)
i=1

Ui
where o(-) is the sigmoid function, y; and o; are the mean and standard deviation of
resource i across all schedulers, and w; denotes its importance weight. This standard-
ization ensures fair cross-resource comparison, while the sigmoid mapping provides

robustness to outliers and maintains sensitivity across diverse resource scales.

Dual-Zone Architecture Design

To enable federated learning while accommodating resource heterogeneity, each do-
main’s model is partitioned into a dual-zone structure with shared foundational zones
(participating in federated aggregation) and personalized adaptation zones (retained lo-

cally):

O, = {OShared QFTeY, (6.31)

The shared foundational zone 85" is selected from K, predefined architecture types
to ensure federated aggregation compatibility, while the personalized adaptation zone
6);" is tailored to exploit remaining computational resources for domain-specific opti-
mization. This design bears resemblance to personalized federated learning (pFL) [291,

292], which partitions models into shared and personalized components to address non-
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IID data. However, our framework targets a fundamentally different challenge: compu-
tational resource heterogeneity. Unlike pFL methods that assume identical shared ar-
chitectures across clients, we introduce K, architecture types where only structurally
compatible domains aggregate, complemented by cross-architecture knowledge distil-
lation for heterogeneous knowledge transfer.

Shared Foundational Zone Selection: Based on the capability score H,,, domain m

is assigned to one of K, predefined shared architecture types using a capability-based

mapping;:

Typem = min (H:Im ’ Karch—|rKarch) . (6.32)

This mapping function divides the normalized capability range [0,1] into K., equal
intervals, where each interval corresponds to a specific shared architecture type. The
ceiling function [-] ensures integer type assignment, while the min(-, K,;) operation
prevents exceeding the maximum type number. For example, with K., = 3 types and
a capability score H,, = 0.7, the assignment becomes Type, = min([0.7 x 3],3) =
min([2.1],3) = min(3,3) = 3, assigning the domain to the most complex shared archi-
tecture type.

Personalized Adaptation Zone Design: The personalized adaptation zone leverages
the domain’s computational capability to provide domain-specific optimization. The

zone’s architecture scales proportionally with the capability score:

depth, .
gmep P = (dmin + &gpen - Hip - (dmax - dmin)—lz (6.33)
idth, N
(9%1 Per = (wmin + gpen - Hin - (wmax - wmin)—‘/ (634)
where geepipers represents the number of layers in the personalized zone, uithipers o

notes the number of neurons per layer, dmin, @max, Wmin, and Wmax define the architec-
tural parameter ranges, and a,,.; € [0, 1] is a scaling factor that controls the personalized
zone’s complexity relative to the domain’s total computational capacity.

The detailed procedure for resource-aware hybrid architecture generation is outlined

in Algorithm 6.1. The algorithm first assesses each domain’s computational capability
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through multi-dimensional resource profiling, then assigns appropriate shared architec-
ture types based on capability scores, and finally designs personalized adaptation zones
scaled according to available computational resources. This ensures optimal resource
utilization while maintaining federated learning compatibility. The computational com-
plexity of this algorithm is O(M - k), where M is the number of domains and k is the
number of resource dimensions. The initialization phase computes resource statistics
across all domains in O(M - k) time, while the architecture generation phase processes
each domain independently with constant-time operations per domain. This linear com-

plexity ensures scalability to large-scale multi-domain deployments.

6.4.2 Privacy-Preserving Environment-Clustered Federated Learning

Traditional federated learning assumes that all participating domains share similar data
distributions, which rarely holds in practice for multi-domain IoT scheduling environ-
ments. Different scheduling domains often exhibit distinct workload patterns, resource
characteristics, and environmental dynamics, leading to significant performance degra-
dation when directly applying conventional federated averaging. To address this chal-
lenge, KD-AFRL incorporates a privacy-preserving environment-clustered federated learn-
ing mechanism that identifies similar scheduling domains while protecting sensitive op-
erational information, and coordinates the training of hybrid dual-zone architectures, as

shown in Fig. 6.3.

Privacy-Preserving Environment Feature Modeling

To enable meaningful similarity assessment across scheduling domains, we extract com-
prehensive environment features that capture the operational characteristics of each do-
main. For scheduler S, the environment feature vector F,, € R? is constructed from
two key dimensions:

Resource Characteristics: These features capture the computational landscape of
domain m, including the mean and variance of CPU and memory utilization, inter-
server communication bandwidth, and energy consumption (average power per com-

putational unit).



6.4 KD-AFRL Framework 233

Workload Patterns: These metrics characterize application workload dynamics, in-
cluding the ratio of average task count to application count, standard deviation of com-
pletion times, average task arrival rate, and average dependency ratio in DAG struc-
tures.

To protect sensitive operational information while enabling collaborative learning,
we implement a differential privacy mechanism by adding calibrated noise to the envi-
ronment features:

Fin = Fm + Em, (6.35)

where &, ~ L£(0,1/€) is zero-mean Laplace noise calibrated to ensure e-differential
privacy, with € controlling the privacy level (smaller € provides stronger privacy protec-

tion).

Algorithm 6.1: Resource-Aware Hybrid Architecture Generation

M
m=1/

Input: Resource capabilities { Hy,
scaling factor «

Output: Final hybrid architectures {Hm}%zl with type assignments

/+ Initialization */

architecture parameters K¢, @min, max, Wmin, Wmax,

1 Initialize predefined shared architectures {Gf(h”’ed }f;”l” and parameter ranges
2 Compute resource statistics y; and o0; across all schedulers for each resource dimension

/* Architecture Generation */
3 for each scheduler m = 1,2,..., M do
4 Calculate normalized capability score Hy,
5 Assign shared architecture type:
6 Type,, = min([Hy - Karen |, Karen)
7 Select corresponding shared foundational zone:
8 gshared _ gshared
m Type,,
9 Design personalized adaptation zone using capability-based scaling:
depth, A
10 gmep P = [dmin + & - Hp - (dmax — dmin) |
idth, A
u 93}1}1 e = [Wmin + & - Hy + (Wmax — Wmin) |
12 Set final architecture:
13| Oy = {O5red 0"}
14 end for

-

5 return Final hybrid architectures {Gm}fle with type assignments

Environment Clustering and Similarity Assessment

Given the privacy-preserving environment features { %1, 55, ..., Fu} from all participat-

ing domains, the central server performs K-means clustering to identify groups of sim-
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MECHANISM II: PRIVACY-PRESERVING ENVIRONMENT-CLUSTERED FEDERATED LEARNING

Domain S1 Domain S2 Domain Sy
Unified Local Training: Unified Local Training: Unified Local Training:
67" = 67 — 1,V L1vemt 07°! = 67° — 03V Lioeat 0t = 05 — NV Liocar
Privacy-Preserving Environment Privacy-Preserving Environment Privacy-Preserving Environment
Feature Modeling Feature Modeling Feature Modeling
Differentially Private Differentially Private Differentially Private
Environment Features: Environment Features: Environment Features:

Fi=F1+& Fa=F2+& Fm=Fm+E&m
Environment Clustering and Similarity Assessment based on K-means:
dij = ||Fi — Fjll2
Cluster C1 Cluster C2 ‘ ------ ’ Cluster Cy

T

Shared Zone Federated Aggregation based on Cluster Similarity:
oshared,r+1 Y wppliharedr
il = £WmnTn

> Wmn

Figure 6.3: Privacy-preserving environment-clustered federated learning mechanism il-
lustrating unified local training, differential privacy protection, environment clustering,
and shared zone aggregation.

ilar scheduling environments. The similarity between domains is measured using Eu-
clidean distance:

dij = [|Fi — Fjlla- (6.36)

This partitions the domains into U clusters {Cy, Cy, ..., Ci }. Despite the added Laplace
noise for privacy protection, the clustering remains effective as the noise has zero mean

and gets averaged out during the iterative process.

To handle the dynamic nature of scheduling environments, we implement a drift-

based adaptation mechanism. We periodically compute the drift for each domain:

Driftly) = || F\) — Fu=47),. (6.37)
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When the maximum drift across all domains exceeds the threshold:

max Driftg,:) > Tarift, (6.38)

m

we trigger re-clustering to ensure that domains with substantially changed environ-

ments are appropriately reassigned to better-matching clusters.

It is important to clarify that differential privacy and environment clustering serve
two independent purposes in our framework. Differential privacy protects sensitive op-
erational information of each domain by adding calibrated Laplace noise to environment
features, preventing privacy leakage during the clustering and federated learning pro-
cess. Environment clustering, operating on these privacy-protected features, addresses
the non-IID data challenge by grouping domains with similar workload patterns and
resource characteristics, enabling more effective collaboration among compatible do-
mains. These two mechanisms work complementarily but address distinct concerns:

privacy protection and heterogeneity mitigation respectively.

Dual-Zone Coordinated Learning Strategy

Based on the clustering results and the hybrid dual-zone architectures, we design a co-
ordinated learning strategy that combines unified local training with shared zone fed-
erated aggregation. During local training, both shared and personalized zones are opti-
mized using domain-specific data, while only shared zones participate in cross-domain

knowledge sharing through federated aggregation.

Unified Local Training: During local training phases, each domain performs gra-
dient updates on the complete dual-zone model using local data. The training follows
standard forward and backward propagation: the input passes through the shared zone
then the personalized zone to produce the output. Gradients backpropagate through
both zones, updating all parameters 6,, = {9%“‘”‘1, Gf,’frs} simultaneously. The training

process is formalized as:

G:y;e+1 - G:r'le - ﬂmVGm ﬁlocal(eyrﬁe)/ (639)
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where 0;;° represents the complete model parameters for domain m at round r and lo-
cal epoch e, 7, is the learning rate for domain m, and L, is the local loss function
computed on domain m’s data using the complete dual-zone model.

Shared Zone Federated Aggregation: After local training, only the shared founda-
tional zones 65" participate in federated aggregation, grouped by their architecture
types. Domains with the same shared architecture type (determined by Type,,) can di-
rectly aggregate their learned parameters through weighted averaging.

For domain m belonging to environmental cluster C;, the similarity weight with re-

spect to any other domain 7 is computed as:

exp (—(;'2;3 if Type,, = Type,, and n € Cj,
j
Wmn = ,Bfed - exp 2:5':;“1) if Typen = Typem and n é C.’ (640)
0 lf Typen # Typem/

where a]-z is the intra-cluster variance within cluster C;, (Tél obal 18 the global variance across
all domains, and B .4 € [0, 1] is a cross-cluster damping factor that reduces the influence
of domains from different environmental clusters. The variance terms crjz and ‘nglobal
serve as adaptive scaling factors that normalize distances relative to their respective
typical scales (intra-cluster and global), ensuring appropriate weight calibration across
different cluster densities and domain distributions.

This weight assignment ensures that: (1) only domains with identical shared archi-
tecture types can participate in parameter aggregation; (2) domains within the same
environmental cluster have higher influence on each other; and (3) cross-cluster knowl-
edge sharing is maintained but appropriately dampened to prevent interference from
dissimilar environments.

The aggregated shared zone parameters 651 for domain m at round r + 1 are

computed as:
. Gshared,r
n

M
eshared,rJrl o Zn=1 Wmn
m - M
Zn:l wmn

The detailed procedure for the privacy-preserving environment-clustered federated

(6.41)

learning is outlined in Algorithm 6.2. The algorithm first performs environment cluster-

ing with differential privacy protection, then alternates between local training (where
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Algorithm 6.2: Privacy-Preserving Environment-Clustered Federated Learning

Input: Environment features { %, }X._ |, hybrid architectures {6,,}L_,, privacy budget €, number

of clusters U, drift threshold 7y;f;
Output: Cluster assignments {C, }!L ., trained models {g5red, /7" 1M

u=1’ m=1
/+ Initial Environment Clustering */
1 for each domain m = 1,2,..., M do in parallel
2 Extract environment features ]-',(,,O)
3 Generate privacy-preserving features:
o | FY = FY 4 &, where &, ~ £(0,1/¢)
5 Send .7:',(,,0> to central server

¢ end forpar

7 Perform K-means clustering on {ﬁ,$1°>} to obtain initial clusters {C, }U_,

/* Dynamic Dual-Zone Federated Learning x/
8 for communication roundr = 1,2,...,R do
9 for each domain m do in parallel
10 for local epoche = 1,2, ..., Ejpy do
1 Update complete model:
12 Gm — 9m — ﬂmvemﬁlocal
13 end for
14 end forpar
15 if r mod Tf,y = O then
/* Environment Drift Detection and Re-clustering x/
16 for each domain m do in parallel
17 Extract current environment features }',SI)
18 Generate privacy-preserving features:
1 F) = B+t
20 Send ﬁ,ﬁj) to central server
21 end forpar
22 for each domain m do
23 Compute drift:
. . (1T
’ Driftyy) = |7 = F |l
25 end for
26 if max;;, Drift% ) > Tarift then
27 Update clusters:
28 Perform K-means clustering on {.7:',51r)} to obtain updated {C, }*L,
29 end if
/* Federated Aggregation */
30 for each domain m do in parallel
31 Send locally-trained 65197 to central server
32 end forpar
33 for each domain m do
34 Compute similarity weights wy,, using current clusters {C, }
35 Aggregate shared parameters:
shared,r+1 _ YN w037
36 em o E;I:A:] Win
37 end for
38 Send aggregated gsharedr+1 back to each domain m
39 end if
40 end for
#1 return Final cluster assignments {C,, }!L , trained models {657, b M,
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both zones learn from local data) and federated aggregation for shared zones (with
similarity-weighted parameter averaging based on environmental compatibility). This
approach enables collaborative learning among similar domains while preserving domain-
specific adaptations and protecting sensitive operational information. The computa-
tional complexity comprises four main components. The initial clustering phase requires
O(M-U -d-I) operations, where M is the number of domains, U is the number of clus-
ters, d is the feature dimension, and I is the number of K-means iterations. The local
training phase has complexity O(R - M - Ejy¢y - Cgmd) across R communication rounds
with Ej,cq local epochs, where Cg,4 represents the gradient computation cost. The feder-
ated aggregation phase, executed |R/Tf.q] times, involves similarity weight computa-
tion with O(M?) operations (or O(M?2d) if based on feature distances) and weighted pa-
rameter averaging with O(M? - [6°"97¢4|) operations, yielding a total of O(| R/ Tfeq] - M? -
|6h7ed|) - The environment drift detection incurs O(|R/Tfeq] - M - d) cost, with condi-
tional re-clustering adding O(M - U - d - I) per occurrence when drift exceeds the thresh-
old Tgif¢. The communication complexity is O (| R/ Tfeq] - M - (2|6%hared| 4 d) 4+ M - d) for
bidirectional shared parameter transmission and privacy-preserving feature uploads. In
summary, the overall computational complexity is O(R - M - Ejpcq - Corad + IR/ Tfedj .
M? . |gshared| 4 (1 4+ Ny) - M- U - d - I), where N, denotes the number of re-clustering
events. In practice, since Cgqq > |gshared| > d and M is typically small, the local
training term dominates, simplifying the effective complexity to O(R - M - Ejocar  Coraa)-
The additional overhead from environment clustering and similarity-weighted aggrega-
tion remains marginal relative to the gradient computation cost. Regarding the correct-
ness of dual-zone architecture training, this partial aggregation approach has theoreti-
cal grounding in personalized federated learning literature. Studies such as [291] and
[292] have shown that, models with shared and personalized components can achieve
convergence guarantees under non-IID data distributions. The key principle is that al-
lowing personalized components to remain local helps mitigate domain-specific biases
in the shared component while facilitating knowledge transfer across compatible do-
mains. Our dual-zone training strategy follows this principle: gradients flow through
both zones during local optimization, but only the shared zone participates in cross-

domain aggregation.
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6.4.3 Environment-Oriented Cross-Architecture Knowledge Distillation

While privacy-preserving environmental clustering federated learning enables collabo-
ration among domains with identical shared architecture types, domains with different
architecture types cannot directly participate in parameter aggregation due to structural
incompatibility, preventing resource-constrained domains from benefiting from knowl-
edge gained by more capable domains. To address this challenge, KD-AFRL introduces
an environment-oriented cross-architecture knowledge distillation mechanism that en-
ables knowledge transfer between domains with heterogeneous model architectures
while considering environmental similarities, as shown in Fig. 6.4. This mechanism
enables effective knowledge transfer between models with heterogeneous architectures,
allowing small models on resource-constrained devices to achieve near-comparable per-

formance to larger models.

MECHANISM III: ENVIRONMENT-ORIENTED CROSS-ARCHITECTURE
KNOWLEDGE DISTILLATION

Domain S1 Domain S2 Domain Sy

Shared Zone g;hred Shared Zone 93""¢d Shared Zone @327t

Top-K Teacher-Student Architecture Pairing:
.

Tractected — TopK ({n|Typen > Typem,exp(—222) > Teny}, K)

@

Domain S1 Pairing ‘ Domain S2 Pairing =~ | === -« Domain Sy Pairing

G

Soft Target Generation with Temperature Scaling:
soft ) — _ exP(Queacher (s,a)/7)
wteacher(a‘s’ T) - m

G

Multi-Teacher Distillation Loss:

distill _ \~k EnvComp(miteacher;) ... ppolicy v s value]
Ligtal = 2i=1 3, EnnGomp(m feacheryy * [OdistitLxcp” + (1 — caistin) Lxp]s

Figure 6.4: Environment-oriented cross-architecture knowledge distillation mechanism
demonstrating Top-K teacher-student pairing and multi-teacher distillation process.
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Top-K Teacher-Student Architecture Pairing Strategy

The knowledge distillation process operates through teacher-student relationships, where
domains with more complex architectures (teachers) transfer knowledge to domains
with simpler architectures (students). Given K,,.;, predefined shared architecture types
ranked by complexity, we establish a Top-K teacher-student pairing strategy.

For a domain S, with architecture type Type,,, its potential teacher set 7,, includes
all domains with higher complexity architecture types in the same or similar environ-

mental clusters:

Tw = {n | Type, > Type,,, EnvComp (1, 1) > Teno}, (6.42)

where EnvComp(m,n) denotes the environmental compatibility between domains m

and n:

2
2Uglobal

EnvComp(m,n) = exp <— Do ) , (6.43)
and Teny € [0,1] is a threshold parameter controlling the minimum environmental simi-
larity required for teacher-student pairing.

The server automatically establishes distillation pairing relationships based on model
architecture complexity. Based on complexity ranking, each student model selects the
Top-K models with higher complexity as its teacher set. The teacher selection strategy is

defined as:

Tselected — TopK (T, K) . (6.44)

Soft Target Knowledge Distillation Mechanism

The core challenge of cross-architecture knowledge distillation lies in transferring strate-
gic knowledge between models with different structural configurations. We design a
soft target-based dual-level knowledge distillation method that achieves cross-architecture
knowledge transfer through the transmission of policy distributions and value esti-
mates.

Temperature-Regulated Soft Target Generation: To capture the complete decision
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knowledge of teacher models, we employ temperature regulation techniques to generate
soft targets. For a given state s;, the teacher model’s raw Q-value output is Qeqcper (St, a)-
By introducing a temperature parameter Ty,,, we convert these Q-values into a softened

probability distribution:

eXp(Qteucher (St/ LZ) /Ttemp>

soft .
YweA eXP(Qreacher(St,a') /Ttemp) .

Tteacher (El |St; Ttemp)

(6.45)

The temperature parameter Ty, controls the smoothness of the distribution and
the granularity of knowledge transfer: when T, > 1, the probability distribution
becomes more smooth, reducing the dominance of optimal actions and enabling the
student model to learn the teacher’s relative preferences for suboptimal actions, which
helps transfer richer decision knowledge; when T, = 1, it degrades to the standard
softmax distribution.

Policy Knowledge Distillation: The student model learns the policy distribution by

minimizing the Kullback-Leibler divergence with the teacher’s soft targets:

policy soft .
‘CKD - IE:StNDstudent [DKL (nteacher(alst’ Ttemp)

(6.46)
| nstudent(alst?rtemp))} x TtZemp/

where the Tfemp term is a gradient compensation factor to maintain consistent loss scaling
across different temperature values.

Value Function Knowledge Transfer: In addition to policy distributions, value func-
tions contain important estimation information about long-term rewards. The value

function distillation loss is defined as:

E%all)ue = IEswasmdﬂm |:<Vteucher(5t> - Vstudent(st))z] . (64’7)

Adaptive Distillation Loss Balancing: To balance the contributions of policy distil-
lation and value function distillation, the complete distillation loss function for student

domains is:

o policy 1
Laistin = &aistin - Lxp ~ + (1 — agistinn) - LD (6.48)
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where a1 € [0,1] is a balancing parameter.

Environmental Compatibility-Oriented Multi-Teacher Distillation Strategy

Considering the environmental differences between different domains, we design an
environmental compatibility-based multi-teacher distillation strategy.

Teacher Weight Assignment: Considering the environmental differences between
different domains, we design an environmental compatibility-based teacher weight as-
signment strategy. For student model m, the weight of its i-th teacher is based on envi-

ronmental similarity:

EnvComp(m, teacher;)

i (6.49)

B Z;-‘Zl EnvComp(m, teacher;)’

This design ensures that teachers with similar environments receive higher weights,
as knowledge from teacher models in similar environments is more easily transferred to
student models.

Training Episode Allocation: The distillation training episodes for different teachers

are adaptively allocated based on their environmental compatibility:

E; = Epsse - (1 + Buistin - EnvComp (m, teacher;)), (6.50)

where Ep, is the base training episodes and By is an adjustment parameter. This
design ensures that teachers with similar environments receive more training episodes.
Multi-Teacher Loss Aggregation: Based on environmental compatibility weights,

the total distillation loss is:

k
distill _ i
Lot =Y wi Ly, (6.51)
im1

where £, ., is the distillation loss from the i-th teacher.

The complete cross-architecture knowledge distillation process is outlined in Algo-
rithm 6.3. The algorithm first establishes teacher-student pairings based on architecture
complexity and environmental compatibility, then performs multi-teacher distillation

where each student learns from multiple teachers with weights and training episodes
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allocated according to environmental similarity. This ensures that students prioritize
learning from teachers in similar environments while still benefiting from diverse archi-
tectural knowledge. The computational complexity consists of two phases. The teacher-
student pairing phase requires O(Mlog M + M?) operations, where O(Mlog M) ac-
counts for sorting domains by architecture complexity and O(M?) accounts for com-
puting pairwise environmental compatibility and performing Top-K selection for each
student. The multi-teacher distillation phase has complexity O(Rgp - (M —1) - K+ Epgg, -
Caistinn), where Rgp is the number of distillation rounds, (M — 1) is the number of stu-
dent models (excluding the most complex model), K is the maximum number of teach-
ers per student, Ey,;, is the base training episodes, and Cy;sii; represents the per-episode
distillation cost including forward passes through both teacher and student networks
and gradient computation. Note that the variable episode count E; = Ejs, - (1 + Baistinr -
EnvComp(m;, m;)) introduces a bounded multiplicative factor (1 + Bgistiyy) that is ab-
sorbed into the asymptotic notation. The parallel execution of distillation across stu-
dents (indicated by ForPar) reduces the practical wall-clock time to O(Rkp - K - Ejpgge -
Caistinn) when sufficient computational resources are available, making the framework

scalable to large multi-domain deployments.

6.5 Performance Evaluation

This section introduces the experimental setup, hyperparameter tuning configurations,

and comprehensive experiments to evaluate KD-AFRL performance.

6.5.1 Experiment Setup

This subsection describes the distributed multi-domain experimental environment, IoT

application workloads, and baseline techniques.

Practical Experiment Environment

To evaluate the effectiveness of KD-AFRL in realistic heterogeneous multi-domain envi-

ronments, we establish a distributed experimental infrastructure consisting of 10 inde-
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Algorithm 6.3: Environment-Oriented Cross-Architecture Knowledge Distilla-
tion

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25
26
27
28
29
30

Input: Domains with architectures {6, }2L_,, architecture types {Type,, }’ ,, environmental

compatibility threshold Ten», number of teachers K, base temperature Trep, adjustment
parameter B;q1i;, balancing parameter ;g
Output: Enhanced models {6,, }M, through knowledge distillation
/* Initialize Top-K Teacher-Student Pairing */
Sort by model architecture complexity in descending order: {my,my, ..., mps}
for each student model mj, j=2toMdo
Tm; = {m;li < j,EnvComp(mj,mi) > Tony
mf/ected — TOPK(ij/ K)
end for
/* Multi-Teacher Knowledge Distillation Training */
for each distillation round r = 1,2,..., Rxp do
for each student model m; do in parallel
for each teacher m; € T,,s,fl“t"d, i=1tokdo

Set training episodes:
E; = Epgse - (1 + Buaistinn - EnvComp(m;, m;))
Compute teacher weight:
Wi — EnvComp (11;,m;)

! ) EnvComp (m;,m;)
for training episode e = 1 to E; do
Obtain teacher targets:

t
nf:;chgr (61 | S; Ttemp)/ Vteacher (S)

Compute policy distillation loss:

policy,i soft 2
‘CKD - DKL(nteucher H nStudﬁ”f) X Ttemp
Compute value distillation loss:

value,i __ 2
EKD - | |Vteucher - student' |
Compute single teacher loss:

i _ policy,i value,i
'Cfﬁstill = Qdistill 'CKD + (1 — agjstin) - £1(13
Accumulate weighted loss:

distill 4 _ .. pi
Liotal T = Wi+ Lo

total
end for
end for
Update student model:
estudent — estudent - I’Istudentvesm,ig,,,K{tjg?;l)ll
end forpar
end for

return Enhanced models {6, }%:1
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Figure 6.5: KD-AFRL experimental environment

pendent scheduling domains across different geographical locations and infrastructure
providers, as shown in Fig. 6.5. Each domain operates as an autonomous entity with an
independent scheduler responsible for resource management and workload scheduling,
containing various combinations of cloud servers, edge servers, and IoT devices to form
a heterogeneous Cloud-Edge-IoT computing environment.

At the Cloud layer, we deploy instances from different cloud service providers, in-
cluding Nectar Cloud instances (AMD EPYC processors, configurations ranging from 2
cores @2.0GHz 8GB RAM to 32 cores @2.0GHz 128GB RAM), AWS Cloud instances (In-
tel Xeon processors, configurations ranging from 1 core @2.4GHz 1GB RAM to 16 cores
@2.5GHz 64GB RAM), and Microsoft Azure Cloud instances (Intel Xeon processors, con-
figurations ranging from 1 core @2.3GHz 1GB RAM to 24 cores @2.4GHz 96GB RAM). At
the Edge layer, we configure various edge computing devices, including devices based
on M1 Pro processors (8 cores, 16GB RAM), devices equipped with Intel Core i7 pro-
cessors (8 cores @2.3GHz, 16GB RAM), Intel Core i9 processors (8 cores @2.5GHz, 32GB
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RAM), and Intel Core i5 processors (6 cores @2.8GHz, 8GB RAM) with different config-
urations. At the IoT layer, we deploy Raspberry Pi devices (Pi OS, Broadcom BCM2837
quad-core @1.2GHz, 1GB RAM), virtual machines and Docker containers equipped with
webcams and IP cameras.

The network connections exhibit realistic latency and bandwidth variations, reflect-
ing real-world deployment scenarios. The latency between IoT devices and edge nodes
ranges from 1-6ms with bandwidth of 10-25 MB/s. Network characteristics between
IoT devices and cloud nodes vary by cloud service provider: latency with Nectar cloud
servers ranges from 6-12ms with bandwidth of 14-20MB/s; latency with AWS cloud
servers ranges from 15-25ms with bandwidth of 15-22MB/s; latency with Microsoft
Azure cloud servers ranges from 7-15ms with bandwidth of 15-21MB/s. Communica-
tion latency between edge nodes and cloud nodes ranges from 6-25ms with bandwidth
of 15-22MB/s. For energy monitoring, we use the eco2AT [246] to implement accurate
real-time power measurement. In Equation 6.15, we set the weight parameter aos; to 0.5

to balance response time and energy consumption optimization objectives.

IoT Application Workloads

To rigorously evaluate KD-AFRL under diverse computational conditions, we construct

a heterogeneous IoT workload suite that reflects real-world deployments:

* AudioAmplitudeMonitor: real-time amplitude tracking implemented with 1ibrosa

[293]; workload scaled by analysis-window length.

o TextSentimentAnalysis: sentiment inference on text using TextBlob [294] and NLTK

[295]; workload scaled by text-block size.

* SpeechRecognition: speech-to-text inference combining torchaudio [296] and a

lightweight Transformer decoder; workload scaled by audio-chunk length.

* DataCompressionService: lossless compression with z1ib [297]/gzip [298]; work-

load scaled by file size and compression level.

* ImageProcessor: batch image filtering and resizing using PIL [299] and OpenCV
[300]; workload scaled by batch size.
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* HealthTracker: activity recognition via TensorFlow Lite [301, 302] pose estima-

tion; workload scaled by sampling rate and model capacity.

 FaceDetection: face detection on streaming video with OpenCV [300] and MediaPipe

[303]; workload scaled by frame resolution and detection frequency.

* ColorTracking: HSV-based colour tracking for AR overlays using OpenCV [300];

workload scaled by frame rate and tracking-window size.

* FaceAndEyeDetection: cascaded face-and-eye detection with landmark refinement
using OpencCV [300] and d1ib [304]; workload scaled by input resolution and cas-
cade depth.

¢ VideoOCR: video text spotting (detection + recognition) with EasyOCR [305] and
OpencCV [300]; workload scaled by clip length and model precision.

By systematically sweeping each application’s dominant parameters (e.g., window
length, batch size, model precision), we generate diverse IoT applications that span the
tull spectrum of resource footprintscovering I/ O-bound, CPU-bound, memory-intensive,
GPU-accelerated, and network-constrained characteristicsthereby exercising KD-AFRL

across realistic deployment scenarios.

Environmental Heterogeneity Characterization

To characterize the Non-IID nature of our multi-domain deployment, we quantify the
environmental diversity using the feature vectors defined in Section 6.4.2. We compute
the Euclidean distance between all domain pairs based on their environmental features
(including resource characteristics and workload patterns). After standardization, the
analysis reveals an average inter-domain distance of 1.45 with a standard deviation of
0.62. The distance distribution ranges from 0.48 (most similar domain pair) to 3.12 (most
dissimilar domain pair), demonstrating that our experimental environment naturally
encompasses substantial heterogeneity across multiple dimensions including resource
capacity, network characteristics, and workload patterns. This quantitative analysis con-

firms that our practical deployment spans the complete spectrum from high similarity
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to significant differences, validating the presence of realistic Non-IID conditions in our

evaluation.

Baseline Techniques

We implement KD-AFRL and all baseline techniques on the ReinFog platform [31] to
ensure consistent experimental conditions. ReinFog is a modular platform for DRL-
based resource management that supports both centralized and distributed techniques.
To comprehensively evaluate the effectiveness of KD-AFRL, we adapt four representa-
tive state-of-the-art techniques to our multi-domain Cloud-Edge-IoT computing envi-

ronment:

* AFO: The adapted version of the technique proposed in [124]. This technique
employs federated DRL for task offloading. We adapted it by modifying its ar-
chitecture and resource allocation models to operate in our heterogeneous Cloud-
Edge-IoT computing environments. Additionally, we revised its reward function

to align with our optimization objectives.

¢ TF-DDRL: The extended version of the technique proposed in [54]. This technique
employs Transformer-enhanced distributed DRL based on IMPALA for IoT appli-
cation scheduling in heterogeneous edge and cloud computing environments. We

extended its architecture to support multi-domain scheduling scenarios.

¢ ADTO: The adapted version of the technique proposed in [288]. This technique
employs A3C to solve the task offloading problem. We adapted its architecture
to suit our multi-domain Cloud-Edge-IoT task scheduling problem. We also up-
dated its reward function to align with our optimization objectives. Additionally,
as A3C is commonly used in current literature ([27, 239, 257, 289]), ADTO provides

a representative benchmark for evaluating A3C-based solutions.

* DRLIS: The extended version of the technique proposed in [26]. This technique
employs a centralized DRL agent based on PPO for IoT application scheduling.

We extended its reward function to align with our optimization objectives. As
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PPO is a policy gradient (PG) algorithm with superior training stability and sam-
ple efficiency [102], and given that PG algorithms are commonly used in current
literature ([233, 234, 284, 285]), DRLIS provides a representative benchmark for

evaluating PG-based solutions.
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Figure 6.7: Convergence performance analysis during evaluation phase

6.5.2 Hyperparameter Configuration

We conducted systematic hyperparameter tuning using grid search with cross-validation
for each domain. Learning rates and discount factors are optimized per scheduler. Table
6.2 summarizes the key hyperparameter settings. Baseline methods use identical tuning

procedures.



250 Knowledge Distillation-empowered Federated RL Framework

Table 6.2: The key hyperparameters setting for KD-AFRL

Parameter Value Parameter Value
Learning Rate 1 [0.0001, 0.01] | Privacy Budget e 1.0
Discount Factor y [0.8,0.99] Drift Threshold 4, £ 0.1
Architecture Types K,,¢;, | 8 Environmental Threshold 7., | 0.6
Network Layers [2,10] Temperature Tepp 3.0
Neurons per Layer [16, 512] Top-K Teachers K 3
Cost Weight st 0.5 Balancing Parameter « ;¢ 0.7

6.5.3 Experimental Results and Analysis

The following subsections systematically analyze convergence performance, federated
learning and knowledge distillation contributions, adaptive architecture effectiveness,
and framework scalability. All experiments reported in this section are conducted with
5 independent runs using different random seeds to ensure statistical rigor. The reported
results represent mean values, with shaded areas in all figures indicating +1 standard

deviation to demonstrate the stability of our approach.

Convergence Performance Analysis

To evaluate the learning efficiency and convergence characteristics of KD-AFRL, we de-
sign the experiment comprising training and evaluation phases. The training phase em-
ploys a dedicated set of training applications for policy learning and parameter updates,
while the evaluation phase freezes the learning process and evaluates the generalization
performance of trained policies using a completely different set of evaluation applica-
tions. This design ensures genuine assessment of generalization capabilities on unseen
applications. To ensure fair comparison, all techniques are evaluated under identical
conditions. The reported results represent application-level performance metrics (com-
pletion time, energy consumption, and weighted cost as defined in Section 6.3.2) aver-
aged across all 10 scheduling domains.

Experimental results demonstrate KD-AFRL's superiority in both training efficiency
and evaluation effectiveness. During the training phase (Fig. 6.6), KD-AFRL achieves
optimal convergence within 70-80 iterations, approximately 21% faster than TF-DDRL
and AFO (90-100 iterations), while DRLIS and ADTO fail to converge within 100 it-
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erations. In the evaluation phase (Fig. 6.7), KD-AFRL not only maintains stable per-
formance on unseen applications but also outperforms the best baseline (TF-DDRL) by
15.7%, 10.8%, and 13.9% in completion time, energy consumption, and weighted cost
respectively, while all baseline techniques exhibit significant performance fluctuations
and degradation. This superior performance stems from the synergistic effects of our
three core mechanisms: adaptive architectures that prevent computational mismatches,
environment clustering that ensures compatible domains share knowledge, and cross-
architecture distillation that enables resource-constrained devices to learn from more

capable ones.

Federated Learning and Knowledge Distillation Analysis

Federated learning and knowledge distillation are critical mechanisms for improving
scheduling performance in heterogeneous IoT environments, directly affecting applica-
tion completion time and energy consumption. To evaluate individual contributions
of federated learning and knowledge distillation, we compare four learning strategies:
No FL - No KD (local-training only), FL - No KD (federated only), FL - Basic KD (fed-
erated with basic distillation), and FL - Complete KD (federated with environment-
oriented distillation). As shown in Fig. 6.8, FL - Complete KD achieves fastest con-
vergence (80 iterations), outperforming FL - Basic KD (90 iterations), FL - No KD (100
iterations), and No FL - No KD (non-convergent). During evaluation, transitioning from
local-only to federated learning reduces cost from 0.5 to 0.33 (34% improvement), ba-
sic distillation further reduces it to 0.28, while complete distillation achieves optimal
performance at 0.27. These results demonstrate that combining federated learning with
environment-oriented knowledge distillation yields a 46% overall improvement (from
0.5 to 0.27), where federated learning enables collaboration among compatible domains
while knowledge distillation extends this benefit to heterogeneous models.

To further demonstrate the effectiveness of cross-architecture knowledge distillation
in bridging the performance gap between heterogeneous models, we analyze the per-
formance differences between small models (2-4 layers with up to 32 neurons per layer)

and large models (8-10 layers with up to 512 neurons per layer) under the FL - Com-
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Figure 6.8: Performance comparison of different learning strategies during training and
evaluation phases

plete KD strategy. As illustrated in Fig. 6.9, despite significant architectural disparities,
the knowledge distillation mechanism successfully enables small models on resource-
constrained devices to achieve an average weighted cost of 0.283, closely approaching
the 0.261 achieved by large models on high-end devices. This represents 92.2% relative
efficiency, demonstrating that small models can effectively learn from and approximate

the decision-making capabilities of their more complex counterparts.

Sensitivity Analysis of Top-K Teacher Selection

To systematically evaluate the impact of the Top-K teacher selection parameter on knowl-
edge distillation effectiveness, we conduct sensitivity analysis by varying K from 1 to 5.
As shown in Fig. 6.10, K=3 achieves the fastest convergence during training phase, while
other configurations exhibit slower convergence to varying degrees. During evaluation,
K=3 still maintains the lowest average weighted cost and exhibits the most stable perfor-
mance with minimal fluctuation, while other configurations show higher average costs
and greater performance variability across iterations. These results demonstrate that
K=3 provides the optimal balance between knowledge diversity and guidance consis-
tency, achieving superior convergence speed and generalization capability while avoid-

ing negative interference from excessive heterogeneous teaching signals.
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large models

Adaptive Architecture Analysis

To evaluate the effectiveness of the adaptive architecture generation mechanism, we
conduct experiments in a heterogeneous distributed environment with multiple device
types. Each scheduler is required to handle various types of applications with differ-
ent computational demands. We deploy schedulers across three categories of heteroge-
neous devices, with multiple instances configured for each category: low-end devices
(1-2 cores and 1-2 GB RAM), medium devices (4-8 cores and 8-16GB RAM), and high-
end devices (8-32 cores and 32-128GB RAM). For comparison, we evaluate three ap-
proaches: (1) Fixed Small Model - a lightweight architecture with 2 hidden layers of
32 neurons deployed uniformly across all devices, (2) Fixed Large Model - a complex
architecture with 8 hidden layers of 512 neurons deployed uniformly across all devices,
and (3) Adaptive Model - our proposed approach that automatically adjusts architecture

complexity based on device capabilities.
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Figure 6.11: Performance comparison of adaptive, fixed small, and fixed large models
during training and evaluation phases

The training and evaluation phase results demonstrate the superior stability and
convergence characteristics of the adaptive model. As shown in Fig. 6.11, during train-
ing, the adaptive model achieves rapid convergence within approximately 80 iterations,
while the fixed small model requires around 100 iterations, and the fixed large model
crashes at around iteration 37 due to resource constraints. During the evaluation phase,
the adaptive model maintains stable optimal performance levels at around 0.27. In
contrast, the fixed small model exhibits significant performance oscillations, with its

weighted cost fluctuating between around 0.31 and 0.35.

We also examine the resource utilization patterns to further evaluate the effectiveness

of the adaptive model. Fig. 6.12 shows the adaptive model achieves balanced resource



6.5 Performance Evaluation 255

~100 ~100

g g

c c

2 80 2 80

8 S

s 60 5 60

E =

O 40 é 40

2 %

o o

© 20 ¢ 20

< <
Low-End Medium High-End Low-End Medium High-End
Devices Devices Devices Devices Devices Devices

I Adaptive Model M Fixed Small Model B Fixed Large Model B Adaptive Model M Fixed Small Model @ Fixed Large Model

(a) CPU resource utilization (b) RAM resource utilization

Figure 6.12: Resource utilization comparison across heterogeneous devices

utilization across all device types (CPU: 66-68%, RAM: 62-66%), while the fixed small
model severely underutilizes resources on medium and high-end devices (CPU: 19-29%,
RAM: 16-24%), and the fixed large model causes excessive consumption on low-end
devices (CPU: 97%, RAM: 92%), leading to system failure. These results demonstrate
that our adaptive architecture generation mechanism effectively balances computational

demands and available resources in heterogeneous environments.

Framework Scalability Analysis

To evaluate the scalability of KD-AFRL, we design a dynamic expansion experiment that
incrementally increases the number of domains from 10 to 30. As shown in Fig. 6.13,
KD-AFRL demonstrates superior scalability compared to all baseline methods across
different domain sizes. When the number of domains increases from 10 to 30, KD-
AFRL maintains the lowest average weighted cost, increasing from approximately 0.25
to 0.27, representing only an 8% performance degradation. In contrast, the baseline
techniques show significantly steeper performance decline: AFO increases from 0.27
to 0.38 (41% degradation), TE-DDRL from 0.27 to 0.36 (33% degradation), ADTO from
0.45 to 0.55 (22% degradation), and DRLIS from 0.44 to 0.59 (34% degradation). This
demonstrates that KD-AFRL exhibits 3-5 times better performance retention compared

to existing methods as the system scales.

The superior scalability of KD-AFRL stems from the complementary effects of feder-
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ated learning and environment-oriented knowledge distillation, enabling new domains
to quickly learn from existing experienced domains without starting from scratch. This
scalability advantage is crucial for practical deployments where IoT systems continu-

ously expand with new domains joining.

6.6 Summary

In this chapter, we propose KD-AFRL, a Knowledge Distillation-empowered Adap-
tive Federated Reinforcement Learning framework for multi-domain IoT application
scheduling. The framework addresses the fundamental challenge of enabling effective
collaborative learning across heterogeneous domains through three synergistic mecha-
nisms: resource-aware hybrid architecture generation, privacy-preserving environment-
clustered federated learning, and environment-oriented cross-architecture knowledge

distillation. A central insight from our work is that these mechanisms must be co-
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designed rather than treated independently. Resource-aware architecture generation
addresses computational heterogeneity by adapting model complexity, but simultane-
ously creates architectural barriers. Cross-architecture knowledge distillation breaks
through these barriers via soft-target transfer. Environment clustering guides both feder-
ated aggregation and knowledge distillation based on domain compatibility, preventing
negative transfer from incompatible domains. Through practical deployment evalua-
tion across real Cloud-Edge-IoT infrastructure, we demonstrate that federated reinforce-
ment learning can effectively operate in truly heterogeneous multi-domain environ-
ments where device capabilities, data distributions, and operational contexts vary signif-
icantly. This chapter establishes the feasibility of multi-domain collaborative learning for
IoT scheduling and provides a foundation for extending federated learning paradigms

from traditional homogeneous settings to realistic heterogeneous deployments.






Chapter 7

DeFRiS: Silo-Cooperative IoT
Applications Scheduling via
Decentralized Federated
Reinforcement Learning

Next-generation IoT applications increasingly span autonomous administrative entities, necessi-
tating silo-cooperative scheduling that leverages diverse computational resources while preserving
data privacy. However, efficient cooperation faces significant challenges from infrastructure het-
erogeneity, Non-IID workload shifts, and adversarial environments. To address these challenges,
we propose DeFRiS, a Decentralized Federated Reinforcement Learning framework for robust silo-
cooperative IoT scheduling. DeFRiS integrates three synergistic innovations: (i) an action-space-
agnostic policy using candidate resource scoring to enable knowledge transfer across heterogeneous
silos; (ii) a silo-optimized local learning mechanism combining Generalized Advantage Estimation
with clipped policy updates to address sparse delayed rewards; and (iii) a Dual-Track Non-1ID robust
decentralized agqregation protocol leveraging gradient fingerprints for similarity-aware knowledge
transfer and anomaly detection, coupled with gradient tracking for optimization momentum. Exper-
iments on a distributed testbed with 20 heterogeneous silos and realistic IoT workloads demonstrate
significant improvements over state-of-the-art baselines: 6.4% reduction in average response time,
7.2% in energy consumption, 10.4% lower tail latency risk (CVaRg95), and near-zero deadline vi-
olations. Furthermore, DeFRiS achieves over 3 better performance retention during scaling and

over 8 x better stability under adversarial conditions compared to the best-performing baseline.

This chapter is derived from:

® Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “DeFRiS: Silo-
Cooperative IoT Applications Scheduling via Decentralized Federated Reinforcement Learning”,

IEEE Transactions on Parallel and Distributed Systems (TPDS), 2026 [Under Review].
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7.1 Introduction

The Internet of Things (IoT) has become ubiquitous in smart manufacturing, health-
care, and urban infrastructure [306]. Traditional deployments strictly adhere to single-
authority boundaries, where a solitary entity retains exclusive control over resource
provisioning and scheduling [52]. However, next-generation applications are breaking
these boundaries, demanding cross-organizational cooperation [307]. In smart cities,
distinct departments manage traffic, energy, and emergency services utilizing separate
infrastructures that must nevertheless coordinate during critical events. Similarly, in-
dustrial supply chains link manufacturers, logistics providers, and retailers, necessitat-
ing computational synergy among independent systems without exposing proprietary
data. These scenarios share a fundamental requirement: enabling resource cooperation
across autonomous administrative boundaries while maintaining strict data privacy. We

term each such independent administrative unit a computing silo [308].

Realizing multi-silo cooperation, however, presents distinct technical challenges. First,
significant infrastructure heterogeneity exists across silos tasked with scheduling ap-
plications modeled as Directed Acyclic Graphs (DAGs) [309]. Mapping these complex
task dependencies onto diverse hardware configurations creates severe compatibility is-
sues. A silo equipped with sparse edge resources and abundant cloud capacity presents
a fundamentally different state-action space compared to an edge-dense counterpart.
This dimensional and semantic mismatch makes transferring scheduling policies be-
tween silos non-trivial. Second, workload variations exacerbate this complexity [310].
The divergence between real-time stream processing and batch analytics creates a Non-
Independent and Identically Distributed (Non-IID) shift in underlying data distribu-
tions [34, 311]. Indiscriminate aggregation of knowledge across such diverse environ-
ments can induce negative transfer, where incompatible patterns degrade rather than
enhance performance. Finally, the scheduling environment involves inherent uncertain-
ties and adversarial risks [312]. The optimization process is plagued by sparse, delayed
rewards, where feedback spans hundreds of decision steps [313], and is further threat-

ened by potential hardware failures or malicious model poisoning [314].

Deep Reinforcement Learning (DRL) provides a powerful solution for addressing
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these dynamic scheduling complexities [155], yet its application in multi-silo environ-
ments faces a fundamental dilemma between autonomy and cooperation. Existing ap-
proaches generally adopt either independent learning or cooperative learning paradigms.
Independent learning preserves data sovereignty by restricting training to local resources,
but this isolation precludes the sharing of optimization experience, resulting in severe
sample inefficiency and suboptimal convergence [201]. Conversely, cooperative learning
seeks to synthesize collective intelligence but faces distinct structural and algorithmic
hurdles [315]. Conventional cooperative frameworks typically rely on centralized co-
ordination mechanisms that introduce communication bottlenecks and single points of
failure, effectively compromising scalability and robustness [316]. More critically, these
approaches predominantly operate under idealized assumptions of model homogene-
ity and truthful participation [14]. Consequently, they lack the architectural flexibility
to support heterogeneous state-action spaces, the mathematical robustness to mitigate
Non-IID distribution shifts, and the security mechanisms to withstand adversarial envi-

ronments (e.g., malicious nodes, hardware failures, network disruptions) [14, 119, 316].

To bridge this gap, we propose a Decentralized Federated Reinforcement Learning
framework for Silo-Cooperative IoT Application Scheduling (DeFRiS). DeFRiS funda-
mentally dismantles the centralized bottleneck by adopting a fully decentralized peer-
to-peer architecture, where silos exchange knowledge via dynamically selected neigh-
bors without a central coordinator. The framework integrates three synergistic innova-
tions to resolve the aforementioned technical hurdles. First, to overcome infrastructure
heterogeneity, we propose a novel action-space-agnostic policy. By employing candidate
resource scoring that decouples policy parameters from specific physical dimensions, it
enables seamless knowledge transfer across silos with varying configurations. Second,
to handle sparse delayed rewards, we design a silo-optimized local learning mecha-
nism. This combines an Actor-Critic architecture with Generalized Advantage Estima-
tion (GAE) to transform sparse terminal signals into dense credits, utilizing clipped pol-
icy updates to guarantee training stability. Finally, to ensure robustness against Non-1ID
shifts and adversarial threats, we introduce a Dual-Track Non-IID robust decentralized
aggregation protocol. This employs a dual-track strategy: using gradient fingerprints

to detect anomalies and selectively transfer Actor knowledge based on similarity, while
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leveraging gradient tracking for Critic networks to harmonize global optimization mo-

mentum with local value estimation.

The main contributions of this chapter are:

We formulate silo-cooperative IoT scheduling as a risk-sensitive joint optimization
problem. By incorporating Conditional Value at Risk (CVaR) to manage tail risks
alongside energy objectives, we strictly enforce hard constraints while optimiz-
ing soft goals, formalizing the system as a distributed Markov Decision Process
(MDP).

We propose a novel action-space-agnostic policy that decouples decision-making
from physical resource dimensions. Utilizing a candidate resource scoring mech-
anism instead of fixed-dimensional output layers, this approach enables effective
policy knowledge sharing across silos with fundamentally heterogeneous resource

configurations.

We design a silo-optimized local learning mechanism to address the sparse reward
challenge in long-horizon scheduling. By integrating GAE for precise credit as-
signment and clipped policy updates, we ensure training stability and high-quality

local parameter generation.

We introduce a dual-track Non-IID robust aggregation protocol that enables coop-
eration and defense. For Actor networks, we employ gradient fingerprint-based
similarity measurement to detect anomalies and selectively transfer knowledge;
for Critic networks, we utilize gradient tracking to share global optimization mo-

mentum while preserving accurate local value estimation.

We implement and evaluate DeFRiS on a distributed testbed comprising hetero-
geneous silos running realistic IoT applications. Extensive experiments demon-
strate that DeFRiS significantly outperforms state-of-the-art baselines in terms of
response time, energy efficiency, QoS guarantee, scalability, and adversarial ro-

bustness.

The rest of the chapter is organized as follows. Section 7.2 reviews related work

and identifies research gaps through systematic comparison. Section 7.3 establishes the
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system model, optimization objectives, and MDP formalization. Section 7.4 details the
DeFRiS framework. Section 7.5 presents comprehensive experimental evaluation in real

heterogeneous environments. Section 7.6 concludes the chapter.

7.2 Related Work

This section systematically reviews existing loT application scheduling approaches, cat-
egorizing them into independent and cooperative learning paradigms, and identifies
four critical research gaps through a comprehensive qualitative comparison that moti-

vate the design of DeFRiS.

7.2.1 Independent Learning-based Approaches

Chen et al. [235] proposed a dependency-aware task offloading approach with Deep Q-
Network (DQN) for real-time task offloading in cloud-edge environments. They mod-
eled mobile applications as DAGs and customized DON to train the decision-making
model that considers task parallelism without presetting task priority. The objective
is to minimize the response time of mobile applications. Tang et al. [283] proposed a
redundancy-aware adaptive search offloading approach based on DQN for task offload-
ing in mobile edge computing networks. They designed a fine-grained task recombi-
nation scheme to eliminate redundant subtask data and codes, and organized devices
into a spatial index MP-tree for efficient search. The objective is to minimize offloading
delay and energy consumption. Deng et al. [317] proposed a DRL approach integrating
Transformer models for DAG task scheduling in the Internet of Vehicles. They employ
Transformers to learn vehicle trajectory features, combined with Proximal Policy Opti-
mization (PPO) for decision-making. The objective is to minimize task completion time.
Wang et al. [26] proposed a DRL-based IoT application scheduling algorithm using
PPO for DAG-based IoT applications in fog computing environments. They designed a
weighted cost model considering task dependencies. The objective is to optimize load
balancing across servers while minimizing application response time. Zhang et al. [318]

proposed a Dueling Double Deep Q-Network enabled SEIDEL (D3QN-SEIDEL) algo-
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rithm for diversified-task co-offloading in Industrial IoT. They constructed a synthetic-
expense function considering task correlations, task preferences, and industrial channel
characteristics, and categorized production line tasks into three types. The objective is

to minimize wireless transmission costs and task execution delay.

7.2.2 Cooperative Learning-based Approaches

Li et al. [319] proposed a Multi-Agent Proximal Policy Optimization (MAPPO) algo-
rithm for multi-task scheduling in 6G-enabled intelligent autonomous transport sys-
tems. They designed a vehicle-infrastructure network where vehicles can assign multi-
ple computation tasks to edge servers and other idle vehicles, considering vehicle mo-
bility and current workload. The objective is to jointly minimize service request com-
pletion time and energy consumption. Chen et al. [320] proposed a DRL-based algo-
rithm for vehicular edge computing networks with edge-to-edge collaboration. They
employ MAPPO for sub-channel allocation and power control, and PPO for load bal-
ancing. The objective is to minimize total task delay. Liu et al. [321] proposed the VCPN
framework integrating IoTs, vehicles, and edge servers as adaptive computing nodes.
They employ the Multi-Agent Deep Deterministic Policy Gradient (MADDPG) algo-
rithm with centralized training and decentralized execution paradigm. The objective
is to minimize end-to-end task completion time. Wu et al. [287] proposed PG-DDQN,
combining Prioritized Experience Replay and Distributed DQN, for proactive caching
in cloud-edge computing. They use the multi-agent architecture for centralized train-
ing and distributed inference. The objective is to maximize edge hit ratio while mini-
mizing content access latency and traffic cost. Zhang et al. [27] proposed LsiA3CS, an
Asynchronous Advantage Actor-Critic (A3C) based framework for cross-edge cloud col-
laborative task scheduling in large-scale Industrial IoT. They designed a Markov game
model with heuristic policy annealing and action masking to achieve distributed, asyn-
chronous task scheduling across heterogeneous computational resources. The objective
is to minimize task completion time and energy consumption. Wang et al. [54] proposed
TF-DDRL, a Transformer-enhanced Distributed DRL technique based on IMPALA for

IoT application scheduling. They integrate Transformers for capturing task dependen-
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cies and Prioritized Experience Replay for reducing exploration costs. The objective is
to minimize response time, energy consumption, and monetary cost. Raju et al. [322]
proposed DMITS, using federated DRL with Soft Actor-Critic (SAC) for vehicular fog
computing. They model social relationships among vehicles based on bridge centrality
and Jaccard similarity. The objective is to maximize task success rate and minimize en-
ergy consumption. Chen et al. [323] proposed MCM-FDRL, using Federated DRL for
vehicular task offloading. Each vehicle acts as an independent agent making offloading
decisions using DQN, with model parameters aggregated through federated learning
for global optimization. The objective is to minimize task response time while achieving

load balancing across edge servers.

Table 7.1: Qualitative Comparison of IoT Application Scheduling Approaches

System & Application Properties Problem Formulation ‘Approach Properties Evaluation |
Work | Task Task Multi- Multi- Learning Coordination | Action | Sparse Reward | Non-IID ToT | Hetero- |
Time | Energy Qos Algorithm Aggregation Robustness Edge | Cloud
Number | Dependency | Silo Objective Paradigm Architecture | Space Handling | Handling Apps | geneity
[235] | Multiple v x v x x x DON N/A Fixed x N/A N/A x v
[283] | Multiple v x v v v v DON N/A Fixed x N/A N/A « x
1317) | Multiple v x v X x % | Independent PPO N/A Fixed v N/A N/A « v
126] | Multiple v x v v x PPO N/A Fixed v N/A N/A x e | o D v
1318] | Multiple v x v x v v D3ON N/A Fixed x N/A N/A x . v
[319] | Single x x v v v v MAPPO Centralized | Fixed v N/A N/A x N/A x
1320] | Single x x v x x v MAPPO Centralized | Fixed v N/A N/A x N/A | e x
[321] Single x x v x x v MADDPG Centralized Fixed x N/A N/A v
287] | Single x x v x v x Distributed DQN | Centralized | Fixed v N/A N/A x « x
Cooperative
[27] | single x x v x v v A3C Centralized | Fixed v N/A N/A [ v
[54] | Multiple v x v v v x IMPALA Centralized Fixed v N/A N/A x . ] ] v
322] | Multiple v x v v v v Federated SAC Centralized | Fixed v N/A | Weighted Aggregation x « « v
(323] Single x x v x x Federated DQN Centralized Fixed x N/A FedAvg x N/A |« x
. . Gradient | Gradient Fingerprint Gradient Fingerprint
DeFRiS | Multiple v v v v v v Federated Actor-Critic | Decentralized | Agnostic v o | o . v
Fingerprint | + Gradient Tracking | + Median Absolute Deviation

Note: For Edge/Cloud columns: O indicates simulation, @ indicates real deployment. For IoT Apps
column: O indicates fully simulated applications, © indicates applications simulated using real-world
datasets, and @ indicates real IoT application deployment.

7.2.3 A Qualitative Comparison

To systematically evaluate existing IoT application scheduling approaches and identify
research gaps, we construct a qualitative comparison encompassing multiple indicators

across four major categories, as presented in Table 7.1.

Comparative Analysis Dimensions

In the system and application properties dimension, we examine task number (single-
task or multi-task applications), inter-task dependencies (independent or with precedence-

successor constraints), and multi-silo architecture support. The problem formulation di-
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mension covers optimization objective selection, including time, energy consumption,
multi-objective trade-offs, and QoS constraints (e.g., deadlines). The approach proper-
ties dimension characterizes technical differences from multiple perspectives: learning
paradigm (independent or cooperative learning), specific algorithm choice, coordination
architecture (centralized or decentralized), action space type (fixed or adaptive), sparse
reward handling (whether approaches employ mechanisms to address delayed feed-
back), while particularly focusing on how federated learning approaches handle Non-
IID data, model aggregation strategies, and robustness in adversarial environments. The
evaluation dimension assesses deployment realism across edge, cloud, and IoT appli-
cations, while heterogeneity indicates whether the evaluation considers environmental

heterogeneity (e.g., diverse device capabilities, network conditions).

Research Gap Identification

Based on the comprehensive comparison presented in Table 7.1, we identify four critical
research gaps that are intrinsically interconnected and constitute systematic challenges
in IoT application scheduling.

Gap 1: Lack of Multi-Silo Architectural Support. Among all 14 studied works,
only DeFRiS considers the multi-silo scenario, indicating that existing works univer-
sally assume scheduling occurs within a single edge cloud environment, which contra-
dicts real-world cross-organizational cooperation scenarios. More critically, among the
9 cooperative learning approaches, all 8 except DeFRiS adopt centralized coordination
architectures, which suffer from data privacy concerns, a single point of failure, and
limited scalability in geographically distributed scenarios.

Gap 2: Dual Absence of Non-IID Handling and Robustness Mechanisms. The
Non-IID Handling and Robustness columns reveal that 13 works neither address Non-
IID data nor consider robustness mechanisms. This dual absence is particularly prob-
lematic as multi-silo scenarios inevitably introduce data distribution divergence across
different geographical locations, while distributed learning environments face threats
from malicious or faulty nodes uploading poisoned gradients. Even federated learn-

ing works (e.g., weighted aggregation in [322], FedAvg in [323]) merely employ vanilla
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aggregation schemes without specialized mechanisms for these critical challenges.

Gap 3: Limited Action Space Adaptability. The Action Space column shows that
13 works employ fixed action spaces, with only DeFRiS supporting action space agnos-
ticism. Fixed action spaces assume that scheduling decision options remain static at
runtime, failing to exploit task divisibility for fine-grained parallel optimization, adapt
to dynamic resource availability changes, or adjust allocation granularity based on het-
erogeneous device capabilities.

Gap 4: Insufficient Real-World Validation. Statistics from the Evaluation dimension
reveal pervasive validation insufficiency: except DeFRiS, only 2 works ([26, 54]) con-
ducted real edge/cloud deployment, and only 3 works ([26, 54, 318]) employed real IoT
applications. This validation gap leaves the performance transferability from simula-
tion to real deployment unverified and masks practical challenges (e.g., network latency
variance, straggler effects, device failures) in heterogeneous environments.

In summary, these four research gaps are deeply interdependent and form a cascad-
ing chain of challenges. Multi-silo scenarios (Gap 1) inherently introduce data hetero-
geneity and security vulnerabilities across distributed sites, necessitating sophisticated
Non-IID handling and robustness mechanisms (Gap 2). These distributed heteroge-
neous environments exhibit dynamic resource availability and varying device capabili-
ties, demanding adaptive action space strategies (Gap 3). Ultimately, addressing these
challenges requires rigorous validation through comprehensive real-world deployment
(Gap 4). While existing works have advanced individual aspects, none provide an in-
tegrated framework to tackle these interconnected challenges holistically, which consti-

tutes the fundamental motivation for DeFRiS.

7.3 Problem Formulation

This section presents the mathematical formulation of the silo-cooperative IoT schedul-
ing problem. We establish the system model, define the objectives of response time and
energy consumption, and formulate the joint optimization problem subject to opera-
tional constraints. Finally, we transform the problem into a distributed Markov Decision

Process (MDP) to enable federated DRL-based solutions.
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Figure 7.1: The distributed IoT system model illustrating autonomous silos with hetero-
geneous resources connected for cooperative learning.

7.3.1 Silo-Cooperative System Model

As illustrated in Fig. 7.1, we consider a large-scale distributed IoT system comprising
multiple dispersed autonomous computing silos Z = {z1,2y,...,zm}, each deploying
heterogeneous computational resources to support diverse IoT applications. The silos
can communicate with each other for cooperative learning purposes while maintaining
operational independence. Each autonomous silo z; € Z represents an independent
management entity containing a heterogeneous set of computing resources N; spanning
IoT devices, edge nodes, and cloud instances.

Each computing entity n € N; is characterized by its computing capability spectrum

pn = (fu,Mn,dn, en), where:
* f, represents the processor frequency (GHz),

* m, represents the available memory capacity (GB),

d, represents the storage space size (GB),

* ¢, represents the energy capacity constraint (J), primarily for battery-powered IoT

devices; for edge and cloud resources with a stable power supply, e, = .
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Each silo z; receives its own set of IoT applications denoted as 7; C 7, where
T represents the global set of all applications in the system. Considering the com-
plexity and componentized characteristics of modern IoT applications, we model each
IoT application T € 7; as a weighted DAG G; = (Vr, &, Wy), where the vertex set
Ve = {v1,0y,.. .,UM} represents atomic tasks, the edge set & C V; x V; encodes data
dependency relationships among tasks, and the weight function W, : £&; — R quanti-
fies the data transfer volume between tasks.

We assume that IoT applications provide predefined information upon submission,
which is reasonable in practice since IoT applications typically have well-defined com-
putational patterns and explicit QoS requirements. Based on this assumption, each
application T has an overall deadline constraint T#*¥"¢ ¢ R, (in ms), and each task
vj € Vr is described by the following attribute tuple:

v = (f{,m ", &), (7.1)

where:

. f]-req is the required CPU cycles (Million cycles),

. m]r.eq is the required memory size (MB),

. d;eq is the required storage space (MB).

The edge set £; represents precedence constraints between tasks, where (v;,v;) € &
indicates that task v; must complete before task v; can begin execution. The weight
function W; : & — R4 quantifies the data volume (in MB) that must be transferred

from task v; to task v}, formally defined as:

WT(ZJi, ZJ]') = DataSize(vi — Z)]'), V(Z)Z‘, U]') € &L (7.2)

Each application T € 7; requires resource allocation decisions for its constituent tasks
within silo z;. The scheduling decision for silo z; is represented by allocation function
x; : Ure7 Vr — N, where x;(v;) denotes the computing entity assigned to task v; within

silo z;.
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7.3.2 Response Time Objective Function

IoT applications typically manifest as task graphs with complex dependency relation-
ships, where the total response time is determined by the longest processing path rather
than the sum of individual task times. For any processing path p € P (1), where P(7)
denotes the set of all possible execution paths from source to sink tasks in application T,
its total response time consists of three time overheads: computational overhead (actual
processing time of tasks on assigned resources), communication overhead (data trans-
mission when dependent tasks are distributed across different computing nodes), and

queuing delay caused by resource contention:

%ath(P, xi) = Z Tproc(vj/ xi) + Z Tcomm(vj/ Uk, xi)

vjep (vj, k) €EP
+ Y Tqueue(vj, %i). (7.3)
viEp
The processing time directly depends on the task’s computational requirements and
the processing capacity of the assigned resource. For task vj, its processing time on the
assigned resource is:
o

Tproc(vj/xi) = f ( ) (74)
X Uj

When dependent tasks are assigned to different resources, data transmission be-
comes inevitable. Communication delay comprises two components: transmission time

proportional to data volume and fixed network round-trip overhead:

Wr(vjr Uk)
BW.( 7)

Tcomm(vj/ Ok, xi) =
;)i ()

+ RT Ty 0),x,(00) (7.5)

where BW,,, ,, represents the available bandwidth between computing entities 71 and
ny, and RTT, ,, is the round-trip time.
In resource-constrained IoT environments, multiple tasks competing for the same

computational resource is very common. Queuing delay reflects the impact of such
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resource contention, calculated as the remaining processing time of all tasks that arrived

earlier at the same resource and have not yet completed:

Tqueue(vj/ xi) = E TprOC(Ul/ xz')- (76)
vp:x;(01)=x;(v})
arrive(v;) <arrive(v;)

With the single-path latency model, we can determine the overall response time of
the application. Since different paths in the DAG can be processed in parallel, the appli-

cation’s response time is determined by the longest path (critical path):

7Eriica s X)) = Ta , Xi)- 7.7
tical (T, i) max, path (P i) (7.7)

However, optimizing expected response time alone is insufficient. IoT environments
exhibit high uncertainty: network condition fluctuations, device performance varia-
tions, and randomness in task arrival patterns can all lead to dramatic performance
fluctuations. For critical applications, occasional extremely long delays may be more
unacceptable than sustained minor delay increases. To simultaneously guarantee aver-
age performance and QoS stability, we introduce Conditional Value at Risk (CVaR) to

control tail risk. CVaR, is defined as the conditional expectation beyond the a-quantile:
CVaR, [X] = E[X|X > VaR,(X)]. (7.8)

For example, CVaRy g5 represents the average response time of the slowest 5% of applica-
tions, effectively quantifying system performance under extreme conditions. In practice,

we employ the Rockafellar-Uryasev formulation [324] for CVaR computation:
1

where 7 is the threshold parameter and (X — 1)+ = max(0, X — #) captures excess be-

yond the threshold. The optimal #* equals the a-quantile VaR, (X). For empirical estima-
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tion with batch size B, we approximate r7* using the sample a-quantile 77 and compute:
— 1 B
CVaR, =1 + — iticalk — 1) . - 7.10
alky n + (1 — DC)B k:Z:l (7Zr1t1cal,k 77)+ ( )
For silo z; processing its application set 7;, the response time objective function is:

£t () = X B T (7,5)] + B CVaRe [Toen (7,1, (7.11)

Teli
where the first term optimizes average response time and the second term controls
worst-case performance across all applications in silo z;. Parameter  balances the two
objectives: when B = 0, focus is on average performance, and as 8 increases, more em-
phasis is placed on performance stability. This design ensures that scheduling strategies
can achieve excellent average performance while providing reliable QoS guarantees for

delay-sensitive IoT applications.

7.3.3 Energy Consumption Objective Function

We decompose the total energy consumption into three main components: computation
energy, communication energy, and idle maintenance energy. Computation energy is
the primary energy consumption source during task execution, directly depending on
task computational intensity and resource processing capacity:
e — plEi(o)) e
Ecomp(v]r xz) - Pcomp : Tproc(v]/ xz)/ (7-12)
where Pc(f,zlp is the computation power of resource n when executing tasks.

When dependent tasks are assigned to different resources, data transmission gen-

erates additional communication energy consumption for both sending and receiving

endpoints:
Ecomm (vj, 0k, Xi) = Ps,(;:r(;])) + Pr(:ciévk))] * Teomm (0j, Ok, Xi), (7.13)
where Ps(e”n) ; represents the transmission power of resource n when sending data, and
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Pr(eré)v represents the reception power of resource n when receiving data. Both endpoints
consume energy for the entire communication duration Tcomm(vj, vk, x;) as they are si-

multaneously engaged in the data transfer process.

Even when no tasks are executing, computing resources still consume energy to
maintain their available state:

— p) (n)
Eidle(n) - Pstandby ) Tidle’ (7‘14)

where Ps(t’;)n dby 18 the standby power of resource n, and T‘I(LZB,’ is the idle time of resource 7.

Integrating the three components, the total energy consumption of silo z; under

scheduling decision x; is:

‘Cl(:"lilergy(xi) = Z Z Ecomp(vj/xi)
teT; |vj€Vr
+ Z Ecomm (0j, vk, i) | + Z Eigre(n). (7.15)
(v]-,vk)e& 716./\/1‘

7.3.4 Joint Optimization Problem

Considering that response time and energy consumption have different dimensions and
numerical ranges, we first normalize the two objective functions. For a single silo z;, the

normalized objective functions are:

‘Cg% (xi) - ‘Cg%,min

O
ERT(xl> - E;{l% B Eg% . s (716)
) ﬁ(i) (x;) — E(i) _
A (i) N\ _ “Energy\™i Energy,min
EEnergy(xl) - ﬁ(z) £(z) ’ (717)
Energy,max ~ "~ Energy,min
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where the maximum and minimum values are obtained through historical scheduling

data or theoretical analysis. The single-silo optimization problem is formulated as:

n}gn ﬁgfio)tal(xi) = H}clln [Ag% ' ‘Cg%‘(xl) + /\(E?wrgy ' ‘C(Eiiiergy(xi)] ’ (718)
where the weight coefficients satisfy Ag)T + Agi ergy = 1 and )\g)T, Ag,)mgy > 0, reflecting

silo i’s preference between performance and energy efficiency.

From a system-wide perspective, the optimization objective is to minimize the weighted

total cost of all silos:

M .
min Zwi : E(Tlo)ml(xi)' (7.19)

where w; is the importance weight of silo i, satisfying Y™, w; = 1. The above optimiza-

tion problem is subject to the following constraints:

Resource capacity constraints: At any given time, the total resource demands of all

concurrently executing tasks on a resource cannot exceed the resource’s capacity:

Y ) X o)

vj:xi(vj):n
tE [Estart (U]')/tfinish (U])]

Vte Ry, Vn e N, (7.20)

where < denotes element-wise inequality (i.e., (a1,a2) =< (b1, b2) means a; < by and
ay < bp), and tspart (v), x;) and t sy (0, x;) represent the start and finish times of task v;

under allocation x;.

Energy budget constraints: For resources with limited energy capacity (i.e., battery-

powered IoT devices), the total energy consumption cannot exceed the available energy
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budget:

Z Ewmp<v]" xi) + Z Einglm(vjl Ok, xi)

vjx;(vj)=n (0,01 ):xi(vj)=n

+ Z EZ(E)%JM(U]'/ ks xi) + Eidle(n) < ey,

(vj,0r)xi(v)=n

Vn € N; with e, < 0. (7.21)

Deadline constraints: Each application’s critical path execution time must not ex-

ceed its specified deadline:
Teriticar (T, x;) < T0dline g ¢ ;. (7.22)

Precedence constraints: Tasks with dependencies must execute in the correct order,
with predecessor tasks completing and data transmission finishing before their succes-

sors can begin:

tfinish(vj/ xi) + Tcomm<vj/ Ok, xi) < tstart(vk/ xi)/

V(vj, ) € E, T €T (7.23)

Assignment constraints: Each task must be assigned to exactly one resource within

its silo:

xi(vj)) € N;, Voje | Ve (7.24)
TeT;

This optimization problem exhibits the following characteristics: First is the large-
scale state space, where the system state includes resource states, task queues, and net-
work conditions of all silos, with the state space growing exponentially with the number
of silos and resource scales. Second is the delayed reward property, where the effects of
scheduling decisions are often observed only after task execution completion, forming
a typical delayed feedback problem. Third is the distributed coordination challenge,
where silos need to cooperate effectively while maintaining autonomy, making tradi-

tional centralized optimization approaches difficult to apply.
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These characteristics make the problem naturally suitable for MDP modeling, learn-
ing optimal scheduling policies through DRL via interaction with the environment.
Meanwhile, the coordination requirements in distributed environments provide moti-

vation for applying federated learning approaches.

7.3.5 MDP Formulation

We model the silo-cooperative IoT scheduling problem as a distributed MDP. The entire

system can be represented as a tuple:

(S, A P,R,7), (7.25)

where:

S = 81 X & x -+ - x Sp is the global state space.

A=A} x Ay x -+ - x Ay is the joint action space.

P:S8 x AxS — [0,1] is the state transition probability function.

R:S x A— Ris the reward function.

e v € 10,1) is the discount factor.

State Space Design
(£)

The local state sit € §; of each silo z; contains four key components:

0= (0, 0 Wi, 1), 720

1

where Ul(t) records the resource utilization of computing nodes within the silo, includ-
ing current occupancy rates of CPU, memory, storage, and energy, providing standard-
ized resource information. Ql@ represents the current task queue lengths of computing
nodes, reflecting system load distribution and potential scheduling bottlenecks. Wft) de-

scribes the network topology and connectivity within the silo, with diagonal elements
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recording network bandwidth of nodes and off-diagonal elements recording inter-node
(t)

communication delays. T;’ contains feature information of pending applications, such

as the number of tasks, resource requirements, and deadline constraints.

Action Space Design

The action space A; of silo z; corresponds to task-to-resource allocation decisions. For

the current task v, rrent to be scheduled, the action is defined as:
aft) = xi(vcurrent) € M/ (7-27)

selecting a computing node within the silo for executing the current task.

We distinguish between hard constraints that must be physically satisfied and soft
constraints that can be violated with performance penalties. Hard constraints include
resource capacity (Eq. 7.20), energy budget (Eq. 7.21), precedence (Eq. 7.23), and as-
signment constraints (Eq. 7.24), as violations would result in physically infeasible or
logically incorrect executions. Soft constraints include deadline requirements (Eq. 7.22),

where violations lead to QoS degradation but tasks can still be completed.

To ensure physically feasible scheduling decisions, we define the constrained action
set that satisfies all hard constraints:

AJersitle( (1) — (g, € A; : satisfying Eqs. 7.20,7.21,7.23, and 7.24}.

1

State Transition Function

The state transition probability function P(s(**1)|s(*), a(*)) characterizes the system’s state
evolution after executing joint actions. The transition process includes deterministic fac-
tors (such as resource utilization updates and task queue changes) and stochastic factors
(such as new application arrivals, task completion time fluctuations, and network con-

dition changes).
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Reward Function Design

The reward function is directly based on Eq. 7.18, using a negative cost formulation:
" —c-1, (7.28)

where I; is an indicator function that equals 1 when soft constraints (deadline require-
ments in Eq. 7.22) are violated and 0 otherwise. C is a large positive constant that
severely penalizes deadline violations to guide policy learning while maintaining deci-

sion flexibility.

Policy and Objective Function

Each silo z; maintains a parameterized stochastic policy 7y, : S; — A(A;), making inde-

pendent decisions based on local observations:
ﬂ@i(ai|5i) = P(ﬂi’Si;Qi). (729)

The global joint policy is defined as the product of local policies of all silos:

S

ﬂ(ﬂl,...,ﬂM|Sl,...,SM) :Hﬂgi(ai|si). (730)
i=1

The distributed optimization objective is to maximize the expected cumulative dis-

counted reward across all silos:

M
max Z wiEr,
{03, i=1 l

Z 'ytrl(t)] , (7.31)
t=0
where w; is the importance weight of silo i from Eq. 7.19, satisfying Y™, w; = 1.

7.4 DeFRiS Framework

Silo-cooperative IoT scheduling poses three fundamental challenges for standard DRL:

(i) heterogeneous action spaces: silos expose resource sets with different cardinalities
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and semantics, preventing straightforward parameter sharing and transfer across poli-
cies; (ii) stable and sample-efficient local optimization: each silo must learn from lim-
ited, privacy-constrained experience under sparse and delayed rewards; updates must
remain stable and keep models ready for subsequent federation; (iii) Non-IID aggrega-
tion bias and attacks: workload distributions differ significantly across silos, and mali-
cious participants may inject corrupted parameters, making robust aggregation essential
for effective cooperation.

As depicted in Fig. 7.2, DeFRiS addresses these challenges with three complemen-
tary components: Action-Space-Agnostic Policy that models resource selection via can-
didate scoring with masking, enabling cross-silo parameter sharing; Silo-Optimized
Local Learning that uses advantage estimation and clipped update steps to provide sta-
ble on-policy improvement; and Dual-Track Non-IID Robust Decentralized Aggrega-
tion, employing gradient fingerprint-based similarity assessment and gradient tracking
mechanism to mitigate aggregation bias while detecting and filtering anomalous behav-

ior.

7.4.1 Action-Space-Agnostic Policy

Different silos possess computing resource collections of varying scales and configu-
rations, leading to significant differences in action space dimensions. For example,
an edge-computing-dominant silo might contain 20 edge nodes and 5 cloud instances,
while a cloud-computing-dominant silo might contain 8 edge nodes and 15 cloud in-
stances. Traditional policy networks require output layer weight matrices that must
match the action space size, preventing parameter sharing when different silos have

different action space dimensions.

Candidate Scoring Design Philosophy

To solve the heterogeneous action space problem, we redesign the policy function 7y, (a;|s;)
defined in the MDP into a candidate scoring-based form. The core idea is to design a
scoring network that computes suitability scores for each candidate resource node, then

obtains policy probability distributions through normalization.
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Representative Silo 7
Action-Space-Agnostic Policy _~ Dual-Track Non-IID Robust Decentralized Aggregation

( Multi-Encoder /// ~ “Gradient Fingerprint-Based Actor Network Aggregation  \ \
\

(). Network
Compute Gradient Exchange g, ¢;
Fingerprint g; (with neighbors)

)

Task _| ,
Features

Candidate

\ Score

Resource . Policy Compute Threshold Compute Similarity
= Fusion| B
Features Ty Tsim sim;;
Layer l

Gslobal__, on hal_‘d ICompute Aggregation| Identify Anomalous
tate constraints Weights w;; Neighbors O;
Silo-Optimized Local Learning \jg\[ Update Actor Parameters ¢ J’*
N\

1
|
|
|
|
|
|
|
|
I
|
|
|
|

Neioht
Neighbor

Share

O; / Silos H;
Trajectory Environment |_Action al”| Actor N _44 (selected
Buffer B; Interaction Ty by RTT)

l Gradient Tracking-Based Critic Network Aggregation
(®) (t+1) "
Compute V(s; ), V(s; " ) Critic Prepare Local Gradient d; and Exchanged;,y; [~ |
Ve Tracking Variable y; (with neighbors) —|-

l

[ Update Tracking Variable y; };L Cogl_}::i:i?us‘ ]
i

Update Critic Parameters ¢; }

Compute Critic Loss L(sz
N //

Figure 7.2: The overview of the DeFRiS framework. It consists of three synergistic com-
ponents: (1) Action-Space-Agnostic Policy enables parameter sharing across heteroge-
neous silos via candidate scoring; (2) Silo-Optimized Local Learning ensures stable con-
vergence under sparse rewards using GAE and clipped updates; (3) Dual-Track Non-IID
Robust Decentralized Aggregation facilitates robust and similarity-aware knowledge
transfer through gradient fingerprints and tracking.
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i

Specifically, we redefine the policy function as:

exp (uy(si, 1))
Zn/GA{easible(s ) exp(u(p (Si/ 1’l/>) ’

i

(7.32)

7y (nlsi) =

where u,(s;, 1) is the state-resource scoring function, n € N represents candidate re-
source nodes, and A/“*""*(s;) is the feasible action set satisfying hard constraints. The
key innovation is the independence of the parameters ¢ from the resource count, en-
abling the same scoring function u4 to handle candidate sets of arbitrary scale.

This remodeling brings three important advantages. First, parameter shareability
allows all silos to use the same ¢ parameters because the scoring function only needs
to process individual state-resource pairs. Second, scalability ensures that when a silo’s
resource configuration changes, no model retraining is needed. Third, semantic consis-

tency enables the scoring function to learn general matching patterns between states and
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resource features, and this knowledge has good transferability across different silos.

Multi-Encoder Network Architecture Design

The scoring function u4(s;, n) adopts a multi-encoder architecture with multiple fully

connected layers that separately encode task features, resource features, and global state:

* Task Encoder processes features of the current task to be scheduled:
hyge = ReLU(Wmsk * Yrask (Si) + btask)/ (7.33)

where ;4 (s;) extracts features of the current task such as requirements, deadline,

etc.

* Resource Encoder processes features of candidate resource nodes:

hresource = ReLU(Wresource : lPY@SOHT’CG(n) + bi’ESOLlVC(’)/ (7‘34)

where Presource(n1) includes features of resource n such as index, capacity, current

load, queue length, network conditions, etc.

* Global State Encoder processes system-wide state information:

hotopar = ReLU(Wogiopal - Walobal (Si) + Bglovat ), (7.35)

where Yg1op41(5;) contains global information such as overall load distribution across

all resources, network topology, etc.

¢ Score Fusion Layer computes final task-resource matching scores:

Uy (Siz ”) =wl- ReLU( [htask} hyesources hglohal}

htask © hresource] )1 (7.36)

where the concatenation operation [hysi; Rresource; hgloba]] captures independent fea-

tures of tasks, resources, and global state, while the element-wise product hy,sx ©
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hyesource models interactive matching effects between tasks and resources.

Feasibility Masking

We handle hard constraints through a feasibility masking mechanism. The policy func-

tion can be equivalently expressed as:

exp(ug(si,n))
n,eA{easible(si) exp(u¢ (Si/ n/))
B exp(ug(si,n)) - L;(s;, n)
~ Lwen; exp(ug(sin')) - Li(si, n')’

mp(nlsi) = &

(7.37)

where I;(s;, n) € {0,1} is the feasibility mask for silo i. When resource n satisfies all hard
constraints for the current task in silo i, I;(s;, n) = 1, otherwise it equals 0. This design
ensures that the policy only computes probability distributions over physically feasible

action spaces while maintaining the mathematical properties of softmax normalization.

7.4.2 Silo-Optimized Local Learning

Silo-cooperative IoT scheduling faces the challenge of learning effective policies from
sparse, delayed rewards. To address this, we develop a specialized local learning mech-
anism that combines Actor-Critic architecture with advanced training techniques to en-

sure both sample efficiency and stability for subsequent federated aggregation.

Actor-Critic Architecture

We adopt an Actor-Critic architecture that leverages the action-space-agnostic policy
while adding a dedicated value network for stable learning. In the following discussion,
we adopt time-indexed notation (-)(*) to support the temporal learning dynamics.

The Actor network directly uses the policy 7T¢(n|sft)) from the Section 7.4.1 with its

multi-encoder scoring function, enabling cross-silo parameter sharing;:

p(n)s) = exp(uy(s\”, n)) - Ti(s}”, n)
P ®) -]Ii(s(t

)= (7.38)
ZH’GM eXP(“(P (51‘ 1))

~—

,n’)'
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The Critic network employs independent parameters ¢;, specifically learning state

value functions for silo i’s local environment:
Vi, (st) = Wl - ReLU(Wot - state(s() + boa) + boal, (7.39)

where lpsmte(sl(t)) converts MDP states into unified feature representations, b,,; is the

hidden layer bias vector, and b, is the output layer bias scalar.

Stable Local Training

In IoT scheduling environments, reward signals exhibit typical sparsity and delay char-
acteristics, where the effects of a scheduling decision may only be observed upon com-
pletion of the entire application execution. This creates a significant credit assignment
problem [325], as it becomes difficult to determine which specific scheduling decisions
among a long sequence of actions contribute to the final application performance. To ad-
dress these challenges and ensure training stability, we employ two specialized training

techniques:

* Generalized Advantage Estimation (GAE) Mechanism: To solve the sparse re-
ward problem, we employ GAE to convert sparse terminal rewards into dense in-
termediate learning signals. GAE combines multi-step temporal difference errors

through exponential weighting:

Ai(s?, 0"y = Y (vA)8 Y, (7.40)

where 51-(t) = rz-(t) + 9V, (sgtﬂ)) -V, (Sft)) is the Temporal Difference (TD) error for
silo 7 at time f. The parameter A € [0,1] controls the estimation time span: when
A approaches 0, it focuses on immediate rewards with low bias but high variance;
when A approaches 1, it considers long-term returns with unbiased but high vari-
ance estimates. This design enables each intermediate decision to receive gradient
signals from final performance, effectively addressing the credit assignment chal-

lenge in sparse reward environments.
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* Clipped Update Stability Guarantee: Policy network updates may lead to signif-

icant differences between new and old policies, easily triggering training instabil-
ity in complex scheduling environments. We monitor policy change magnitude

through importance sampling ratios:

o oy _ a5
ﬂg)ld(al(t)|sl(f))

(7.41)

When Ki(sgt),al(t)) deviates far from 1, it indicates large policy differences. Such
dramatic policy changes can cause the agent to take actions that are poorly un-
derstood by the current value function, leading to unstable learning or even per-
formance collapse. To prevent this, we employ a clipped objective function that
constrains the magnitude of policy updates:
L
clip(Ki(sl(t),uEt)), 1-¢1+e€)- Ai(s.t), al(t))> . (7.42)

(¢) = min (xi(s", ") - 4G5, a),

i

The clipping function restricts ratios to the interval [1 — €,1 + €], ensuring pol-
icy update step sizes are controlled within safe ranges and avoiding performance

degradation due to single large updates.

Algorithm 7.1 presents the complete silo-optimized local learning procedure. During

the experience collection phase (Lines 4-9), each silo executes its current policy 77 (n ]sgt))

with feasibility masking I;(s;

t . . .
l( ), n) to gather trajectory data while ensuring all sampled

actions satisfy hard constraints, forming the training batch B;. In the GAE advantage

estimation phase (Lines 10-16), the algorithm implements Eq. 7.40 through backward

recursive computation. The Actor update phase (Lines 17-22) employs the clipped ob-

jective as designed in Eq. 7.42, where importance sampling ratios are first computed
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following Eq. 7.41, then incorporated into the clipped gradient computation:

0 _ 1
vﬁch;ip - |Bl Z

clip(ri(s”,a{"),1— e, 1+ ) - A4i(s(",al")) (7.43)
Actor parameter updates follow gradient ascent: ¢ < ¢ + ocq,Vq,ng P The Critic update
phase (Lines 23-26) optimizes value prediction accuracy by minimizing the temporal

difference loss function:

—_

i 1
Lgr)itic = ’B | 2 E(qui (51@) - Vturget(sit)))z, (7.44)

(t+1)

where target values Vg g (sl(t)) = ,,Z(f) + 9V, (s ) incorporate both immediate schedul-

ing rewards and discounted future value estimates. Critic parameter updates follow

(i)

critic®

gradient descent: ¢; <~ ¢; —ay,Vy, L

7.4.3 Dual-Track Non-IID Robust Decentralized Aggregation

In distributed IoT scheduling environments, silos face significantly different task work-
loads and resource configurations, creating severe Non-IID challenges. Additionally,
distributed environments may contain faulty nodes, network attacks, or malicious be-
havior, requiring robust aggregation mechanisms. This section proposes a decentral-
ized robust aggregation mechanism that achieves effective cross-silo knowledge transfer
through similarity-aware, anomaly detection, and gradient tracking techniques, while

resisting malicious nodes.

Decentralized Communication and Aggregation Protocol

To achieve privacy protection and fault tolerance, we adopt a fully decentralized peer-
to-peer aggregation architecture. The system constructs a time-varying overlay network

Geomm(t) = (Z,Ecomm(t)), where the edge set Eomm(t) adjusts dynamically based on



286

DeFRiS: Decentralized Federated RL for IoT Scheduling

Algorithm 7.1: Silo-Optimized Local Learning

1
2

10

11
12

13
14

15
16

17
18

19
20

21

22

23

24

25

26

27
28

29

30

31

(0)

Input: Silo z;, initial parameters ¢(©), ?;
parameter A, discount factor «y
Output: Trained parameters ¢, ¢;
for training episodee = 1,2,... do
Initialize trajectory buffer B; = {}
/+ Experience Collection Phase */
forstept =1,2,...,T do
Observe current state sl(t)
Sample action:

()

a;

, learning rates ay, a4, clipping parameter €, GAE

from local environment

~ 7T (n|s§t)) using feasibility masking I; (sgt), n)

(*)

i

(t+1)

. t
Execute action 115 ), observe reward r; * and next state s;

6 (&) (8

Store transition (si ;0T ,sl(tﬂ)) in B;
end for
/* GAE Advantage Estimation Phase x/
Initialize advantage accumulator A = 0

(1) o) B (1)

for (s;/,a; ", 7,5,
Compute TD error:

550 = rl@ + 'yV(pi(s(tH)) — V(p[(s(t))

i i
Update accumulator:
A=6" 4904
Set advantage:
ot
A,-(sf ),ag )) =A
end for
/+ Actor Update Phase with Stability Control *x/
Store current policy parameters: ¢p°/¢ = ¢
Compute importance sampling ratios:

(OING]
ki(s®,ally = ) 0 0y ¢ g

i Tegona (aV]s\)"

€ B; in reverse chronological order do

Compute clipped policy objective:
L =

clip

ﬁ Z(SE'),af”)eB,v min(Ki(sl(t),agt)) . A,-(sl(t),al(t)),clip(iq(sl(t),al(t)), 1—¢1+¢€)- Ai(sft),ugt)))
Update Actor parameters:

¢+ zx,PVq,LSZ).p
/+ Critic Update Phase x/

Compute value targets:
Viarget (1) = 11" + 9V, (50, v(s(, 0l 1, 5(4Y) € B
Compute critic loss:

t

Ls)itic = \éﬁ Zsf”eBi %(Vq),-(s,( )) - Vtarget(sgt)))z

Update Critic parameters:
)

i
critic

@i < @i —agVp,lL
end for
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network conditions.

Each silo z; randomly samples kggyp. candidate silos for Round-Trip Time (RTT)
measurement during initialization, where kgy,p1. < M. Based on the delay measurement
results, each silo z; selects the d,,x silos with the lowest latency as neighbors, forming
the neighbor set #;(t). Therefore, each silo maintains a neighbor set #;(t) C Z \ {z;}
satisfying the degree constraint |H;(t)| < dyax, ensuring communication efficiency and
fault tolerance.

Parameter propagation follows a gossip protocol. In each communication round,
silo z; randomly selects partial neighbors from #;(t) for parameter exchange. During
parameter exchange, neighbor z; attaches summary information of its current neighbor
list, including neighbor identifiers and corresponding RTT values. Silo z; identifies po-
tential better neighbor candidates based on this recommendation information, selecting
those candidates whose RTT is significantly lower than the current worst neighbor for
connectivity testing. If the actual RTT of a new candidate is indeed better, it replaces the
neighbor with the highest RTT in the current neighbor set, achieving gradual network
topology optimization.

Recognizing the different characteristics of the Actor-Critic architecture, we design a
dual-track aggregation strategy with periodic aggregation (every () local training rounds).
The Actor network generates generalizable scheduling patterns and leverages cross-silo
policy knowledge; the Critic network evaluates local state values and needs to maintain
accurate modeling of the local environment, thus adopting gradient tracking to preserve

personalization.

Gradient Fingerprint-Based Actor Network Aggregation

The Actor network needs to learn generalizable scheduling policies, but different silos
have varying contribution values. Directly averaging all neighbor parameters may in-
troduce knowledge unsuitable for the local environment, leading to performance degra-
dation. Meanwhile, in open distributed environments, some silos may send abnormal
parameters due to hardware failures, network attacks, or malicious behavior, further

threatening aggregation effectiveness. Therefore, we design a robust aggregation mech-
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anism based on similarity awareness and anomaly detection that can prioritize learning

policy knowledge from silos with similar environments while resisting attacks.

We propose a gradient fingerprint-based similarity measurement to capture the strate-
gic preference patterns of different silos. The fundamental insight is that silos learning
effective resource selection policies will exhibit consistent gradient patterns with respect
to resource features, reflecting their learned preferences for specific resource attributes.
Silos demonstrating similar preference patterns in their optimization dynamics are more

likely to benefit from mutual policy knowledge transfer.

During each backpropagation step, the gradient of the candidate scoring function
ug(st, ny) with respect to the resource feature encoding resource (71t) reveals the model’s
sensitivity and preference intensity toward different resource attributes. We construct a
gradient fingerprint by averaging the resource feature gradients over the most recent K

training samples:

1 K au¢(st, Tlt)

==y Y (7.45)
g K =1 a7~l]resource(nt‘)

Each component of the gradient fingerprint vector g; € R¢esource corresponds to a re-
source feature dimension, with its magnitude indicating the strategic importance and
optimization direction that silo i’s policy assigns to that particular feature. This repre-
sentation exhibits three properties desirable for heterogeneous federated learning: (i)
cross-silo comparability, since g; € R%esource is defined in the shared resource-feature space
Presource () and is thus comparable across silos regardless of candidate-set size or iden-
tity; (ii) negligible marginal cost, because the required gradients are produced by standard
backpropagation and averaged locally, with no extra forward passes or cross-silo data
exchange; and (iii) temporal adaptivity, as maintaining g; as a sliding-window average
over recent updates makes it responsive to policy evolution and workload shifts, pro-

viding a low-latency summary of emerging preference patterns.

Inter-silo similarity is computed using cosine similarity to measure gradient direc-

tion alignment:
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8 8

oL (7.46)
18l ll gl

Sil’ni]' =
Cosine similarity captures gradient direction consistency while maintaining invariance
to magnitude differences, ensuring that similarity measurement is unaffected by vari-
ations in training progress or data scale across silos. A high similarity score indicates
that both silos have developed consistent preferences regarding resource attribute im-

portance, suggesting compatible optimization objectives.

To identify suspicious neighbors, we also employ the gradient fingerprint for anomaly
detection. In distributed environments, normally cooperating silos should exhibit con-
sistent resource preference patterns, while abnormal silos (wWhether due to failures or
malicious behavior) may demonstrate dramatically different optimization objectives that
manifest as divergent gradient fingerprints. We identify anomalous neighbors based on

similarity thresholds Tgim:
O; = {j € H; : simjj < Tgim}, (7.47)

where Tgin, is set using robust statistics to account for the non-Gaussian distribution of

cosine similarity scores:

Tsim = median({sim;; : j € H;})—

&-MAD({sim;; : j € H;}), (7.48)
where MAD is the Median Absolute Deviation:

MAD({sim;; : j € H;}) = median({|sim;;
— median({simy : k € H;})| : j € Hi}), (7.49)
and ¢ is a robustness parameter. This robust approach provides reliable anomaly detec-
tion for bounded similarity measures without distributional assumptions.

Aggregation weights are computed through softmax normalization of similarity scores
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for non-anomalous neighbors:

B exp(sim;;/v)
Ljremp\o, exp(sim;y /v) !

Wij (750)
where v > 0 is a temperature parameter controlling the concentration of the similarity

distribution.

Actor parameter updates employ robust weighted aggregation. First, anomalous
neighbors are excluded, then weighted aggregation is performed on the remaining neigh-

bors’” parameters:

) = (1= wagg) - %) + ttagg - Y. wjj- 4,](’0, (7.51)
jGHi\Oi

where aag0 € (0,1) is the aggregation rate for the Actor network.

Gradient Tracking-Based Critic Network Aggregation

The core function of the Critic network V,;, (s;) is to accurately evaluate the local state val-
ues of silo z;. Direct parameter averaging would destroy the accuracy of value functions
because different silos have different state value distributions. To address this challenge,
we propose a gradient tracking mechanism that enables silos to maintain personalized

value functions while benefiting from neighbors” optimization directions.

Each silo z; maintains two key variables: the local gradient dl(k) = V?iLE?iti C((pl(k))

reflecting the local optimization direction under current parameters, and the tracking

variable yl(k) accumulating gradient information from distributed cooperation. To resist
abnormal gradients, we use the same anomalous neighbor set ;. Each silo computes

its own robust gradient by averaging filtered neighbor gradients:

S 1 (k)
oLy 4w (7.52)
[Hi\ Oi| +1 je(H\O)U{i} :
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(k)

The update of tracking variables y; follows:

y = Yy (v +at —al). (7.53)
JEHU{i}

This formula design has three key components. First are the uniform mixing weights
cij, which are chosen to satisfy the row stochastic condition Zinl cij = 1. Specifically, the
weights are defined based on the network topology as ¢;; = ﬁ forj € H; U{i} and
cij = 0 otherwise. This choice ensures balanced information propagation and conver-
gence to a network-wide consensus while maintaining computational simplicity. Sec-
ond, the tracking variable y](k)
neighbor silos, enabling cross-silo optimization experience transfer. Most critically, the
gradient difference term &](-kﬂ) — &](-k)

from round k to k + 1, reflecting new optimization directions discovered by neighbors

carries historical cooperative gradient information from
captures the robust gradient change of neighbors

or adaptive adjustments to environmental changes. This design enables each silo to per-
ceive neighbors’ optimization dynamics: when neighbors discover better optimization
directions, the gradient difference term transmits this improvement information; when
environmental changes cause gradient adjustments, other silos can promptly perceive
and adjust accordingly. Through mixing and accumulation of tracking variables, the op-
timization wisdom of the entire network is shared while each silo maintains the ability

to adapt to local environments.

Critic parameters are updated based on robust tracking variables:

o — o0 g, ylED), (7.54)

where a4 is the aggregation learning rate for the Critic network.

Algorithm 7.2 presents the complete dual-track Non-IID robust decentralized aggre-
gation. It first constructs the communication topology in the initialization phase (Lines
2-7) by selecting d ., lowest-latency neighbors through RTT measurements for each silo,
and initializes gradient fingerprint buffers and tracking variables. In the local training
phase (Lines 10-18), each silo performs () rounds of Actor-Critic training in parallel (in-

voking Algorithm 7.1), while collecting resource feature gradients and maintaining a
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sliding window of size K, then computes the gradient fingerprint as a compact represen-
tation of policy preferences upon training completion. In the aggregation phase (Lines
20-42), each silo first exchanges gradient fingerprints, model parameters, and tracking
variables with neighbors (Lines 22-24), then computes similarity based on gradient fin-
gerprints and performs robust anomaly detection through MAD to identify suspicious
neighbors (Lines 26-32). For the Actor network, similarity-weighted aggregation is em-
ployed, where aggregation weights are assigned based on policy similarity after exclud-
ing anomalous neighbors (Lines 34-35); for the Critic network, the gradient tracking
mechanism is adopted, achieving optimization momentum sharing through robust gra-
dient averaging and tracking variable updates (Lines 37-38). Finally, the communication
topology is dynamically optimized based on neighbor recommendations and RTT im-

provements (Line 41).

7.5 Performance Evaluation

This section presents a comprehensive experimental evaluation of DeFRiS in realistic
silo-cooperative IoT environments. We first describe the experimental setup and hy-
perparameter configuration, then evaluate DeFRiS across five dimensions: convergence
performance, ablation study, QoS guarantee, scalability, and robustness in adversarial

environments.

7.5.1 Experiment Setup

This subsection describes the distributed silo-cooperative testbed, IoT application work-

loads, and baseline approaches.

Practical Experiment Environment

To validate the effectiveness of DeFRiS in realistic silo-cooperative IoT environments,
we establish a distributed experimental testbed comprising 20 autonomous computing
silos, each with different resource configurations and workload characteristics. Each

silo operates as an independent management entity with complete autonomy over its
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Algorithm 7.2: Dual-Track Non-IID Robust Decentralized Aggregation

10
11
12

13
14

15
16
17

18

19

20

21
22

23

24

25

26

27
28
29
30
31
32
33
34
35

36

37

38

39

40

41

42

43

44

45

46
47

Input: Silos Z = {z1,2,,...,2M}, aggregation period (), neighbor size dyuqy, similarity window K,
temperature v, robustness parameter §, aggregation rates aagg, Acag

Output: Updated Actor parameters {¢; } and Critic parameters {¢; }

/* Initialization: Network Topology Construction

for each silo z; € Z do

Sample ksample candidates, measure RTT

Select dmax lowest-latency neighbors — #;(0)

Initialize gradient fingerprint buffer Bfrad ={}
0)
=0

Initialize tracking variable y;
end for
for aggregation round r = 1,2,... do
/* Local Training Phase ({) rounds)
for each silo z; do in parallel
for local stepk =1,2,...,Q do
Perform local Actor-Critic training (Algorithm 7.1)
Collect resource feature gradient:
vlpresource("k) H¢ (Sk’ i’lk)
Add to buffer:

d d
Bigra « Bigra U {vlﬁresource ("k)u‘p(sk’ nk)}

Keep only most recent K gradients in B]grad

end for
Compute gradient fingerprint:

= 1
8= &k Lyeppna 8

end forpar

/+ Aggregation Phase

for each silo z; do

/* Information Exchange with All Neighbors

for each neighbor z; € H; do

Exchange gradient fingerprints g;, Actor parameters q;j('), Critic gradients d](.r)

variables y](-r)

, tracking

, and neighbor recommendations

end for
/* Similarity Assessment and Anomaly Detection
for each neighbor z; € H; do
Compute similarity:
T
3 — gl g/

sim;; = =2

U il

end for
Compute median similarity:
med; = median({simy; : j € H;})
Compute MAD:
MAD; = median({|sim;; — med;| : j € H;})
Set anomaly threshold:
Tsim = med; — ¢ - MAD;
Identify anomalous neighbors:
0; = {] cH;: sim,'j < Tsim}
/* Actor Network Aggregation
Compute aggregation weights:
W — exp(sim;; /v)
g Ej’e?-t,\@,- exp(simij//v)
Update Actor parameters:

1
‘P;H )= (1- Kagg) "Pi(r) + fagg - Ljen\0, Wij .47](’)

/* Critic Network Aggregation
Compute robust gradients:

3 _ 1 (r)

4" = mror Liewnonutiy 9;

Update tracking variables:

v = Sienog Cij(y,(r) + &](-r“) - a](-r))

1
Update Critic parameters:

901(,+1) _ gol(r) _ D‘cag 'yl(H—l)

/* Dynamic Neighbor Optimization

Optimize neighbor set using received recommendations and RTT improvements
end for

end for

*/

*/

*/

*/

*/

*/

*/

*/
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local resource scheduling decisions while participating in the decentralized federated
learning protocol for cooperative optimization.

Each computing silo contains a heterogeneous mix of IoT devices, edge servers, and
cloud instances, forming a realistic three-tier computing hierarchy:

Cloud Layer: We deploy cloud instances from diverse providers to ensure environ-
mental heterogeneity, including Nectar cloud instances (AMD EPYC processors, config-
urations ranging from 2 cores @2.0GHz 8GB RAM to 32 cores @2.0GHz 128GB RAM),
AWS cloud instances (Intel Xeon processors, configurations ranging from 1 core @2.4GHz
1GB RAM to 16 cores @2.5GHz 64GB RAM), and Microsoft Azure cloud instances (In-
tel Xeon processors, configurations ranging from 1 core @2.3GHz 1GB RAM to 24 cores
@2.4GHz 96GB RAM).

Edge Layer: We configure various edge computing devices, including M1 Pro processor-
based devices (8 cores, 16GB RAM), Intel Core i7 processor-equipped devices (8 cores
@2.3GHz, 16GB RAM), Intel Core i9 processor devices (8 cores @2.5GHz, 32GB RAM),
and Intel Core i5 processor devices (6 cores @2.8GHz, 8GB RAM) with different config-
urations.

IoT Device Layer: We deploy Raspberry Pi devices (Pi OS, Broadcom BCM2837
quad-core @1.2GHz, 1GB RAM), virtual machines, and Docker containers equipped
with cameras and IP cameras. Some IoT devices are equipped with limited battery ca-
pacity (simulated as 10,000-50,000 Joules), while others are connected to stable power
supplies.

To reflect inter-silo heterogeneity, we configure different resource combinations for
different silos: Silos 1-5 primarily contain cloud computing resources (70% cloud in-
stances), Silos 6-10 are edge-computing dominant (60% edge nodes), Silos 11-15 adopt
balanced configurations (evenly distributed resources across all tiers), and Silos 16-20
are [oT-device dense (over 50% IoT devices).

Network connections exhibit realistic latency and bandwidth variations, reflecting
real-world deployment scenarios. The latency between IoT devices and edge devices
ranges from 1-6ms with a bandwidth of 10-25 MB/s. Network characteristics between
IoT devices and cloud instances vary by cloud service provider, with latency ranging

from 6-25ms and bandwidth from 14-22MB/s. Communication latency between edge
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devices and cloud instances ranges from 6-25ms with a bandwidth of 15-22MB/s.

For silo-cooperative learning communication, each silo maintains up to 5 neighbor
connections (d,,.x = 5), dynamically selecting optimal neighbors based on RTT mea-
surements. For energy monitoring, we use the eco2Al [246] toolkit to implement accu-
rate real-time power measurement. In the response time objective function Eq. 7.11,
CVaR risk control parameters are set to « = 0.95 and B = 0.3, ensuring tail risk control
while optimizing average performance. In the joint optimization objective function Eq.

7.18, we set weight parameters )\g)T —05and AV

Energy = 0-5 to balance response time and

energy consumption optimization objectives.

IoT Application Workloads

To comprehensively evaluate DeFRiS across realistic silo-cooperative scenarios, we de-
ploy a diverse suite of IoT applications adapted from production deployment require-

ments:

¢ VoiceHomeController: speech-to-text and intent recognition for smart home automa-
tion, combining t orchaudio [296] and a lightweight Transformer decoder; work-

load scaled by audio-chunk length.

* IndustrialNoiseMonitor: acoustic amplitude tracking for factory equipment health
monitoring, implemented with 1ibrosa [293]; workload scaled by analysis-window

length.

* DriverFatigueMonitor: cascaded face-and-eye detection with fatigue state classifica-
tion for automotive safety systems, using OpenCV [300] and d1ib [304]; workload

scaled by input resolution and cascade depth.

* MedicallmagePreprocessor: batch medical image filtering, enhancement, and stan-
dardization for telehealth diagnostics, utilizing P IL [299] and OpencCV [300]; work-

load scaled by batch size and processing pipeline depth.

» GesturelnteractionService: HSV-based hand-gesture tracking for AR/ VR interaction
systems using OpenCV [300]; workload scaled by frame rate and tracking-window

size.
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* CustomerFeedbackAnalyzer: real-time sentiment analysis on customer reviews for
retail analytics, using TextBlob [294] and NLTK [295]; workload scaled by text-

block size.

e ElderlyFallDetection: pose-estimation-based fall detection for elderly care monitor-
ing, implemented with TensorFlow Lite [301, 302]; workload scaled by sam-

pling rate and model capacity.

e TrafficSignRecognition: video-based traffic sign detection and text recognition for
ADAS systems, combining EasyOCR [305] and OpenCV [300]; workload scaled by

clip length and model precision.

* EdgeDataTransmitter: adaptive data compression for bandwidth-constrained IoT
gateways, using z1ib [297]/gzip [298]; workload scaled by file size and com-

pression level.

e SecuritySurveillance: real-time face detection for access control and intrusion mon-
itoring, implemented with OpenCV [300] and MediaPipe [303]; workload scaled

by frame resolution and detection frequency.

To reflect workload heterogeneity in real-world deployments, different silo types
tend to receive applications matching their resource profiles: cloud-dominant silos (1-5)
more frequently receive compute-intensive tasks (e.g., MedicallmagePreprocessor pro-
cessing high-resolution imagery, CustomerFeedbackAnalyzer analyzing large-scale text
datasets); edge-dominant silos (6-10) more often execute latency-sensitive applications
(e.g., DriverFatigueMonitor processing real-time video streams, VoiceHomeController
providing instant voice responses); balanced silos (11-15) receive a mixture of applica-
tion types; IoT-dense silos (16-20) primarily deploy energy-optimized variants (e.g., El-
derlyFallDetection using pruned lightweight pose models, IndustrialNoiseMonitor em-
ploying downsampled audio processing to conserve energy). By systematically varying
workload parameters (e.g., video resolution from 480p to 4K, audio sampling rate from
8kHz to 48kHz, batch size from 10 to 500, model complexity from tiny to large), we gen-
erate a comprehensive set of application instances that stress-test DeFRiS across diverse

IoT scheduling scenarios.



7.5 Performance Evaluation 297

Baseline Approaches

We implement DeFRiS using ReinFog[31], a modular framework for DRL-based re-
source management that supports both centralized and distributed learning techniques
development and integration in practical edge-fog-cloud environments. To comprehen-
sively evaluate DeFRiS, we compare it against four representative state-of-the-art ap-

proaches:

¢ MCM-FDRL [323]: A federated DRL framework where independent clients lo-
cally train DQN models and update a global model via periodic parameter av-
eraging. We adapt it to multi-silo scenarios by treating each silo as a client and

modifying the action design and reward functions.

e TF-DDRL [54]: A distributed DRL approach employing Transformer and IM-
PALA framework for asynchronous training. We extend its architecture to multi-
silo scenarios by deploying distributed actors across heterogeneous silos to asyn-

chronously feed the central learner.

¢ VCPN [321]: A multi-agent DRL approach based on MADDPG using centralized
training with shared replay buffers and decentralized execution. We adapt it to
multi-silo scenarios by treating each silo as an agent and modifying the state rep-

resentation and reward functions.

e D3QN-SEIDEL [318]: A single-agent DRL approach based on D3QN optimizing
task offloading through separate value and advantage streams. We deploy inde-
pendent agents per silo and adapt the state-action space and reward design for

each local environment.

These baselines are strategically selected to cover the full spectrum of coordination
paradigms in IoT scheduling: MCM-FDRL represents federated learning with global pa-
rameter aggregation [322, 323]; TF-DDRL exemplifies parallelized centralized learning
where distributed actors asynchronously collect experience for a shared policy [27, 54,
287]; VCPN adopts the multi-agent paradigm with Centralized Training and Decentral-
ized Execution (CTDE) to handle inter-agent interactions [319-321]; and D3QN-SEIDEL
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serves as the baseline for independent single-agent learning without external coordina-

tion [26, 235, 283, 317, 318]. This diverse selection enables a comprehensive evaluation

of DeFRiS across distinct methodological approaches.

7.5.2 Hyperparameter Configuration

To ensure optimal performance, we conduct systematic hyperparameter tuning for De-

FRiS and all baseline approaches using grid search. All approaches share identical net-

work architectures where applicable to ensure fair comparison. Table 7.2 summarizes

the key hyperparameters for DeFRiS.

Table 7.2: Hyperparameter Configuration

Parameter Value
Objective Function

CVaR risk level () 0.95
CVaR weight () 0.3
Response time weight (/\%OT) 0.5
Energy consumption weight (/\gjl or qy) 0.5
Local Training

Discount factor (vy) 0.99
Actor learning rate (ay) 3e-4
Critic learning rate () le-3
GAE parameter (A) 0.95
Clipping parameter (€) 0.2
Network Architecture

Hidden layers 2
Hidden units 128-512
Activation function ReLU
Federated Aggqregation

Maximum neighbors (d;;ax) 5
Candidate sampling size (ksqpic) 10
Gradient fingerprint window (K) 100
Similarity temperature (v) 0.1
Robustness parameter (&) 3.0
Actor aggregation rate (tagg) 0.3
Critic aggregation rate (acag) 0.1

7.5.3 Experimental Results and Analysis

We evaluate DeFRiS through convergence performance, ablation study, QoS guarantee

analysis, scalability evaluation, and robustness in adversarial environments. All exper-
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iments are repeated 10 times with different random seeds, and the reported results rep-

resent the mean performance averaged over all runs.

Convergence Performance

Figure 7.3 presents the convergence behavior of all approaches across 100 training itera-
tions, evaluated in terms of response time, energy consumption, and weighted cost. All
metrics represent the average performance across 20 silos, reflecting system-level overall
performance. DeFRiS consistently demonstrates superior convergence speed and final
performance across all three metrics.

Response time optimization. As shown in Figure 7.3a, DeFRiS achieves a final av-
erage response time of around 1170 ms, representing 6.4% and 13.3% improvements
over MCM-FDRL (around 1250 ms) and TF-DDRL (around 1350 ms), respectively, and
substantial gains of 73.4% and 75.6% compared to VCPN (around 4400 ms) and D3QN-
SEIDEL (around 4800 ms). DeFRiS exhibits a rapid descent during the first 40 iterations
and stabilizes near the optimal solution by iteration 50. In contrast, MCM-FDRL and
TF-DDRL require around 100 iterations to achieve comparable stability, while VCPN
and D3QN-SEIDEL remain trapped at substantially higher response times throughout
training, reflecting optimization difficulties in multi-silo Non-IID environments.

Energy efficiency. Figure 7.3b demonstrates that DeFRiS achieves a final energy
consumption of around 1290 J, saving 7.2% and 9.2% compared to MCM-FDRL (around
1390 J) and TF-DDRL (around 1420 J), respectively, and achieving substantial reductions
of 46.3% and 58.4% over VCPN (around 2400 ]J) and D3QN-SEIDEL (around 3100 J).
DeFRiS exhibits rapid energy optimization during the first 40 iterations and stabilizes
by iteration 50. In contrast, MCM-FDRL and TE-DDRL require nearly 100 iterations
to converge, while VCPN cannot converge within 100 iterations and maintains consis-
tently high energy consumption throughout training. Notably, DSQN-SEIDEL exhibits
an energy rebound phenomenon after iteration 80, demonstrating the instability of in-
dependent learning without cross-silo knowledge transfer.

Weighted cost performance. The joint optimization metric in Figure 7.3c shows

that DeFRiS achieves the lowest final cost of around 0.185, outperforming MCM-FDRL
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Figure 7.3: Convergence performance comparison across 100 training iterations.

(around 0.191), TF-DDRL (around 0.209), VCPN (around 0.433), and D3QN-SEIDEL
(around 0.482) by 3.0%, 11.5%, 57.3%, and 61.6%, respectively. Similarly, DeFRiS demon-
strates rapid optimization during the first 40 iterations and stabilizes by iteration 50. In
contrast, MCM-FDRL and TF-DDRL require the full 100 iterations to approach conver-
gence, while VCPN and D3QN-SEIDEL stabilize at substantially higher cost levels, high-
lighting the critical importance of effective knowledge sharing and action space design
in heterogeneous multi-silo environments.

DeFRiS’s superior performance stems from the synergistic effect of three core com-
ponents. First, the action-space-agnostic policy enables parameter sharing across hetero-
geneous silos through candidate scoring mechanisms, allowing silos with different re-
source configurations to effectively transfer scheduling knowledge. Second, silo-optimized
local learning combines GAE with clipped policy updates, addressing both the credit as-
signment problem under sparse rewards and ensuring training stability, thereby achiev-
ing rapid and smooth convergence. Finally, Non-IID robust decentralized aggrega-
tion employs a dual-track aggregation strategy that selectively transfers policy knowl-
edge through gradient fingerprints while preserving local accuracy of value functions

through gradient tracking.

Ablation Study

To validate the individual contribution of each core component in DeFRiS, we conduct
systematic ablation experiments. Specifically, we construct four variants that respec-
tively remove the action-space-agnostic policy (w/o ASAP adopts fixed-dimension out-

put layers with masking to handle heterogeneous action spaces), GAE+CLIP mecha-
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nism (w/o GAE+CLIP adopts vanilla policy gradient), gradient fingerprint-based Ac-
tor aggregation (w/o GF adopts simple parameter averaging instead), and gradient
tracking-based Critic aggregation (w /o GT adopts simple parameter averaging instead).
As shown in Figure 7.4, the full DeFRiS achieves a final cost of 0.185 and significantly

outperforms all variants at every stage of training.

Removing the GAE+CLIP mechanism causes the most severe performance loss, with
the final cost degrading to 0.252 (36.2% degradation). This variant also exhibits the slow-
est convergence throughout training, reaching 0.674 at iteration 10 and remaining at
0.516 at iteration 30 while full DeFRiS has descended to 0.248. This validates that both
GAF’s credit assignment and clipped updates’ stability guarantees are indispensable in
sparse reward environments, as their absence severely impairs learning efficiency and

produces low-quality parameters that contaminate federated aggregation.

Removing gradient fingerprint leads to the second largest performance loss at 0.242
(30.8% degradation). Starting at 0.663 at iteration 10, this variant remains at 0.394 at iter-
ation 30 and plateaus around 0.24 after iteration 50, reflecting the harm of blind aggre-
gation in Non-IID environments. Simple parameter averaging forcibly fuses incompati-
ble policy knowledge from heterogeneous silos, while gradient fingerprint’s similarity-
aware selective aggregation enables effective knowledge transfer matching each silo’s

environment.

Removing action-space-agnostic policy results in 17.3% degradation to 0.217. At it-
eration 10, this variant reaches 0.579, and at iteration 30 remains at 0.405 versus the
full version’s 0.248, demonstrating significantly slower convergence. ASAP’s candidate
scoring mechanism enables more efficient representation learning through its unified re-
source feature space, achieving faster policy optimization and more effective knowledge

aggregation across heterogeneous silos throughout training.

Removing gradient tracking degrades performance to 0.205 (10.8% degradation).
This variant reaches 0.555 at iteration 10 and 0.322 at iteration 30, consistently falling
behind full DeFRiS throughout training. This confirms that simple Critic parameter av-
eraging destroys accurate modeling of local state distributions, while gradient tracking
successfully balances cooperative learning and local adaptation by sharing optimization

momentum while maintaining personalized value functions.
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Figure 7.4: Ablation study results showing performance degradation when removing
individual components of DeFRiS.

QoS Guarantee Analysis

To evaluate the performance of each approach in service quality assurance, we analyze
the convergence behavior of two critical metrics. Figure 7.5a shows CVaR g5 response
time, measuring tail latency risk at 95% confidence level, while Figure 7.5b shows dead-
line violation rate, measuring the proportion of tasks failing to meet latency require-
ments. DeFRiS achieves fast convergence and optimal performance on both metrics,

validating its effectiveness in guaranteeing QoS requirements for mission-critical tasks.

Tail latency optimization. As shown in Figure 7.5a, DeFRiS’s CVaR g5 response time
rapidly decreases from around 11700 ms at iteration 10 to around 5800 ms at iteration 30
(50.4% reduction), ultimately converging to around 3000 ms. In contrast, while MCM-
FDRL and TF-DDRL also achieve reductions, their convergence speeds are significantly
slower than DeFRiS, finally stabilizing at around 3350 ms and 4000 ms, respectively.
More notably, VCPN and D3QN-SEIDEL maintain extremely high tail latencies through-
out training, ultimately reaching around 11000 ms. DeFRiS reduces tail latency by 10.4%
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Figure 7.5: QoS guarantee performance comparison.

compared to the best baseline MCM-FDRL, an improvement crucial for latency-sensitive
critical tasks, as tail latency often determines worst-case performance guarantees.

Deadline violation rate optimization. Figure 7.5b demonstrates even more signif-
icant performance differences. DeFRiS achieves a near 0% violation rate by iteration
50. MCM-FDRL and TE-DDRL exhibit slower improvement rates, requiring over 90 it-
erations to decrease to the same level. VCPN and D3QN-SEIDEL perform particularly
poorly, with violation rates approaching 100% at iteration 10, and despite limited im-
provement throughout training, ultimately maintaining high levels of around 70% and
80%.

These results validate DeFRiS’s ability to satisfy strict QoS constraints in production
environments. By achieving near 0% deadline violations and significantly lower tail la-
tencies, DeFRiS demonstrates the critical importance of effective cross-silo coordination
in meeting real-time service requirements that baseline approaches consistently fail to

guarantee.

Scalability Evaluation

To evaluate the scalability of DeFRiS in large-scale distributed deployments, we system-
atically vary the number of independent silos from 5 to 30, testing the final performance
of each approach at different scales. Figure 7.6 presents the scalability performance of
all approaches.

Within the range of 5 to 20 silos, DeFRiS maintains a stable average weighted cost
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(approximately 0.182), 3.7% and 12.1% lower than MCM-FDRL (approximately 0.189)
and TF-DDRL (approximately 0.207), respectively, and 56.7% and 59.7% lower than
VCPN (approximately 0.420) and D3QN-SEIDEL (approximately 0.452), respectively.
When the scale expands to 30 silos, performance divergence becomes significant: De-
FRiS increases moderately to 0.194 (a 6.6% increase), while MCM-FDRL, TF-DDRL, and
VCPN surge dramatically to 0.227 (20.1% increase), 0.259 (25.1% increase), and 0.468
(11.4% increase), respectively, and D3QN-SEIDEL remains at 0.458 (1.3% increase). This
demonstrates that DeFRiS achieves over 3 times better performance retention compared
to the best-performing baseline (MCM-FDRL) as the system scales. DeFRiS’s superior
scalability stems from its decentralized architecture that avoids centralized bottlenecks,
gradient fingerprint and gradient tracking-based aggregation that enables robust pol-
icy transfer while preserving local adaptation, and dynamic neighbor optimization that
controls communication overhead. In contrast, the centralized architectures of MCM-
FDRL, TF-DDRL, and VCPN all face centralized coordination bottlenecks and Non-1ID
noise accumulation as scale increases, leading to sharp performance degradation. While
D3QN-SEIDEL’s independent learning avoids scale overhead, it cannot benefit from co-

operation, maintaining a high cost level.
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Figure 7.6: Scalability evaluation showing average weighted cost across different num-
bers of silos.
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Robustness in Adversarial Environments

To evaluate the robustness of DeFRiS in adversarial environments, we introduce 30%
malicious nodes into the 20-silo system, implementing three realistic threat scenarios:
random noise injection (representing hardware failures) [326], gradient reversal attacks
(representing malicious behavior) [35], and intermittent network disruptions (represent-
ing communication faults) [327]. We compare the performance of full DeFRiS, DeFRiS
without anomaly detection (DeFRiS w/o Defense), and three baseline approaches in-
volving cross-silo cooperation (MCM-FDRL, TF-DDRL, and VCPN) under attack. Since
D3QN-SEIDEL trains each silo independently without cooperation mechanisms, it is im-
mune to distributed attacks and thus excluded from this experiment. Figure 7.7 presents

the average weighted cost across 100 training iterations for all approaches.

DeFRiS demonstrates superior robustness under attack. Full DeFRiS converges from
approximately 0.554 to approximately 0.218, with final performance degrading only
17.8% compared to the benign scenario (0.185). In contrast, DeFRiS w/o Defense con-
verges to approximately 0.435, suffering 135.1% performance degradation compared to
the benign scenario, validating the critical role of the anomaly detection mechanism.
Baseline approaches exhibit severe vulnerability: MCM-FDRL achieves approximately
0.501, representing 162.3% degradation compared to its benign performance (0.191); TF-
DDRL reaches approximately 0.527, degrading 152.2% from its benign performance
(0.209); while VCPN barely improves during training (from around 0.774 to around
0.757, only 2.2% reduction) with 74.8% degradation from its benign performance (0.433),
nearly losing all learning capability. This highlights that DeFRiS achieves over 8 times
better performance stability compared to the best-performing baseline. These results
demonstrate that DeFRiS’s anomaly detection mechanism effectively identifies and fil-
ters corrupted parameters through gradient fingerprint-based similarity assessment and
robust statistical thresholding (median and MAD), while baseline approaches lack ro-
bustness mechanisms, leading to training collapse or severe performance degradation

in adversarial environments.
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Figure 7.7: Robustness evaluation in adversarial environments.

7.6 Summary

In this chapter, we propose DeFRiS, a decentralized federated reinforcement learning
framework designed to tackle the challenges of infrastructure heterogeneity, Non-IID
workload shifts, and adversarial risks in silo-cooperative IoT scheduling. By integrat-
ing an action-space-agnostic policy for seamless cross-silo knowledge transfer, a GAE-
enhanced local learning mechanism for stable convergence under sparse rewards, and a
gradient fingerprint-based robust aggregation protocol, DeFRiS effectively synthesizes
collective intelligence without a central coordinator. Extensive experiments on a real-
world distributed testbed demonstrate that DeFRiS significantly outperforms state-of-
the-art baselines, reducing average response time by 6.4% and energy consumption by
7.2% compared to the best-performing method while ensuring strict QoS guarantees.
Notably, the framework exhibits exceptional resilience and scalability, achieving over 3
times better performance retention as the system scales and over 8 times better stability

in adversarial environments.



Chapter 8

AirFed: A Federated Graph-Enhanced
Multi-Agent Reinforcement Learning
Framework for Multi-UAV
Cooperative Mobile Edge Computing

Multiple UAV cooperative Mobile Edge Computing systems face critical challenges in coordinat-
ing trajectory planning, task offloading, and resource allocation while ensuring QoS under dynamic
and uncertain environments. Existing approaches suffer from limited scalability, slow convergence,
and inefficient knowledge sharing among UAVs, particularly when handling large-scale IoT deploy-
ments with stringent deadline constraints. To address these challenges, we propose AirFed, a fed-
erated graph-enhanced multi-agent reinforcement learning framework with three key innovations.
First, we design dual-layer dynamic Graph Attention Networks that model spatial-temporal depen-
dencies among UAVs and IoT devices, capturing both service relationships and collaborative interac-
tions. Second, we develop a dual-Actor single-Critic architecture that jointly optimizes continuous
trajectory control and discrete task offloading decisions. Third, we propose a reputation-based de-
centralized federated learning mechanism with gradient-sensitive adaptive quantization for efficient
and robust knowledge sharing across heterogeneous UAVs. Extensive experiments demonstrate that
AirFed achieves 42.9% reduction in weighted cost compared to state-of-the-art baselines, over 99%
deadline satisfaction, 94.2% IoT device coverage, and 54.5% lower communication overhead. Scala-
bility analysis confirms robust performance across varying UAV numbers, IoT device densities, and

system scales, validating AirFed’s practical applicability for large-scale UAV-MEC deployments.

This chapter is derived from:

® Zhiyu Wang, Suman Raj, and Rajkumar Buyya, ”AirFed: Federated Graph-Enhanced Multi-Agent
Reinforcement Learning for Multi-UAV Cooperative Mobile Edge Computing”, IEEE Transactions on
Mobile Computing (TMC), 2026 [Under Review].
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8.1 Introduction

The Internet-of-Things (IoT) paradigm [1] has fundamentally transformed data acqui-
sition and decision-making across diverse spatio-temporal domains, including disas-
ter management [328], surveillance [329], urban monitoring [330] and smart agricul-
ture [331]. Despite this proliferation, contemporary IoT deployments deploy lightweight
ground sensors and end-user devices with constrained computation, memory, and en-
ergy resources, thereby limiting their scalability to perform real-time analytics. The
advent of 5G/6G communication technologies has facilitated large-scale data offload-
ing from these devices to cloud or remote high-performance computing infrastructures
for advanced processing [332]. Nevertheless, such centralized offloading becomes im-
practical for latency-sensitive applications due to variable end-to-end communication
delays, and economically unsustainable as the monetary cost of cloud service usage
escalates sharply with the increasing number of devices continuously generating data
streams [54]. Furthermore, in remote or disaster-affected regions where network connec-
tivity is intermittent or bandwidth-constrained, cloud-based processing may not even be

feasible.

An emerging paradigm mitigating these challenges is Drones-as-a-Service (DaaS) [333],
which extends the principles of Mobile Edge Computing (MEC) into the aerial domain.
Recent advances in embedded hardware have made it feasible to equip drones, or more
formally Unmanned Aerial Vehicles (UAVs), with onboard accelerators such as the NVIDIA
Jetson Orin Nano, featuring 1024 CUDA cores, a 6-core Arm Cortex-A78AE CPU, and 8
GB of unified memory, all within a compact 100 79 mm form factor, a power envelope
of 715 W and costing just around US$400 [334]. Within this paradigm, UAVs function as
mobile sensing and compute nodes, dynamically repositioned to provide localized edge
computing services to ground IoT devices. They can operate either autonomously or as
part of a cooperative aerial fleet, forming a distributed edge computing layer serving
ground IoT devices. This enables efficient execution of Deep Neural Network (DNN)
inference tasks on-board, facilitating real-time analytics without dependence on contin-

uous backhaul connectivity [335].

When integrated into a DaaS orchestration framework, UAVs can form a collabora-
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tive service fabric in which incoming requests from ground IoT devices are dynamically
mapped to aerial nodes based on proximity, residual compute capacity, and deadline
constraints [336]. A UAV that receives a service request may either process it locally or
offload it to another UAV within the fleet, similar to a distributed microservice invoca-
tion, thus ensuring Quality-of-Service (QoS) guarantees and efficient resource utiliza-

tion.

8.1.1 Challenges

Realizing effective UAV-enabled MEC in IoT environments entails addressing several
fundamental challenges arising from the distributed, dynamic, and resource-constrained
nature of aerial edge computing. UAV fleets typically comprise heterogeneous platforms
with varying computational capabilities, where high-end UAVs equipped with accelera-
tors can execute inference tasks within milliseconds, while lower-end UAVs may require
several seconds for the same workload [337]. This heterogeneity necessitates intelligent
task scheduling that efficiently exploits resource diversity while managing the critical
energy trade-offs among onboard computation, wireless communication, and flight op-
erations under stringent battery constraints.

Further, the inherent mobility of both UAVs and ground IoT devices, coupled with
stochastic task arrivals and time-varying wireless channel conditions, introduces signif-
icant uncertainty into the system. Traditional approaches that rely on accurate system
models and deterministic parameters struggle to maintain performance under such dy-
namic conditions, as environmental changes necessitate frequent re-optimization with
high computational overhead [26]. Real-time decision-making in this context requires
adaptive policies capable of responding to evolving network states without complete
system re-design.

Moreover, multi-UAV systems require distributed coordination for collaborative task
allocation and resource sharing, yet centralized control architectures introduce single-
point failure risks and communication bottlenecks for state aggregation [338]. Achieving
efficient decentralized coordination across heterogeneous UAVs while avoiding resource

overload remains a fundamental challenge, particularly when UAVs must cooperatively
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serve overlapping areas and relay tasks among themselves.

Finally, real-world IoT applications impose stringent QoS requirements, demanding
both timely task completion within application-specific deadlines and adequate cov-
erage for distributed IoT devices [339]. Jointly optimizing task scheduling and UAV
trajectory planning to satisfy these QoS requirements under dynamic conditions is non-
trivial, especially when considering the cascading effects of UAV mobility on network

topology and task execution latency.

8.1.2 Contributions

This chapter proposes AirFed, a federated graph-enhanced multi-agent reinforcement
learning framework for multi-UAV cooperative mobile edge computing. AirFed achieves
joint optimization of UAV trajectory planning and task offloading through spatial-temporal
graph modeling, Constrained Multi-Agent Reinforcement Learning (CMARL), and com-
munication efficient decentralized federated learning, while guaranteeing coverage and

deadline QoS requirements. The main contributions of our chapter are as follows:

1. We establish a comprehensive system model encompassing multi-hop task offload-
ing, UAV heterogeneity, coverage guarantees, and deadline constraints, and formu-
late the joint optimization as a multi-objective Mixed-integer non-linear program-

ming (MINLP) problem.

2. We design dual-layer dynamic Graph Attention Network (GATs) with Gated Recur-
rent Unit (GRU) to model spatial-temporal dependencies, and develop a dual-Actor
single-Critic architecture that unifies continuous trajectory control and discrete task

offloading within a hybrid action space.

3. We propose reputation-based decentralized federated learning with gradient-sensitive
adaptive quantization, enabling efficient knowledge sharing across UAVs while re-

ducing communication overhead.

4. We conduct comprehensive experiments demonstrating AirFed’s superior performance
in convergence, QoS guarantees, and communication efficiency, with ablation and

scalability analysis validating effectiveness across different system scales.
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The rest of the chapter is organized as follows: Section 8.2 reviews related work and
identifies research gaps; Section 8.3 establishes the system model and formulates the
optimization problem; Section 8.4 presents the detailed design of the AirFed framework;
Section 8.5 evaluates the performance of the framework through extensive experiments;

Section 8.6 concludes the chapter.

8.2 Related Work

Recent research on UAV-assisted MEC has focused primarily on joint optimization of
trajectory planning and resource allocation to improve system performance. Existing
approaches can be broadly categorized into optimization-based methods and learning-

based methods.

8.2.1 Optimization-based Approaches

Pervez et al. [340] proposed a Block Coordinate Descent (BCD) method combined with
game theory and Successive Convex Approximation (SCA) for multi-UAV assisted MEC
networks. The approach jointly optimizes task offloading decisions and UAV trajectory
to minimize energy and latency-based cost function. Qi et al. [341] proposed an SCA-
based joint optimization algorithm for UAV-relaying-assisted MEC networks with mov-
ing users. The approach minimizes average task completion time by optimizing com-
munication bandwidth, CPU frequency, task division ratio, and UAV three-dimensional
location deployment. Dai et al. [342] proposed a Lyapunov optimization-based method
combined with Markov chain approximation for online UAV-assisted task offloading in
vehicular edge computing networks. The approach minimizes vehicular task delay un-
der long-term UAV energy constraints without requiring future information. He et al.
[343] proposed an online joint optimization approach based on Lyapunov method for
QoE maximization in UAV-enabled MEC. The method employs a two-stage optimiza-
tion combining game theory and convex optimization to solve per-slot task offloading,
resource allocation, and UAV trajectory planning problems. Xu et al. [344] proposed

a surrogate Lagrangian relaxation method with hybrid numerical techniques for ser-
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vice selection in MEC-based UAV last-mile delivery systems. The approach addresses
heterogeneous service requirements by jointly optimizing delivery and computational
service selection to minimize UAV energy consumption and service response time. Tun
et al. [336] proposed a BCD approach for joint UAV deployment and resource alloca-
tion in MEC-enabled integrated space-air-ground networks. The method decomposes
the problem into four subproblems solved by matching game, concave-convex proce-
dure, SCA, and block successive upper-bound minimization approaches to minimize
device and UAV energy consumption. Du et al. [345] proposed an online optimization
framework based on Lyapunov optimization and surrogate Lagrangian relaxation for
hierarchical collaborative MEC systems. The approach decouples decisions across time
slots and employs hybrid numerical techniques for service placement, task scheduling,
and resource allocation to minimize energy consumption while ensuring service place-
ment stability. Gao et al. [346] proposed a BCD-based method with SCA technique for
multi-UAV assisted MEC to minimize task completion time. The approach iteratively
optimizes UAV-user association, UAV trajectory planning, and transmit power alloca-

tion to improve quality of experience.

8.2.2 Learning-based Approaches

Ning et al. [37] proposed MUTO, a Multi-Agent Deep Reinforcement Learning (MADRL)
algorithm with prioritized experience replay for UAV trajectory optimization in dif-
ferentiated services scenarios. The approach formulates a Markov game model and
employs Actor-Critic architecture to achieve distributed trajectory control of multiple
UAVs while minimizing energy consumption based on local observations. Song et al.
[347] proposed a multi-objective learning approach based on Proximal Policy Optimiza-
tion (PPO) combined with genetic operators for aerial-ground collaborative MEC. The
method addresses latency and energy tradeoff by optimizing UAV flight paths and task
offloading ratios through crossover and mutation operations at policy network param-
eter level. Li et al. [348] proposed an improved federated Deep Deterministic Policy
Gradient (IF-DDPG) algorithm for computation offloading in multi-UAV assisted MEC.
The method enhances traditional federated DDPG through dual experience replay and
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mixed noise exploration to minimize task response delay and user energy consumption.
Chen et al. [349] proposed the JTORA algorithm integrating Soft Actor-Critic (SAC) and
Lyapunov optimization techniques for joint trajectory optimization and resource alloca-
tion in UAV-MEC systems. The approach employs Lyapunov techniques for problem
transformation and combines DRL with convex optimization to minimize mobile user

energy consumption.

Table 8.1: A qualitative comparison of AirFed with existing related works

Problem Formulation System Modeling Solution Approach Performance Evaluation
Work Optimization Objective | Decision | Multi-hop UAV Spatial-Temporal | Solution | Ci ion | Knowled, C icati QoS Guaranty
Time | Energy | Multi-Obj | Variables | Offloading i i Method | Mechanism | Transfer Efficiency Coverage | Deadline

Pervezetal. [340] | v/ v v Joint x v None Optimization | Centralized None None x x v
Qietal. [341] v x x Joint x v None Optimization | Centralized None None x x v
Daietal [342] | v x x Offloading x v None Optimization | Centralized None None x x v
He et al. [343] v v v Joint x v None Optimization | Centralized None None x v x
Xu et al. [344] v v v Joint x v None Optimization | Centralized None None x x v
Tunetal. [336] | x v x Joint v v None Optimization | Centralized None None x v v
Duetal. [345] x v x Offloading x v None Optimization | Centralized None None x v v
Gaoetal. [346] | v x x Joint x v None Optimization | Centralized None None x x v
Ningetal. [37] | x v x Trajectory x v None MARL | Decentralized | Experience None x x v
Songetal. [347] | v v v Joint x v None Single DRL None None None x x v
Lietal. [348] v v v Joint x v None Single DRL | Centralized | Federated None x v v
Chenetal. [349] | x v x Joint x x None Single DRL None None None x x v
AirFed Ours) | v v Joint v v Dual-layer GATs MARL | Decentralized | Federated | Adaptive Quantization v v v

8.2.3 A Qualitative Comparison

To systematically position our work and identify research gaps, we conduct a compre-

hensive qualitative comparison of related works presented in Table 8.1.

Comparative Analysis Dimensions

We evaluate related works across four dimensions: problem formulation, system prop-
erties, solution approach, and performance guarantees.

Problem Formulation dimensions assess the optimization objectives and decision
variables. Optimization Objective includes three sub-dimensions: Time (whether la-
tency is optimized), Energy (whether energy consumption is optimized), and Multi-
Objective (whether multiple objectives are jointly optimized). Decision Variables cat-
egorizes control variables: trajectory planning only, task offloading only, or joint opti-

mization of both.
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System Modeling dimensions characterize how the UAV-MEC network is repre-
sented. Multi-hop Offloading indicates whether the system supports task forwarding
among UAVs. UAV Heterogeneity specifies whether UAVs are heterogeneous or homo-
geneous in terms of computational and communication capabilities. Spatial-Temporal
Modeling indicates whether the approach explicitly models the spatio-temporal rela-
tionships in the UAV-MEC network.

Solution Approach dimensions analyze the algorithmic paradigm and technical ar-
chitecture. Solution Method reflects the solution paradigm: traditional optimization
techniques, single-agent DRL, or MADRL. Cooperation Mechanism describes how mul-
tiple UAVs coordinate: no cooperation, centralized coordination (requiring a central
controller), or decentralized peer-to-peer collaboration. Knowledge Transfer evaluates
how learning knowledge is shared among agents: no sharing, experience sharing, or
model sharing (e.g., federated learning). Communication Efficiency examines whether
communication overhead optimization techniques are employed.

Performance Evaluation dimensions assess the system’s performance characteris-
tics and capabilities. QoS Guarantee includes two sub-dimensions: Coverage Guar-
antee indicates whether IoT device coverage requirements are ensured, and Deadline
Guarantee indicates whether task deadline constraints are ensured. Scalability assesses
whether the approach evaluates its capability to handle system scale growth (increasing

number of UAVs and devices).

Research Gap Identification

Based on the systematic analysis presented in Table 8.1, we identify five critical research
gaps in existing UAV-MEC solutions:

Gap 1 - Inadequate Multi-hop Offloading Support and Spatio-Temporal Model-
ing. First, multi-hop task offloading remains largely unexplored, with only Tun et
al. [336] addressing this scenario through traditional optimization. However, in prac-
tical deployments, direct communication between users and optimal serving UAVs may
be infeasible due to coverage limitations, severe path loss, or resource contention [36].

Multi-hop relay through intermediate UAVs is essential for extending service coverage
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and enabling flexible load balancing. Second, the table reveals that all existing works re-
port None for spatial-temporal modeling. UAV-MEC networks inherently form dynamic
graphs where nodes (UAVs) and edges (wireless links) evolve over time with complex
spatial dependencies [350]. However, current approaches treat UAVs as independent
entities or employ flat vector representations, failing to capture network topology and

spatio-temporal evolution patterns.

Gap 2 - Dominance of Centralized Optimization with Limited Adaptability. Ta-
ble 8.1 shows that 67% of existing works (8 out of 12) employ traditional optimization
methods, and all optimization-based works adopt centralized cooperation mechanisms,
requiring a central controller to collect global state and solve complex MINLP problems.
This centralized architecture introduces single-point failure risks and communication
bottlenecks for state aggregation. More fundamentally, optimization methods rely on
accurate system models and deterministic parameter assumptions, while real systems
face stochastic task arrivals, time-varying channel conditions, and unpredictable inter-
ference patterns [39]. When environments deviate from modeling assumptions, these
methods require complete re-optimization with high computational complexity, making
online adaptation infeasible and unable to cope with the dynamics and uncertainties of

UAV-MEC networks.

Gap 3 - Limited Decentralized Cooperation with Efficient Knowledge Sharing. A
critical gap exists in achieving decentralized cooperation with efficient knowledge trans-
fer. Li et al. [348] employ federated learning for model-level aggregation but remain cen-
tralized in cooperation, requiring a central controller for decision-making and creating
single-point failure risks. Conversely, Ning et al. [37] achieve decentralized coopera-
tion but rely on experience sharing, which lacks the abstraction benefits of model-level
knowledge and exhibits lower sample efficiency compared to federated aggregation. Ta-
ble 8.1 reveals that no existing work combines decentralized cooperation with federated
learning, preventing systems from simultaneously achieving distributed autonomy and
efficient model-level knowledge transfer. This gap is particularly critical for UAV net-

works requiring both operational independence and rapid collaborative learning.

Gap 4 - Systematic Neglect of Communication Efficiency. The table shows that

all existing works report None for communication efficiency, reflecting an implicit as-
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sumption that communication costs are negligible. However, UAV-MEC networks al-
ready face significant communication demands for task offloading and result deliv-
ery. Optimization-based and learning-based methods introduce additional communica-
tion overhead for coordination, state sharing, or model synchronization among UAVs.
Given that UAV wireless links typically provide limited throughput and are severely
energy-constrained [36], without explicit communication-aware mechanisms, the ag-
gregate communication burden from both system operations and algorithmic overhead
may fundamentally constrain the practical viability of these solutions in resource-limited

UAV deployments.

Gap 5 - Incomplete Quality-of-Service Guarantee Mechanisms. The table reveals
incomplete treatment of QoS guarantees in two critical dimensions. First, no existing
work considers coverage guarantee, which ensures users remain within UAV service
range. Existing works implicitly assume static user-UAV associations or focus solely
on optimizing performance for already-connected users, neglecting the challenge of
maintaining continuous coverage in dynamic scenarios. Second, only four works (He
et al. [343], Tun et al. [336], Du et al. [345], Li et al. [348]) incorporate deadline con-
straints to guarantee timely task completion. No work achieves joint coverage-deadline
guarantees, while real-world applications often demand both service availability (cov-
erage) and responsiveness (deadline satisfaction), limiting the applicability of existing

solutions to scenarios with comprehensive QoS requirements.

To address these gaps, the proposed AirFed framework provides systematic solu-
tions. For Gap 1, AirFed supports multi-hop task offloading and employs Dual-layer
GATs to explicitly model spatial-temporal relationships in UAV-MEC networks. For
Gap 2, it adopts CMARL to replace traditional optimization, enabling online adaptive
decision-making under system constraints through data-driven approaches. For Gap 3,
it is the first to organically combine decentralized cooperation with federated learning,
enabling each UAV to make autonomous decisions while performing efficient model-
level knowledge sharing. For Gap 4, it integrates a gradient-sensitive adaptive quanti-
zation mechanism to significantly reduce communication overhead, ensuring deploya-
bility in bandwidth-limited UAV-MEC networks. For Gap 5, it simultaneously provides

coverage and deadline guarantees through coordinated UAV trajectory planning and
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multi-hop task offloading. As shown in Table 8.1, AirFed is the only work that provides

comprehensive solutions across all critical dimensions.

8.3 System Model and Problem Formulation

This section establishes the mathematical model for the multi-UAV cooperative mobile
edge computing system and formulates the optimization problem. Fig. 8.1 illustrates a
representative deployment where four UAVs serve 50 computation requests from mul-

tiple IoT devices across agriculture, smart city, and disaster response domains.
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Figure 8.1: System model showing multi-UAV cooperative edge computing serving 50
requests across three application domains with heterogeneous spatial distributions.

8.3.1 Network and Spatial Model

We consider a multi-UAV cooperative system that provides mobile edge computing ser-

vices to distributed IoT devices. This section establishes the mathematical model for the
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network topology and spatial relationships.

The system comprises K UAVs, denoted as U = {uy | 1 < k < K}. The state of each

UAV uy at time t can be represented by a four-tuple:

si(t) = (posk(t), vk(t), energyy(t), loady(t)), (8.1)

where posi(t) = (xx(t),yx(t), ) denotes the three-dimensional coordinate position,
Ok(t) = (vx(t), v, k(t)) is the current velocity vector, energy(t) is the remaining bat-

tery level, and loady(t) is the current computational load.

The service area contains M IoT devices distributed across the region, denoted as
D ={dy |1 <m < M}. Each IoT device d,, has a fixed geographical location loc,, =
(Xm, Ym)- The task generation rate of device d,, follows A, (t) ~ Poisson(u,), where i,
is the parameter of the average task generation rate of device d,,;, reflecting the random

arrival characteristics of computational tasks.

The communication coverage capability of UAV uy over IoT device d,, depends on

their spatial distance. The Euclidean distance between the device and UAV is:

Aune (1) = 7/ (ae() — 22 + (Wi(t) — y)? + 12, (8.2)

Based on the free-space path loss model [351], the channel gain between the device and

UAV is:

Go

2 __
|hm,k| - dmlk(t)zr

(8.3)

where Gy is the gain constant of the reference channel, reflecting the basic characteristics
of the signal propagation environment. The Received Signal Strength Indicator (RSSI) at
IoT device d,, from UAV uy is:

P Gy
(1)

RSSIy (1) = P& X |y i|* = (8.4)

where P[* is the transmission power of UAV 1.

When the signal strength exceeds the minimum reception threshold RSSI,;,, the
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UAV is considered capable of providing effective service to that device. Therefore, the
coverage status of UAV 1 over device d,, at time t can be expressed using an indicator

function:

o) — 1, ifRSSIk,m(t)zRSSImin. 5

k,m .
0, otherwise

8.3.2 Task Completion Time Model

In UAV-assisted mobile edge computing systems, task completion time is influenced by
multiple factors including wireless channel conditions, UAV computational capabilities,
network topology, and offloading decision strategies. This section establishes a path-
based task completion time model to quantify task processing delay.

Each computational task generated by the IoT device d,, is represented by a four-
tuple 7, = (wy, s;,d;, ¢;), where w; denotes the required CPU cycles, s; and d; represent
input and output data sizes, respectively, and ¢; indicates the deadline constraint.

Considering the limited computational capabilities and simple network access mech-
anisms of IoT devices, devices employ a signal strength-based UAV selection strategy.
The device d,, selects the UAV uy- that provides the strongest signal coverage as its ser-

vice node:

U = argmax RSSI ,, (t). (8.6)
ueld

When a UAV receives a task request, it must decide whether to execute the task lo-
cally or forward it to other UAVs for processing. Each task follows a path model where
the processing path for task 17; is represented as an ordered sequence P; = {uy,, tx,, ..., Uk, },
where uy, is the serving UAV that receives the task, uy, is the final UAV that executes
the computation, and & > 1 is the path length. When h = 1, it represents local process-
ing; when h > 1, it represents multi-hop forwarding processing. The end-to-end task

completion time comprises three main stages:

Tltotal _ Tlupli”k + Tlpath + Tldownlink. (8.7)
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uplink
Tl

The uplink transmission time represents the time required for the IoT device

to transmit task data to the serving UAV:

puplink _ 51 ‘ (8.8)
1 up
Rm,k1

Based on the Shannon-Hartley theorem[351], the uplink channel capacity R;fkl is:

Ptx_|h k ‘2
R)", = Blog, (1 L :
m/kl ng + N0+21n/;ém P,t,:/ : ‘hm’,kl ‘2 ! (8 9)

where B is the channel bandwidth, P,sj‘ is the IoT device transmission power, Ny is the

noise power, and the summation term Y, ., P - By |?> represents the interference

power from other simultaneously transmitting devices.

The path processing time Tlp " can be decomposed into four distinct components:
th isi d
Tlpu — Tldeaszon + Tlforw‘” + TIP”OC‘?SS + Tlreturn, (8.10)

where each component represents a specific stage of the processing pipeline.

The cumulative decision time T{¢*i" accounts for the offloading decisions (local

processing or forwarding) made by each UAV along the path:

h
Tldecision — Z Tliecision‘ (8.11)
i=1
The forwarding transmission time Tlf orward represents the inter-UAV communication

time for task data:

h—1
forward 51
Tl - Z inter / (8.12)
=1 ki kit

where the inter-UAV communication capacity R{/¢" is modeled based on the line-of-

sight propagation characteristics [352] of air-to-air links:

) Ptx, h .12
R;flggr = Binter logz (1 + kzljvok,k> ’ (8.13)
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where B, is the inter-UAV communication bandwidth, typically much larger than the

air-to-ground communication bandwidth B, and P,ix is the transmission power of UAV

ug. |hgp|? is the inter-UAV channel gain, modeled as:
G
i[> = d’;””, (8.14)
k!

where dj i is the Euclidean distance between two UAVs, and Giy,y,, is the reference gain
constant for inter-UAV communication.

process
Tl

The processing time at the final UAV includes both queuing delay and com-

putation execution:

process wy
T/ =T+ —=, (8.15)
fkh

where fj, represents the computational frequency of the executing UAV.
The result return time T/*"" covers the transmission of computation results back

along the reverse path:

2
d
T 816
i=h ~“ki ki

The downlink transmission time T#“"i"k represents the time for transmitting com-

putation results from the serving UAV back to the original IoT device:

) d
downlink l
Tl = Riown” (8.17)

kl,m

The downlink channel capacity R;ff/%” is modeled similarly to the uplink, but UAVs typ-

ically have higher transmission power than IoT devices.

8.3.3 Energy Consumption Model

The energy consumption in UAV-assisted mobile edge computing systems primarily
stems from the multi-dimensional operational overhead of UAVs. To accurately reflect

the different impacts of trajectory optimization and task processing decisions, this sec-
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tion establishes a UAV energy consumption model.

The total energy consumption of a UAV comprises two independent components:

trajectory flight energy consumption and task processing energy consumption:

Efetal = gt 4y plask, (8.18)
leLy

where L represents the set of all tasks processed by UAV .

The trajectory flight energy consumption E]t(mj %Y reflects the total energy consump-

tion of UAVs executing mobility strategies. UAV flight energy consumption depends
on the instantaneous velocity, with higher velocities resulting in increased aerodynamic
drag and power requirements. The instantaneous flight power is modeled based on

aerodynamic characteristics:
ligh 1
B (o (0)ll2) = P + SpACo[ox(1)] (319)

where P°*" is the hovering power, p is the air density, A is the effective drag area, Cp is
the drag coefficient, and ||vi(t)|]2 is the flight speed. The trajectory energy consumption

is calculated by integrating power consumption over the flight duration:

flight

E}t{mjectory _ /O k Pi(fllght(‘ ’vk(t) | |2)dt (8.20)

The task processing energy consumption is based on the three-stage structure:
Efesk = Eh 4 T - plontink (8.21)

. . . . link
The uplink communication energy consumption EXF*"™ represents the energy con-
p gy p k1 p gy

sumption for the serving UAV to receive task data from IoT devices:
E}l{l/][]link _ ]:x . Tluplink’ (8.22)

where P}* is the air-to-ground communication receiving power of the UAV.

The path processing energy consumption Ej ?th can be decomposed into four compo-



8.3 System Model and Problem Formulation 323

nents:

Elf{;th _ Edeczszon n Eforward + Eprocess + Ereturn. (823)

The decision energy consumption Ef¢c’si" represents the cumulative energy con-

sumption of all UAVs along the path executing offloading decision algorithms:
deision _ 3 per
EkElCZSZOTl _ €CISZO71/ (824)
' i=1

where P,fipu is the CPU power consumption of UAV u;, when executing decision algo-

rithmes.

: . . . d
The forwarding communication energy consumption E{?rw”r

represents the energy
consumption for inter-UAV task data transmission, including both transmission and re-
ception components:
d
Eforwar — 2 <Pli,x R;foéy + Pk Rmié,) ’ (825)

i+1
ii41 i 1+1

where Pi?‘ is the inter-UAV communication transmission power of sending UAV 1, and

P | is the inter-UAV communication reception power of receiving UAV uy, .
1

The processing energy consumption Ep "7 occurs at the final executing UAV, in-
cluding the basic power consumption during queuing delay and actual computation

energy consumption:

Ep;ocess _ zdle T”/WW_'_ECW”P”te. (8.26)

The computatlon energy COﬂSUmptmn ECompute

is modeled based on the dynamic power
characteristics of CMOS digital circuits. According to the CMOS power formula [353],
the dynamic power consumption is given by P = aCV?f, where a is the activity factor, C
is the load capacitance, V is the supply voltage, and f is the operating frequency. Under
Dynamic Voltage and Frequency Scaling (DVFES) [354], the voltage scales approximately

linearly with frequency, i.e., V « f. Therefore, the computation power consumption can
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be expressed as:
Pcompute — - (fkh)sr (827)

where « is the effective capacitance coefficient reflecting the processor technology char-
acteristics. For a task executing w; CPU cycles, the required time is }ki, thus the total
h

computation energy consumption is:

Ecompute _ prompute . wr

kil il (fi,)* - w1, (8.28)

The result return energy consumption E,Zf'lt””’ represents the energy consumption for
transmitting computation results along the reverse path, also including both transmis-

sion and reception components:

Rinter ki*l ' Rinter
kiki_1 kiki 1

E;:lturn _ 1'2:h (PIE,X L4 4P d )/ (829)

where P[* is the transmission power of sending UAV uy, and P}* | is the reception power
i i—
of receiving UAV uy ..
The downlink communication energy consumption EZ9%"i"k represents the energy

consumption for the serving UAV to transmit final results to IoT devices:
Eltz/(;wnlink — P]ix . T[downlink, (830)

where P[* is the air-to-ground communication transmission power of the UAV.

8.3.4 Problem Formulation

Based on the aforementioned models, this section formulates the joint optimization
problem for UAV-assisted mobile edge computing systems. The core objective of the
system is to minimize the comprehensive cost that simultaneously considers task com-
pletion time and UAV energy consumption as two key performance indicators, while

satisfying QoS requirements.
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Decision Variables

The optimization problem involves the following main decision variables:
UAV Velocity Decisions: V = {v,(t),v,x(t) | k € [1,K],t € [1,T]} represents the
velocity decisions of all UAVs within the time window.

Processing Path Decisions: P = {P; | | € L} represents the complete processing
path for each task, where P; = {u,, u,, ..., ux, }. The first UAV uy, in the path is the
serving UAV that receives the task, and the last UAV uy, is the final UAV that executes

the computation. When |P)| = 1, it represents local processing.

Objective Function

The optimization objective of the system is to minimize the weighted combination of

task completion time and UAV energy consumption:
1’{/1111”1 Frotal = - Ftime + ,B : Fenergy/ (8.31)

where « and f represent the weights for time and energy. F;,,. and Fenergy represent the
normalized time and energy costs, respectively.
To effectively compare time and energy objectives with different dimensions, we

adopt a min-max normalization method. The normalized objective functions are defined

as:
= Ftime - Fmin
Ftime = e ’ (8.32)
Fmax _ pmin
time time

min
Fenergy - Fenergy

F, = o 8.33
T Rty — Filtey o
where the time cost function is:
1
Frime = — Y Ttotal 8.34
time | £| 1; 1 ( )

representing the average task completion time across all completed tasks in an episode.
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The energy cost function is:

1 K
Fenergy = R Z E}t{otul, (8.35)
k=1

representing the average energy consumption per UAV in an episode.
Fie and FP are the minimum and maximum average task completion times ob-

served across all episodes and algorithms during training. Similarly, Fe’%’;gy and Fcr,

are the minimum and maximum per-UAV energy consumption values. This normaliza-
tion ensures both objectives are scaled to the range [0, 1], enabling fair weighted combi-

nation in the optimization objective.

Constraints

UAV Velocity Constraints: UAV speed cannot exceed the maximum velocity:
[oe(B)]]2 < o)™, Vk,t. (8.36)
UAV Position Update: UAV position follows kinematic relationship:
posi(t+1) = posi(t) + v (t) - At, Vk,t, (8.37)

where At is the time step duration.
Time Discretization Constraint: The time step At must ensure realistic UAV accelera-

tion limits:

vmax
At > r’{laux ; , (8.38)
€ k

where a;, is the acceleration capability of UAV uy.

Processing Path Constraints: Each task must have one and only one processing path:

Pl >1, ViedL. (8.39)

Service Admission Constraints: The first UAV in the path must be within communica-
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tion range of the source device:

€0 (t) =1, VI E Lo, Py = {ug,, ..}, (8.40)

kl,m

where £, represents the task set generated by device d,.

UAV Energy Constraints: The total energy consumption cannot exceed the available

battery energy:
E,i“t”l < energyr(0), Vkel (8.41)

where energy(0) represents the initial battery capacity of UAV uy.

UAV Computational Capacity Constraints: The computational load must not exceed

UAV capacity:
loady(t) < load™, VkeU,t (8.42)

where load]""* represents the maximum computational capacity of UAV ;.

Path Connectivity Constraints: Adjacent UAVs in the task processing path must have

effective communication links:

dk,-,k,-H < Reomm, vMk,-/ ug,,, € Py, (8.43)

i+1

where R is the maximum effective distance for inter-UAV communication.

Deadline Constraints: Each task should be completed before its deadline:

Tt < ¢, V€ L. (8.44)

Coverage Constraints: Each IoT device should be covered by at least one UAV to ensure

service availability:

Y I%(t) =1, Vme Dt (8.45)

k,m
keU

This optimization problem is a complex Mixed-Integer Nonlinear Programming (MINLP)
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Figure 8.2: Overall architecture of AirFed framework. The framework integrates dual-
layer GATs for spatial-temporal modeling, dual-Actor single-Critic for hybrid decision
making, and decentralized federated learning featuring reputation-based aggregation
and gradient-sensitive quantization.

problem involving joint optimization of continuous variables (UAV velocities) and dis-
crete variables (path selection). The complexity of the problem stems from the coupling
of UAV mobility, dynamic task arrivals, multi-hop cooperative processing, and other

factors, requiring the design of efficient approaches to obtain near-optimal solutions.

8.4 Proposed AirFed Framework

We now present AirFed, our proposed framework for multi-UAV cooperative edge com-
puting. As illustrated in Fig. 8.2, AirFed consists of three key components: spatial-
temporal feature extraction using dual-layer GATs, hybrid decision making via dual-
actor single-critic architecture, and decentralized efficient federated learning through
reputation-based aggregation and adaptive quantization. Each UAV operates autonomously
while collaborating with neighbors to improve collective performance. The following

subsections detail each component.

8.4.1 Dynamic Graph Attention Networks for Spatial-Temporal Modeling

This section designs the dynamic GATs to model the complex spatial-temporal relation-

ships in UAV-IoT systems. The architecture captures UAV cooperation relationships and
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UAV-IoT service relationships through a dual-layer graph structure, and achieves real-

time network situational awareness through distributed graph attention computation.

Dual-Layer Dynamic Graph Construction

To comprehensively model the complex interaction relationships in UAV-assisted edge
computing systems, we design a dual-layer dynamic graph structure. Each UAV u;
maintains a local dual-layer graph GI°*! () = {G.*7 (t), G (t)}, modeling cooperation
relationships and service relationships respectively.

The UAV cooperation layer graph G, (t) = (V"7, £,"" (t)) models the communi-
cation and cooperation relationships between UAV u; and its neighbors. The node set
VP = {ug} UN(t) contains the UAV itself and its communication neighbors, with the
edge set defined as (uy, uy) € Slfoop(t) if and only if dy (t) < Reomm. Each UAV node

feature vector is:

hy* () = [posi (t), vp (), energyy (t), loady (t), fi'], (8.46)

containing position coordinates, flight velocity, remaining energy, current computational

load, and computational capacity information. The cooperation edge feature vector is:
e;,olf’p (t) = [dk,k/ (t), RSSIk,k’ (t)/ Bint@rr ﬂk,k/]/ (847)

where dj s (t) represents the Euclidean distance between UAVs; RSSIy j(t) is the com-
munication signal strength; B, is the available bandwidth; 7 ;- is the historical coop-
eration frequency.

The UAV-IoT service layer graph G (t) = (V{'?, £Y(t)) models the coverage and
service relationships between UAV u; and IoT devices. The node set Vi* = {u;} U
D{°(t) contains the UAV itself and its covered IoT devices. The UAV node uses the
same feature representation as in the UAV cooperation layer, and the IoT device node

features are:

hy O (t) = [locm, | Qm(t)], Am, Cm(t)], (8.48)



330 AirFed: Federated MARL for Multi-UAV Edge Computing

where locy, is the device location coordinates; | Q,, ()| is the task queue length; A, is the
task generation rate; ¢, (t) is the deadline of the most urgent task. Service edge features
are:

el (t) = [dim (), RSSIiu(t), RyY (1)), (8.49)

,m

where dy ,(t) is the distance between UAV and IoT device; RSSIy ,,(t) is the signal
strength; RZ,ZZ (t) is the uplink capacity.
Considering UAV mobility and task dynamics, each UAV’s local graph structure re-

quires real-time updates:
Giocol(t + At) = Update(Glo(t)). (8.50)

To balance real-time performance and computational overhead, we adopt an adaptive
update strategy based on mobility speed, where each UAV determines its local graph

update interval:

Atupdute _ Atpgse (8 51)
k 1+“speed' ||Uk(t)||2,

where g,y is the speed sensitivity parameter, and UAVs with higher mobility speeds

have higher graph structure update frequencies.

Spatial-Temporal Graph Attention Network

We design multi-scale spatial-temporal GATs where each UAV performs distributed
graph attention computation based on its local graph. The dual-layer GATs adopt inter-

layer interaction:

coop,(I+1 €00 coop,(l €00
B () = o (A (B (weer

+Mierv—>coop (f)Hiem'(l) (t)Wcmss’(l)> ) (8.52)
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HSEYU,(Z+1) t —0 Asgrv t HSET”U,(Z) t ws@rv/(l) , (853)
k att k

where A4 is the attention-based dynamic adjacency matrix, and the information trans-

fer matrix MimHCOOP (t) transfers task urgency information from the service layer to the

cooperation layer:

MECTOe0op () = Il?nz; (t) - wym(t)

_ , (8.54)
m Y ene (1) Ty (£) - Wi (£)

where the weight function wy ,,(t) = exp(—Yurg - Cm(t)) is determined based on task

urgency.

To adaptively learn the cooperation relationships between UAVs and the service rela-
tionships between UAVs and IoT devices, we design a multi-head attention mechanism.

The cooperation layer attention weights are computed as:
man,(h)TkZ(;n;'r,(h)/m)

. h) exp(q
Atifentzonmw’< t) = .
kK () L en(n) EXP(qEW”’WTkZ’/” ZRVNZR)

(8.55)

The service layer adopts a similar attention computation. Through this design, UAVs
can dynamically adjust their attention to different neighboring UAVs and IoT devices
based on multi-dimensional information including geographical distance, load status,

communication quality, and task urgency, achieving adaptive cooperation decisions.

To capture the temporal evolution patterns of the system, we model temporal de-

pendencies through Gated Recurrent Unit (GRU) networks:

R (£) = GRU(K™™™ (1), h["" (t — 1)), (8.56)

where h}” atial (t) is the spatial feature representation fusing information from H; "’ and

H;". The GRU is chosen for its computational efficiency while maintaining effective
temporal modeling capabilities, which is crucial for real-time UAV edge computing ap-
plications. This dynamic GATs provides each UAV with a comprehensive state repre-

sentation h{ml (t) containing local status, neighborhood context, task urgency, and co-
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operation opportunities, serving as high-quality decision input for subsequent CMARL.

8.4.2 Constrained Multi-Agent Reinforcement Learning

This section reformulates the original optimization problem as a Constrained Multi-
Agent Reinforcement Learning (CMARL) problem and designs a policy network ar-
chitecture for handling hybrid action spaces. Each UAV acts as an independent agent,
making joint decisions on trajectory planning and task offloading based on the state

representation hiiml (t) provided by GATs.

Problem Reformulation as CMAMDP

We reformulate the MINLP problem from Section 8.3 as a Constrained Multi-Agent
Markov Decision Process (CMAMDP) (S, A,P,R,C). The system state space S con-

tains comprehensive state representations of all UAVs provided by GATs:
S= /") | k=1,2,.,K}. (8.57)

Each UAV agent faces a hybrid action space A, = A% x Aif /, where continuous veloc-
ity actions a? € A C R? represent UAV movement decisions executed at each time
step, and discrete task actions aZf I e Aif f represent task offloading strategy executed
upon task arrivals. The state transition probability P is determined by the joint actions
executed by UAVs and environmental dynamics, and R is the reward function. Accord-
ing to physical feasibility and service requirements, the constraint set C is divided into

hard constraints and soft constraints:

* Hard constraints (must be strictly satisfied):

Chara = {Eq. (8.36), Eq. (8.37), Eq. (8.38), Eq. (8.39), (8.58)
Eq. (8.40), Eq. (8.41),Eq. (8.42), Eq. (8.43)}, (8.59)

strictly enforced during system operation.
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* Soft constraints (violations allowed but penalized):
Csoft = {Eq. (8.44),Eq. (8.45)}, (8.60)

representing QoS requirements, handled through penalty and reward terms in the

reward function.

Dual-Actor Single-Critic Architecture

To simultaneously handle continuous trajectory optimization and discrete task offload-
ing decisions, we design a dual-Actor single-Critic policy network architecture. This
architecture unifies the processing of hybrid action spaces through shared feature ex-

traction layers, ensuring coordination between the two types of decisions.

The shared feature layer converts GATs output state representations into decision

features:

inal
fihared(t) = 0—(wsharedh£lmZ (t) + bshared)- (861)

The architecture employs two specialized Actor networks operating on the shared

feature representation:

* Velocity Actor outputs Gaussian distribution parameters for continuous velocity
decisions, enabling smooth exploration-exploitation tradeoff through adjustable

variance:

”Zel(t) = nvel(f}schwgd(t);gvel)r (8.62)
‘Tlicjez(t) = avel(fihamd(t)} Qvel)/ (8.63)

vel vel

where velocity actions are sampled as a?” (t) ~ N (ul*, c??') and constrained by

velocity limits (Eq. (8.36)) to ensure feasible UAV movement.
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¢ Offloading Actor outputs probability distributions for discrete processing choices:

1 (1) = softmax (71, ¢ (£ (£); 605)), (8.64)
afo(t) ~ Categorical(nsz(t)), (8.65)

allowing flexible selection between local computation and forwarding to neigh-
boring UAVs based on current system states. Task offloading actions are executed

only when new computational tasks arrive.

Both Actors share a unified Critic network for value estimation:
Vk<t> = Vcritic(fihamd(t); ecritic); (866)

providing a common baseline for policy gradient updates across both decision types.

QoS-Aware Reward Design

We design a multi-dimensional reward function that integrates the optimization objec-

tive with QoS guarantees:
Rk(t) _ R];{)erfmmance(t) + R]?os(t), (867)

where R,?os (t) = R{endline () 4 R;°*"“¥°(+) encompasses two key QoS aspects.
The performance reward corresponds to the negative incremental contribution to the

optimization objective (Eq. (8.31)):
Rl’ferformnce(t) = —AFjotarx(t)- (8.68)
The deadline reward imposes penalties on tasks that violate timing constraints:
Réeadline (1) — — A max (0, T**! —¢)), (8.69)

where A is the penalty weight for deadline violations.

The coverage reward incentivizes UAVs to maintain service availability for IoT de-
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vices:

Rlc{ovemge(t) =7 Z I]({:]O]Z(t)’ (870)
meD

where 7 is the coverage reward weight, ensuring adequate service coverage across the

deployment area.

Distributed Policy Optimization

Each UAV independently maintains a complete dual-Actor single-Critic architecture and
conducts distributed training. Both Actor networks are updated using policy gradient

methods:

vevel ]UEZ =E [Vevel log nevel (a]zéd ’Sk)Ak(t)], (871)

Vo Jors = E[Va,,, log o, (a) [se) A(t)], (8.72)

where the advantage function Ag(t) = Ri(t) + yVi(t +1) — Vi () provides unified train-
ing signals for both Actors.

The Critic network is updated through temporal difference error:
Leritic = E[(Re(t) + v Vie(t+ 1) — Vi(£))?]. (8.73)

The total loss function integrates policy losses from both Actors and the value loss

from the Critic:
Ltotar = Lyer + Loff + Leritic + ,BentropyH(Tf)/ (8.74)

where H(7) is the entropy regularization term that promotes sufficient policy explo-
ration.
Algorithm 8.1 summarizes the overall CMARL training process for UAV cooperative

edge computing. The algorithm operates in four main phases: Lines 1-5 perform system
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initialization including network parameters and local graph structures. During online
execution (Lines 9-27), each UAV adaptively updates its local dual-layer graph based
on mobility speed (Lines 10-13), processes spatial-temporal features through GATs and
GRU (Lines 15-17), and generates hybrid actions via the dual-actor architecture (Lines
20-27), with velocity decisions made continuously and task offloading triggered by task
arrivals. The environment interaction phase (Lines 29-30) executes joint UAV veloc-
ity actions and task offloading decisions when applicable. The experience collection
(Lines 31-38) computes multi-dimensional rewards including performance, constraint,
and coverage components. Finally, distributed policy updates (Lines 40-55) enable each
UAV to independently update its dual-actor and critic networks using policy gradients

and temporal difference learning.

8.4.3 Multi-UAV Decentralized Federated Learning

While the CMARL enables each UAV to learn policies independently, the lack of knowl-
edge sharing mechanisms among UAVs limits the overall learning efficiency of the sys-
tem. We adopt a decentralized federated learning approach where each UAV serves both

as a DRL agent and a federated learning participant. The federated learning parameter

set for UAV uy is:
k) (k) ok
®£L = {9?(163’ egf}’ Géri)tic}’ (875)

(k)

L) represents the velocity decision network parameters, G(Sk)f denotes the task

where 6
offloading decision network parameters, 9521.6 indicates the value estimation network
parameters. The federated learning process leverages the UAV cooperation layer graph
G, " (t) to establish communication topology for distributed parameter exchange, en-

abling collaborative learning without centralized coordination.
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Algorithm 8.1: Constrained Multi-Agent Reinforcement Learning for UAV Co-
operative Edge Computing

Input: UAV set U, IoT device set D, communication range Rcomm, Network parameters 6,1, 0y ¢ £, Ocritic, learning rates ayep, &g £ ¢, dcritic

/* Initialization

1 Initialize GATs parameters and network weights
2 Initialize UAV positions posy (0) and states sy (0) for all k € U
3 Initialize experience buffer By for each UAV k
4 Initialize local graphs g}("”l (0) for all UAVs
5 for training iteration e = 1 to E do
6 for timestept =1to T do
7 for each UAV k € U do
/* Adaptive Graph Update
8 Compute update interval:
Atupdm‘e _ Atpase
k Tagpeed-llox (D12
10 ift mod AL — 0 then
11 Update local dual-layer graph:
CO0, v
2 gieet (1) = {677 (1) G (1)}
13 end if
/* Feature Processing
14 Apply GATs on g}("”/ (t) to obtain hiwhﬂl ()
15 Update temporal state:
inal spatial inal
16 /™ (1) = GRU(RP™™ (1), b/ (1))
17 Compute shared decision features:
share: inal
18 174 (8) = 0 (Waparegh. "™ () + Baparea)
/* Dual-Actor Action Selection
/* Velocity Actor
19 ﬂ]l(ml(t) = ﬂval(fihmed (£); 00er)
20 TP (£) = 0t (617 (1); B1)
21 Sample ai’”’ (t) ~ N(;a}:d, a}("”)
/* Offloading Actor
o
2 7 () = softmax 7ty (£ (1); 6,7))
23 Sample a;ff(t) ~ Categorical(rrsz(t))
/* Critic Value Estimation
24 Vi(t) = Vcritic(fir1uyed(f);gcritzc)
25 end for
/* Environment Interaction
26 Execute joint actions {az"l(t),asz(t)}keu
/+ Experience Collection
27 for each UAV k € U do
28 Compute performance reward:
er formance
2 R/ () = —AFytar ()
30 Compute constraint penalty:
31 Rionsfmini(t) — —AmaX(O, Tlmml _ Cl)
32 Compute coverage reward:
coverage J
33 RS (1) = g S 2(1)
34 Total reward:
35 Rk(t) _ R};:erfﬂrmzmce(t) +R,C(0”5tmim(t) +R}c{ozvemge(t)
36 Store transition (k)" (1), a%! (t),a0’/ (1), R (1), h[™ (t + 1)) in By
37 end for
38 end for
/* Distributed Policy Updates
39 for each UAV k € U do
40 Sample mini-batch from experience buffer B
/+ Advantage Computation
41 for each transition in mini-batch do
42 Compute advantage:
13 Ag(t) = R(H) + 7V (E+1) = Vi)
44 end for
/* Actor Networks Update
45 Compute velocity policy gradient:
46 Vo, Joet = E[V,, log g, (af!si) Ag (1))
47 Update:
48 Ovel <= Opel + “velvﬁvd Joel
49 Compute task policy gradient:
0
50 Ve, e Jors =ElVe,p log ﬂenff(akff\sk)Ak(fﬂ
51 Update:
52 Oof <= Ooff + o Vo, rJoff
/+ Critic Network Update
53 Compute value loss:
54 Leritic = E[(Ry (1) +7Vi(t +1) = V(1))
55 Update:
56 Ocritic < Ocritic — Kcritic Vem-m Leritic
57 end for
58 end for

59 return Trained policy networks 7y, 7Toff, and value network Vi

*/

*/

*/

*/
*/

*/

*/

*/

*/

*/

*/

*/

*/
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Reputation-based Model Aggregation

UAV uy selects aggregation partners from its communication neighbors:
NEE() = {u; € Ni(t) | RSSIy(t) > RSSIpL}, (8.76)

where RSSIr, is the minimum signal strength threshold required for federated learning.

To evaluate the trustworthiness and contribution value of different UAVs, we de-
sign a reputation mechanism based on historical performance. Considering the char-
acteristics of UAV systems, reputation assessment needs to reflect two key aspects: the
reliability of UAVs in executing computational tasks and the stability of UAVs in partic-
ipating in federated learning. The former ensures learning from high-quality data and
experiences, while the latter guarantees the continuity and effectiveness of parameter

exchange.
The task execution reputation of UAV j is defined as:

Succ;(t) = successfully ?ompleted tasks’ (8.77)
total assigned tasks

where the numerator represents the number of tasks successfully completed by UAV j
within deadlines, and the denominator represents the total number of tasks assigned to
UAV j. This metric reflects the computational capability and task processing reliability
of the UAV.

The communication reputation of UAV j is defined as:

ful FL icati
Stabi(t) = successful FL. communications (8.78)
total FL attempts

where the numerator represents the number of successful federated learning parameter
exchanges completed by UAV j, and the denominator represents the total number of
federated learning communication attempts. This metric reflects the network stability

and collaborative reliability of the UAV.

At each time step, we first calculate the instantaneous reputation based on current
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performance metrics:
Rep;(t) = tsucc - Succj(t) + astap - Staby(t), (8.79)

where «agcc + a5, = 1 are weight parameters balancing task execution and communi-
cation reliability.
To prevent abrupt reputation changes caused by temporary performance fluctua-

tions, we apply exponential moving average to smooth the reputation updates:

Repj(t) = p- Repj(t—1)+(1—p)- Rép].(t), (8.80)

where p € [0, 1] is the forgetting factor controlling the influence of historical reputation
versus current performance. And the reputation-based aggregation weights are defined

as:

Repj(t)
Wy i

= . (8.81)
] ZIGMFL(t) Repl(t)

Communication-Efficient Adaptive Updates

Due to the typically much smaller bandwidth of inter-UAV communication compared to
terrestrial networks, directly transmitting full-precision model parameters would incur
enormous communication overhead. To reduce communication burden while maintain-
ing learning effectiveness, we propose a gradient-sensitive adaptive quantization mech-
anism. According to the first-order Taylor expansion of the loss function, the gradient
magnitude 0L/ 891'] directly reflects the impact of quantization error in parameter value
on the loss function [355]. Parameters with large gradient magnitudes are more sensi-
tive to quantization errors and require higher transmission precision, while parameters
with small gradient magnitudes can tolerate more aggressive quantization compression
[355]. Based on this observation, we apply high-bit quantization to parameters with
large gradient magnitudes and low-bit quantization to parameters with small gradient
magnitudes.

Specifically, when UAV u; prepares to transmit parameters, it computes the gradi-
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ent rank r; = rank(g;) for each parameter based on the gradient absolute value g; =
|0L/00;|, where the rank function assigns values in descending order. Based on the

gradient rank, the quantization bit width for each parameter is determined as:

bi = byin + {(1 - ;p‘_i) X (byax — bmm)J , (8.82)
where b, and by, are the minimum and maximum bit widths respectively, defin-
ing the range of quantization precision, and 7, is the total number of network param-
eters. This mapping ensures that parameters with higher gradient ranks receive high-
precision quantization close to by;,y, while parameters with lower gradient ranks receive

low-precision quantization close to b,,;,. The parameter quantization process is:

Oguant,; = round (91_9””" x (2bi — 1)) , (8.83)

Gmux - Gmin

where 0, and 0,,;,, are the extreme values of the parameter vector. During transmis-
sion, the bit width identifiers {b;} of each parameter, along with 6,,,, and 6,,;,, are at-
tached to the quantized parameters. Upon reception, the receiving UAV reconstructs the

full-precision parameters through dequantization:

equant,i

91’ = Qmin + b _ 1

X (Gmax - sz’n)/ (884)

which linearly maps the quantized integer values back to the original floating-point
space. This mechanism allocates transmission precision according to the relative sensi-
tivity of parameters, achieving a balance between parameter transmission efficiency and

model convergence quality in resource-constrained UAV networks.

Considering the high mobility and dynamic network topology of UAVs, strict syn-
chronous federated learning is difficult to achieve. We design an asynchronous update
mechanism that allows different UAVs to perform model aggregation at different fre-
quencies. The aggregation frequency of each UAV k is adaptively adjusted according to

its movement speed:

fu((lg(; - fbase X (1 + ‘Xmohility X Hvk(t)HZ)/ (885)
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where fy; is the baseline aggregation frequency, and a;,piir, is the mobility sensitivity
parameter. The rationale behind this design is that fast-moving UAVs experience more
frequent changes in network neighbors and require more timely model updates to adapt
to new collaborative environments, while relatively stationary UAVs can adopt lower
aggregation frequencies to reduce communication overhead.

When UAVs move beyond communication range or encounter signal interference,
the federated learning process needs to handle communication failures. We adopt a
best-effort aggregation strategy: UAV k collects neighbor parameters within a predeter-
mined time window and performs aggregation based on received parameters after time-
out. Each UAV includes its own locally trained parameters in the aggregation process,
with all participating UAVs (including itself) weighted by their respective reputations.
Aggregation weights are normalized according to actually participating neighbors and

the UAV itself:

w}r{lqrmalized _ Repj (t)
2 Zle{k}Uleeceiwd(t) Repl(t)

(8.86)

where N« (t) C NFL(t) is the set of neighbors from which parameters were suc-
cessfully received. This fault-tolerance mechanism ensures that the federated learning
process can continue under partial communication failures while preserving local train-
ing outcomes, improving system robustness. The parameter aggregation update rules

are:

O = L wfrle, (8:87)
je{k}UN]:eceived(t)
(k) lized (j)
O 1w, (8.88)
]e{k}UNkrecczved(t)
k i .
ec(ri)tic = Z wg;rmallzedggztic‘ (889)
je{k}UNkreceived(t)

Algorithm 8.2 presents the decentralized federated learning for UAV cooperative
edge computing. The algorithm operates through three concurrent processes that run
independently for each UAV. The local CMARL training process (Lines 4-6) continu-

ously executes DRL and updates local parameters. The reputation management (Lines
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7-10) operates in an event-driven manner, updating task execution and communication
reliability statistics, computing instantaneous reputation values, and applying exponen-
tial moving average smoothing to maintain stable reputation assessments. The core
federated learning process (Lines 11-30) implements adaptive aggregation scheduling
based on UAV mobility, where fast-moving UAVs aggregate more frequently to adapt
to changing network topologies (Line 12). During each aggregation cycle, UAVs se-
lect qualified neighbors based on signal strength thresholds (Line 14), apply gradient-
sensitive adaptive quantization to compress parameters based on gradient sensitivity
(Lines 16-20), and send quantized parameters along with bit width identifiers and nor-
malization bounds (Line 21). Upon reception, UAVs reconstruct full-precision parame-
ters through dequantization (Lines 23-25) and perform reputation-weighted aggregation
that includes both locally trained parameters and received neighbor parameters, with
weights normalized across all participants (Lines 26-29). This decentralized approach
enables knowledge sharing among UAVs while maintaining communication efficiency

and robustness against communication failures and dynamic network conditions.

8.5 Performance Evaluation

We evaluate AirFed through extensive experiments, analyzing convergence behavior,
QoS guarantees, component contributions, and scalability across different system con-

figurations.

8.5.1 Experimental Setup

We describe the evaluation environment, baseline approaches, and hyperparameter con-

figurations.

Simulation Environment and Parameters

We implement AirFed using ReinFog [31], a modular DRL framework with native sup-
port for distributed heterogeneous agent deployment and flexible communication mech-

anisms, making it well-suited for our decentralized multi-UAV system. We leverage Re-
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Algorithm 8.2: Decentralized Federated Learning for UAV Cooperative Edge
Computing

Input: UAV set U, reputation parameters ascc, Xstqp, 0, FL parameters RSSIry, byin, bmax, frases

Xmobilitys Ttimeout
/+ Note: CMARL training, reputation updates, and FL aggregation run
concurrently and independently */

1 for each UAV k € U do in parallel

2

10

11

12

13
14

15

16
17

18

19

20

21

22

23

24

25
26

27

28
29

30

31

32

33

34
35

while system operating do

/* Local CMARL Training (Continuous) */

Execute local CMARL training (Algorithm 8.1)

Update local parameters:

10518y Oernic)

/* Reputation Management (Event-driven) */

Update performance statistics Succy (t) and Staby(t) based on task and communication
events

Compute instantaneous reputation:

REPk(t) = Ksuce * Succy(t) + aspap - Staby(t)

Update smoothed reputation:

Repy(t) = p - Repy(t —1) + (1 - p) - Repy(t)

/+ Adaptive FL Aggregation (Periodic) */

Compute aggregation frequency:

k
fu(gzg = foase X (1 + &mobitity x |0k (£)[]2)
if aggregation condition triggered based on f,l(g, then

Select FL neighbors:
NFE(t) = {uj € Nie(t) | RSSIy j(t) > RSSIpr}
/* Parameter Exchange */

for each neighbor j € NFL(t) do
UAV j computes gradient rank:
r; = rank(|0L/ 891.(] ) |) in descending order
Determine bit width:
bz’ = bmin + L(l - Z:%) X (bmux - bmin)J
Quantize parameters:
equunt,i - round(g(j) _gW x (2 - 1))
(

max min
; (7) (7) i

UAV j sends {0},,,;, {b;}, 0tax, 0,

end for

/+ Parameter Reconstruction and Aggregation */

) Repi(t)} to UAV k

for each successfully received neighbor j € N, k””m’d do
Dequantize:

o) _ gl

i min

() ; .
91 uant,i (]) (])
+ 2;1,'71 X (Gmax - emm)
end for
Compute normalized weights:
i Rep;(t) ; ived
whormalized _ i for kY U N\ receive
k'] Z[E{k}UJ‘\/’IZEC(’iw’d Rgpl(t) ] G { } Nk

(k) ) normalized n(f)
97}6[ = ng{k}u]\/kremwd wk,j eve[

) lized g (/)
9"!’ f < Z]'E{k}u N peceived wﬁ/‘;’mﬂ ize Goff

(k) ) normalized o(J)
9critic = Zje{k}u/\/k”f“m wk,j 9critic

end if
end while

3 end forpar
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inFog’s distributed learner infrastructure to deploy each UAV as an autonomous agent,
comprising the GATSs, trajectory/offloading actors, and the unified critic. Each UAV
interacts with the environment, performs policy updates, and periodically exchanges
model parameters with neighboring UAVs. To realize the federated learning protocol,
we extend ReinFog’s parameter synchronization mechanism by integrating reputation-
weighted aggregation and gradient-sensitive adaptive quantization. Additionally, we
develop a discrete-event simulator in Python following the system model in Section 8.3,
which models UAV mobility, channel dynamics, task arrivals, and resource constraints,
working in conjunction with ReinFog to provide environmental feedback for training.

Parameter configurations adhere to typical UAV-MEC deployment scenarios.

System Deployment. The service area spans 1000 x 1000 m? with K = 6 UAVs op-
erating at altitudes uniformly distributed in [80, 150] m [356]. UAV initial positions are
determined via k-means clustering on IoT device locations [357]. M = 40 IoT devices are
randomly distributed on the ground, simulating smart city sensor deployments [358].
For scalability analysis, we vary K € {2,4,6,8,10} and M € {20,40, 60, 80,100}.

UAV Specifications. The computational frequency fi of each UAV is uniformly sam-
pled from [1, 3] GHz, reflecting heterogeneous edge computing platforms [359]. Max-
imum flight velocity v}"™ = 20 m/s and acceleration capability 2, = 5 m/s? follow
[360, 361]. Initial battery capacity energy;(0) = 500 kJ follows current lithium polymer
battery specifications [362].

Communication Environment. Inter-UAV communication range Rcomm = 400 m
is based on 2.4 GHz WiFi air-to-air transmission characteristics [363]. RSSI threshold
RSSImin = —90 dBm follows IEEE 802.11 receiver sensitivity standards [364]. Channel
gains are Gop = —30 dB (air-to-ground) and Ginter = —20 dB (air-to-air) following free-
space path loss models [365, 366]. Bandwidth allocation is B = 10 MHz for device-to-
UAV links and Bjnter = 20 MHz for inter-UAV links [367, 368]. Thermal noise power is
Np = —114 dBm, derived from standard noise spectral density and bandwidth [369].

Power Configuration. UAV transmission and reception power are P* = 0.5 W and
P* = 0.1 W, with IoT device transmission power P = 0.1 W [362, 370, 371]. Hovering
power Ppover = 80 W is based on medium-sized quadrotor measurements carrying com-

putational payloads [372]. Aerodynamic parameters are air density p = 1.225 kg/m?,
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effective drag area A = 0.1m?, and drag coefficient Cp = 0.3 [373, 374]. Computational
energy uses CMOS effective switched capacitance x = 10718 [375].

Task Model. IoT devices generate tasks following independent Poisson processes
with rates A, uniformly sampled from [0.3, 0.8] tasks/s [376]. Task parameters include
computational requirements w; € [50,200] Mcycles, input data s; € [1,3] MB, output
data d; € [0.1,0.5] MB, and deadlines ¢; € [5,20] s, following [377-380].

Simulation Protocol. System performance is evaluated over 100 operational episodes,
each spanning 300 s. Episode initialization employs k-means clustering on IoT device
locations for UAV positioning. Each configuration undergoes 15 independent runs with

different random seeds, with results reported as mean values.

Baseline Approaches

We compare our proposed AirFed against four state-of-the-art approaches:

¢ IF-DDPG [348]: A federated DDPG-based approach featuring dual experience re-

play and mixed noise exploration.

¢ MUTO [37]: A multi-agent Actor-Critic approach with prioritized experience re-

play for UAV trajectory optimization in differentiated service scenarios.

¢ JTORA [349]: A hybrid approach combining Lyapunov optimization for queue
stability with SAC for UAV trajectory planning and resource allocation in dynamic

MEC system:s.

¢ BCD-SCA [346]: An iterative convex optimization combining BCD and SCA for

joint trajectory and resource allocation.

These baselines collectively represent different solution paradigms: federated learn-
ing with independent agents (IF-DDPG), prioritized multi-agent DRL (MUTO), hybrid
stochastic optimization with DRL (JTORA), and non-learning convex optimization (BCD-
SCA). This selection enables comprehensive evaluation of AirFed across different method-

ological approaches.
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Table 8.2: Hyperparameter Configuration Summary

y e
i
b
I:
e

S

Completion Time (s)

Parameter Value
GATs Architecture
GATs layers 2
GATs hidden layers [128, 64]
Attention heads 4
GRU hidden dimension 128
Speed sensitivity &g 0.1
Task urgency weight ;¢ 0.5
Actor-Critic Architecture
Shared feature layer 128
Velocity Actor hidden layers [128, 128]
Offloading Actor hidden layers [128, 128]
Critic hidden layers [128, 64]
Activation function ReLU
DRL Training
Velocity Actor learning rate ay,; 3x1074
Offloading Actor learning rate a, s 3x107*
Critic learning rate ot 5x 1074
Discount factor v 0.95
Optimizer Adam
Entropy regularization Bentropy 0.01
Reward Function Weights
Time weight « 0.5
Energy weight 0.5
Deadline penalty A 10
Coverage reward % 0.1
Federated Learning
FL communication RSSI threshold -85 dBm
Minimum bit width b,,,;,, 4
Maximum bit width by, 16
Base aggregation frequency fp,s. 0.03 Hz
Mobility sensitivity aopiiry 0.05
Task success weight wsycc 0.6
Communication stabili?f weight g, 0.4
Reputation smoothing factor p 0.75

375 oy, 04 .—;1—\&-—;_".\4_‘__‘_._'

R S P ey ~a L

»
/
°
»
/
¥

o
¢
f
:
i
i

Weighted Cost

<
°
i

g

Energy Consumption (kJ)

275

10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100

Episode

Episode Episode

—o— AirFed -®- [F-DDPG —#- MUTO --¢- JTORA +B("DVS(‘/\‘ —e— AirFed -®-1F-DDPG -4- MUTO ¢ JTORA +BCD-SCAI "+Airl"ed -8-[F-DDPG —4-MUTO -¢ JTORA -+ BCD-SCA

(a) Task completion time

(b) Energy consumption (c) Weighted cost

Figure 8.3: Convergence analysis of AirFed and baseline approaches across key perfor-

mance metrics.
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Figure 8.4: Quality of Service analysis of AirFed and baseline approaches.

Hyperparameter Configuration

The network architecture employs 2-layer GATs (hidden layers [128, 64]) with 4-head
attention mechanism, and GRU hidden dimension of 128. In the dual-Actor single-Critic
architecture, the shared feature layer has 128 dimensions, two Actors each have 2 layers
(hidden layers [128, 128]), and the Critic has 2 layers (hidden layers [128, 64]). Training
parameters include discount factor v = 0.95, Velocity Actor learning rate a,,; = 3 X
1074, Offloading Actor learning rate a,rr = 3 X 10~*, Critic learning rate ayitic = 5 X
1074, and entropy regularization coefficient Bentropy = 0.01. Reward function weights
x = B = 0.5 balance time and energy objectives, deadline penalty A = 10, coverage
reward 17 = 0.1. Federated learning parameters include quantization bit widths b,,;, = 4
and by.x = 16, reputation weights ag,cc = 0.6 and ag,, = 0.4, smoothing factor p =
0.75. All key hyperparameters are optimized through grid search to ensure optimal

performance. Detailed parameters are shown in Table 8.2.

Baseline approaches are implemented following their original designs. All base-
lines undergo the same hyperparameter tuning through grid search in our specific ex-
perimental setting. For hyperparameters reported in the original papers, we search
within ranges around the reported values. For unreported hyperparameters, we con-
duct broader grid search to find optimal configurations. This ensures fair comparison

under identical environmental conditions.
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8.5.2 Convergence Analysis

Fig. 8.3 presents the convergence characteristics of AirFed and baseline approaches on
the optimization objective defined in Eq. (8.31), evaluated through three key metrics: av-
erage task completion time (F;,), per-UAV energy consumption (Fepergy), and weighted
cost (Fyots1). AirFed demonstrates superior convergence behavior, achieving stable per-
formance within 30-40 episodes across all metrics. In contrast, IF-DDPG and MUTO
require 70-80 episodes to converge, while JTORA exhibits slower convergence, typically
stabilizing after 80-100 episodes. As a non-learning approach, BCD-SCA maintains con-
stant performance throughout the training process.

For task completion time (Fig. 8.3a), AirFed converges to around 0.9s, while IF-
DDPG, MUTO, and JTORA converge to approximately 1.4s, 3.3s, and 4.7s respectively,
and BCD-SCA remains at around 5.0s. Similarly, AirFed converges to around 27.0 k] for
energy consumption (Fig. 8.3b), compared to approximately 29.0 k] (IF-DDPG), 32.5 k]
(MUTO), 35.0 k] JTORA), and 36.5 k] (BCD-SCA). For weighted cost (Fig. 8.3c), AirFed
converges to around 0.08, achieving approximately 42.9%, 61.9%, 77.8%, and 80.0% re-
duction compared to IF-DDPG (0.14), MUTO (0.21), JTORA (0.36), and BCD-SCA (0.38)
respectively.

The rapid convergence of AirFed can be attributed to three key factors: the dual-layer
GATs that capture spatial-temporal dependencies for informed decision-making, the
dual-Actor architecture that efficiently handles hybrid action spaces, and the reputation-
based federated learning that enables knowledge sharing across the UAV network. These

mechanisms collectively accelerate the learning process compared to baseline approaches.

8.5.3 Quality of Service Analysis

Fig. 8.4 evaluates the QoS performance through deadline satisfaction rate and average
IoT device coverage rate across episodes, driven by the QoS rewards Eq. (8.69) and
Eq. (8.70).

For deadline satisfaction rate (Fig. 8.4a), AirFed reaches over 99% satisfaction rate
within 30 episodes and maintains stability, while IF-DDPG eventually converges to the

same level but requires approximately 90 episodes. MUTO converges to around 85%,
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JTORA to around 70%, and BCD-SCA remains at approximately 63%. The superior per-
formance of AirFed is attributed to the synergy between deadline penalty terms and
federated learning: the penalty drives individual UAVs to learn deadline-aware poli-
cies, while federated learning enables rapid propagation of effective strategies across
the network. Moreover, the dual-Actor architecture coordinates trajectory and task of-
floading decisions to satisfy timing constraints through dynamic position adjustment
and multi-hop offloading paths.

For IoT device coverage rate (Fig. 8.4b), AirFed achieves 94.2%, outperforming IF-
DDPG (87.5%), MUTO (83.2%), JTORA (79.8%), and BCD-SCA (76.5%) by 7.7%, 13.2%,
18.0%, and 23.2% respectively. This advantage stems from the coverage reward mecha-
nism that incentivizes UAVs to optimize trajectories for broader device coverage, while
the service layer in the dual-layer graph structure enables real-time awareness of cover-

age status.

8.5.4 Ablation Analysis

Fig. 8.5 illustrates the ablation study results of AirFed’s key components. We evaluate
three variants: the version without GATs (w/o GATs, replaced by MLP), the version
without the reputation mechanism (w/o Reputation, using equal-weight aggregation),

and the version without federated learning (w/o Fed, completely independent training).

Removing federated learning (w/o Fed) results in the most significant performance
degradation, with the weighted cost increasing from 0.08 to approximately 0.13, rep-
resenting a 62.5% increase. This variant requires about 70 episodes to converge, while
the complete AirFed only needs 40 episodes, achieving a 42.9% improvement in con-
vergence speed. Without federated learning, each UAV must independently explore the
state space, leading to inefficient learning and difficulty in discovering globally optimal
strategies.

Removing the reputation mechanism (w/o Reputation) increases the weighted cost
to approximately 0.11, representing a 37.5% increase compared to the complete version,

with convergence time extended to about 60 episodes. Without the reputation mecha-
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Figure 8.5: Ablation analysis of AirFed key components.

nism, all UAVs’ model parameters are treated equally, causing low-quality or unstable
policies to contaminate global knowledge, delaying convergence and reducing final per-
formance. The reputation mechanism ensures that only high-quality policies propagate
through the network by filtering unreliable updates.

Removing GATs (w/o GATs) achieves similar final performance to the complete
version, but converges significantly slower, requiring about 70 episodes compared to
AirFed’s 40 episodes. This indicates that GATs play an important role in accelerating
the learning process by effectively modeling spatial collaboration relationships among
UAVs and dynamic network topology, enabling the system to explore and converge to

optimal strategies more quickly.

8.5.5 Communication Efficiency Analysis

Fig. 8.6 presents the communication overhead comparison between AirFed and two
baseline methods. Since MUTO, JTORA, and BCD-SCA do not employ federated learn-

ing frameworks and thus do not exchange model parameters among UAVs, they in-
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Figure 8.6: Communication overhead comparison of federated learning approaches.

cur no federated learning communication overhead. Therefore, to evaluate the impact
of the gradient-sensitive adaptive quantization mechanism, we compare AirFed with
AirFed w/o Quant (full-precision 32-bit parameter transmission) and IF-DDPG. AirFed
employs gradient-sensitive adaptive quantization with b,,;,, = 4 and b, = 16 to reduce

communication burden in federated learning.

The result shows that during the 100 episodes, AirFed achieves 511 MB communi-
cation overhead per UAV, outperforming AirFed w/o Quant (1122 MB) and IF-DDPG
(723 MB) by 54.5% and 29.3% reduction, respectively. This stems from AirFed’s gradient-
sensitive adaptive quantization mechanism, which allocates higher bit precision to pa-
rameters with large gradients while compressing less sensitive parameters with lower
bit widths, reducing bandwidth consumption while preserving critical learning infor-
mation. This communication efficiency is particularly important for UAV-MEC systems

with limited bandwidth and energy budgets.
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Figure 8.7: Scalability analysis of AirFed across UAV numbers, IoT device numbers, and
system scale.

8.5.6 Scalability Analysis

To evaluate AirFed’s scalability, we analyze its performance across three dimensions:
UAV numbers, IoT device numbers, and system scale.

Fig. 8.7a shows the performance variation when UAV numbers increase from 4 to 8
with fixed IoT devices (M=40). The weighted cost of all approaches decreases as UAV
numbers increase. At the 8-UAV configuration, AirFed achieves around 0.06, outper-
forming IF-DDPG (0.11), MUTO (0.15), JTORA (0.32), and BCD-SCA (0.34) by 45.5%,
60.0%, 81.3%, and 82.4%, respectively. Fig. 8.7b shows the impact when IoT devices in-
crease from 20 to 60 with fixed UAVs (K=6). As device numbers increase, the weighted
cost of all approaches rises. AirFed exhibits the smallest increase (from 0.09 to 0.11), and
at the M=60 configuration outperforms IF-DDPG (0.18), MUTO (0.30), JTORA (0.37),
and BCD-SCA (0.42) by by 38.9%, 63.3%, 70.3%, and 73.8%, respectively. Fig. 8.7c shows
the performance when system scale expands from 20-3 to 80-12 (maintaining K/M~6.7).
The weighted cost of all approaches increases with scale growth. At the 80-12 configura-
tion, AirFed achieves 0.11, outperforming IF-DDPG (0.20), MUTO (0.30), JTORA (0.39),
and BCD-SCA (0.45) by 45.0%, 63.3%, 71.8%, and 75.6%, respectively.

The superior scalability of AirFed across all three dimensions is attributed to several
key architectural features. First, the decentralized federated learning mechanism fully
exploits the collaborative potential of additional UAVs, with denser knowledge shar-
ing networks accelerating policy propagation and global convergence as UAV numbers
increase. Second, the coverage-aware reward mechanism drives UAVs to proactively

adjust trajectories for broader device coverage, while the dual-layer GATs effectively
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model complex spatial relationships arising from increased device density, maintaining
robustness as IoT device numbers grow. Finally, the distributed decision-making archi-
tecture enables parallel processing across UAVs, and maintains computational efficiency
as system scale expands. In contrast, baseline approaches suffer from performance sat-
uration or significant degradation as system scale increases due to a lack of efficient

collaboration mechanisms.

8.6 Summary

In this chapter, we propose AirFed, a federated graph-enhanced multi-agent reinforce-
ment learning framework for multi-UAV cooperative mobile edge computing. It models
spatial-temporal dependencies through a dual-layer dynamic graph attention network,
handles hybrid action spaces via a dual-Actor single-Critic architecture, and achieves
efficient knowledge sharing through reputation-based decentralized federated learning.
Experimental results demonstrate that the AirFed framework reduces weighted cost by
42.9% compared to the best baseline, converges within 30-40 episodes, and achieves over
99% deadline satisfaction rate and 94.2% IoT device coverage rate. Ablation, communi-
cation efficiency and scalability analysis demonstrate the framework’s effectiveness of

each component and robust performance across different system scales.






Chapter 9

Conclusions and Future Directions

This chapter concludes the thesis by synthesizing the research contributions towards Al-driven
resource management within the loT-Edge-Cloud computing continuum. It first recapitulates the
seven core contributions, ranging from the establishment of a theoretical taxonomy to the develop-
ment of specific algorithms and frameworks that address challenges such as DAG task dependen-
cies, large-scale concurrency, device heterogeneity, and cross-domain data privacy. Subsequently,
the chapter distills methodological insights derived from these works, emphasizing the critical role
of neural architecture specificity, the necessity of bridging the gap between algorithmic theory and
system deployment, and the intrinsic trade-off between efficiency and robustness in decentralized ar-
chitectures. Finally, envisioning the transition from the Internet of Everything to the Intelligence of
Everything, the chapter outlines a roadmap for future research, highlighting directions such as foun-
dation model-driven edge intelligence, causal reinforcement learning, space-air-ground integration,
and carbon-aware sustainable computing to build a ubiquitous, trustworthy, and evolving intelligent

infrastructure.

9.1 Summary of the Thesis

With the deep integration of the IoT, edge computing, and cloud computing technolo-
gies, the computing paradigm is undergoing a fundamental shift from a solitary cloud
center to the IoT-Edge-Cloud continuum. This shift significantly expands the bound-
aries of computing but also brings severe challenges such as the exponential growth in
system scale, extreme infrastructure heterogeneity, highly dynamic workloads, and data
privacy constraints. With Al-driven approaches as the core methodology, this thesis
constructs a complete resource management solution suite to address these challenges

through seven interrelated research works. These seven main contributions are summa-

rized as follows:

355
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1. Construction of a Two-Dimensional Taxonomy for DRL-based Resource Man-
agement (corresponding to Chapter 2). To address the fragmentation of theoreti-
cal research in this field, this thesis first establishes an orthogonal two-dimensional
taxonomy. By systematically reconstructing the existing literature landscape through
two dimensions: control scope (single-agent vs. multi-agent) and training paradigm
(standard vs. federated), this work not only clarifies the applicability boundaries
of different architectures but also precisely identifies the gaps in federated and de-
centralized architectures in current research, laying a theoretical foundation for the

subsequent research paths of this thesis.

2. Proposal of the Adaptive Cost Optimization DRLIS Scheduling Algorithm (cor-
responding to Chapter 3). Addressing fundamental scheduling difficulties in edge-
fog computing environments, this thesis proposes the DRLIS algorithm. Facing
IoT applications with complex DAG dependency structures, the algorithm opti-
mizes the trade-off between response time and system load balancing in stochastic
dynamic environments through adaptive decision-making policies and composite

reward functions.

3. Design of the TF-DDRL Distributed Technique for Large-Scale Concurrency
(corresponding to Chapter 4). To break through scalability bottlenecks in large-
scale heterogeneous scenarios, this thesis develops the Transformer-fused distributed
DRL technique TF-DDRL. By utilizing Gated Transformer-XL to capture long-term
spatiotemporal dependencies of task flows, and combining the IMPALA distributed
architecture with prioritized experience replay mechanisms, this technique signif-
icantly reduces exploration costs when processing massive concurrent requests,

substantially improving sample efficiency and convergence speed.

4. Implementation of the Unified Resource Management Framework ReinFog and
Deployment Optimization (corresponding to Chapter 5). To bridge the gap be-
tween algorithmic theory and system implementation, this thesis designs and im-
plements the ReinFog framework. This is a modular, container-supported soft-
ware platform capable of seamlessly integrating various centralized and distributed

DRL algorithms. Furthermore, addressing the deployment overhead of DRL com-
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ponents themselves, the MADCP memetic algorithm is proposed to minimize com-
munication latency and startup time of the intelligent decision-making system by

optimizing the physical placement of Learners and Workers.

5. Proposal of the KD-AFRL Federated Framework Supporting Device Heterogene-
ity (corresponding to Chapter 6). Addressing the model incompatibility problem
caused by differences in device computational power in multi-domain collabo-
ration, this thesis proposes the KD-AFRL framework. By introducing resource-
aware adaptive architecture generation mechanisms and environment-oriented cross-
architecture knowledge distillation technologies, the framework successfully breaks
structural barriers between heterogeneous devices, allowing lightweight edge de-
vices to inherit the decision-making intelligence of cloud-based large models through

federated learning, while simultaneously accounting for data privacy protection.

6. Construction of the Attack-Resistant Decentralized DeFRiS Collaboration Frame-
work (corresponding to Chapter 7). Facing data silos and adversarial risks in
cross-organizational collaboration, this thesis develops the fully decentralized De-
FRiS framework. The framework innovatively adopts action-space-agnostic pol-
icy networks to adapt to heterogeneous infrastructures and designs a dual-track
robust aggregation protocol based on gradient fingerprints and gradient tracking.
Experiments demonstrate that DeFRiS ensures robust system convergence and ef-
ficient collaboration even under harsh environments with Non-IID data distribu-

tions and malicious node attacks.

7. Development of the AirFed Multi-Agent Framework for High-Dynamic Topolo-
gies (corresponding to Chapter 8). Targeting extreme dynamic scenarios such
as aerial computing networks, this thesis proposes the AirFed framework. The
framework fuses dual-layer dynamic Graph Attention Networks (GATs) to explic-
itly model spatiotemporal topology evolution features and designs a dual-Actor
single-Critic architecture to jointly optimize continuous UAV trajectory control and
discrete task offloading. Combined with a reputation-based federated mechanism,
AirFed effectively guarantees the QoS of mobile edge computing services under

strict communication and coverage constraints.
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In summary, the research work of this thesis covers a full-stack exploration from
basic theory and core algorithms to system implementation and complex cross-domain
collaboration. Through the seven innovations described above, this research system-
atically addresses the efficiency, scalability, compatibility, robustness, and adaptability
issues of resource management in the IoT-Edge-Cloud continuum. This not only verifies
the superiority of Al-driven approaches in handling highly complex distributed systems
but also provides solid theoretical grounds and technical support for building the next

generation of ubiquitous, intelligent, and trustworthy computing infrastructure.

9.2 Key Findings and Insights

Through a systematic investigation of resource management problems in the IoT-Edge-
Cloud continuum, this thesis not only proposes a series of specific solutions but also
synthesizes several methodological insights with universal significance derived from
these seven research works. These findings reveal critical laws that must be adhered to

when building the next generation of distributed intelligent systems.

1. Multidimensional Taxonomy as a Compass for Algorithm Design (based on Tax-
onomy Research). In this highly fragmented research field, establishing an orthog-
onal taxonomy serves not merely as a tool for literature review but as a starting
point for algorithmic innovation. This research finds that explicitly distinguishing
between the two dimensions of control scope and training paradigm enables re-
searchers to precisely locate structural defects in existing solutions. It is based on
this theoretical awareness that this thesis was able to systematically fill the gaps in
the high-difficulty quadrants of federated multi-agent and decentralized collabo-

ration in subsequent chapters.

2. Neural Architecture Specificity Determines Performance Ceilings in Complex
Environments (based on DRLIS, TF-DDRL, and AirFed Research). By compar-
ing the basic networks in DRLIS, the Transformer in TF-DDRL, and the GNNs in
AirFed, this research reveals an evolutionary pattern: as environmental complex-

ity increases, generic DRL models rapidly encounter performance bottlenecks. To
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resolve large-scale concurrency or high-dynamic topology problems, prior knowl-
edge of the task, such as temporal dependencies or spatial structures, must be ex-
plicitly encoded into the neural architecture as inductive bias. This implies that in
continuum resource management, specialized architecture adaptation is currently

the optimal solution rather than generic artificial intelligence.

3. A Non-Ignorable Deployment Gap Exists Between Algorithmic Theory and Sys-
tem Implementation (based on ReinFog Research). The development process of
the ReinFog framework reveals a fact often overlooked by theoretical research:
intelligent algorithms themselves are resource-consuming heavy workloads. In
resource-constrained edge environments, if the inference latency, model loading
time, and communication overhead of DRL agents are not considered, theoreti-
cal scheduling gains may be completely offset by system losses. The success of
the MADCP algorithm proves that only by incorporating the physical deployment
of intelligent components into the optimization scope and achieving algorithm-

system co-design can the potential of Al be truly unleashed.

4. Knowledge Abstraction is an Effective Bridge Over the Heterogeneity Gap (based
on KD-AFRL Research). In multi-domain collaboration scenarios, physical differ-
ences in device computational power are typically viewed as the greatest obstacle
to federated learning deployment. However, the research on KD-AFRL brings a
critical turning point: although physical resources and model structures cannot be
unified, decision logic can be abstracted and transferred. By compressing complex
policies into lightweight soft targets through knowledge distillation, we demon-
strate that efficient knowledge sharing can be achieved without sharing raw data
or enforcing unified model structures. This indicates that in heterogeneous sys-
tems, collaboration based on knowledge abstraction is more viable than collabora-

tion based on parameter synchronization.

5. Decentralized Architectures Achieve a Dynamic Trade-off Between Efficiency
and Robustness (based on DeFRiS and AirFed Research). By comparing cen-
tralized and decentralized schemes, specifically DeFRiS, this research discovers a

profound trade-off relationship between the two. While centralized architectures
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converge faster in ideal environments, they appear fragile when facing Non-IID
data distribution shifts and adversarial attacks. Conversely, decentralized archi-
tectures, despite higher initial communication overhead, demonstrate strong self-
healing capabilities through defense mechanisms such as gradient fingerprints.
This insight suggests that future trustworthy computing infrastructures must ac-
cept moderate communication redundancy as a necessary cost at the design stage

to obtain system-level security and robustness.

9.3 Future Research Directions

Building upon the research findings of this thesis in resource management for the IoT-
Edge-Cloud continuum, future work can be further deepened across multiple dimen-
sions including algorithmic theoretical innovation, network architecture evolution, trust-
worthy security assurance, and underlying hardware-software co-design. These direc-
tions aim to propel computing infrastructure from single-dimensional resource opti-
mization toward a next-generation intelligent ecosystem that is more general-purpose,

green, ubiquitous, trustworthy, and capable of continuous evolution.

9.3.1 Foundation Model-Driven General-Purpose Edge Intelligence

Current DRL scheduling algorithms are mostly specialized models trained for specific
task scenarios, exhibiting limited generalization capabilities and facing cold-start chal-
lenges when encountering unseen scenarios. With breakthroughs in generative artificial
intelligence, future research should explore utilizing Large Language Models (LLMs)
or Large Multimodal Models (LMMs) as the core brain of edge agents [381]. Leverag-
ing the powerful zero-shot reasoning capabilities and commonsense knowledge bases of
foundation models can, on one hand, assist agents in rapidly generating initial schedul-
ing policies or reward functions in unknown heterogeneous environments, significantly
reducing the trial-and-error cost of online exploration. On the other hand, it enables
more intuitive intent-driven resource management through natural language interac-

tion, allowing operators to control complex underlying systems via natural language
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directives, thereby realizing a paradigm shift from specialized algorithm optimization

to general-purpose intelligent agents.

9.3.2 Explainable Reinforcement Learning with Causal Inference

Current DRL models make decisions primarily based on statistical correlations between
data, making them susceptible to spurious correlations in the environment and lack-
ing intrinsic interpretability [57]. Future research should commit to introducing causal
inference theory [382] into the resource scheduling domain to construct Causal Rein-
forcement Learning (Causal RL) frameworks. By building Structural Causal Models
(SCM) of the environment, agents can not only answer “what” to do but also understand
"why” and reason about counterfactual “what-if” scenarios. This will vastly enhance the
model’s generalization capabilities in Out-of-Distribution (OOD) scenarios and provide
human-logical causal explanations for scheduling decisions, thereby strengthening trust

in human-machine collaboration within critical infrastructure.

9.3.3 Overcoming Catastrophic Forgetting via Lifelong Learning

IoT environments possess high non-stationarity, with task distributions and network
topologies evolving continuously over time. Current DRL models often suffer from
catastrophic forgettinglosing old knowledge when adapting to new environments. Fu-
ture research should introduce lifelong learning or continual learning mechanisms [383]
to endow scheduling agents with memory consolidation capabilities similar to biolog-
ical systems. Through techniques such as Elastic Weight Consolidation (EWC) or ex-
perience replay, agents can continuously accumulate knowledge over long lifecycles,
maintaining efficient scheduling capabilities for legacy services while adapting to new

businesses, thus achieving continuous evolution of intelligence.

9.3.4 Space-Air-Ground-Sea Integrated Ubiquitous Computing Continuum

Current research on aerial computing is predominantly confined to near-ground UAV

networks. Future research should further break through physical boundaries, expand-
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ing the horizon of resource management to Space-Air-Ground-Sea Integrated Networks
[384]. In this vision, Low Earth Orbit (LEO) satellites, High Altitude Platform Sta-
tions (HAPS), UAV swarms, and terrestrial /underwater IoT will constitute a multi-
dimensional, extremely dynamic heterogeneous computing continuum. Future research
needs to address resource orchestration problems at planetary spatiotemporal scales,
cope with intermittent connectivity challenges caused by orbital dynamics, and realize
seamless task handover and continuity assurance within multi-tier heterogeneous net-

works, thereby achieving truly global ubiquitous computing.

9.3.5 Deep Convergence of Semantic Communication and Computation

In bandwidth-constrained edge environments, the traditional bit-transmission mode
has become a bottleneck for distributed intelligent collaboration. Future research should
explore the deep convergence of semantic communication and edge computing [385],
shifting from transmitting data itself to transmitting the semantic information of data.
By designing task-oriented semantic encoders, agents need only exchange compressed
semantic vectors containing key decision features rather than raw sensor data or com-
plete model parameters. This joint optimization of communication and computation
will significantly reduce communication overhead in distributed collaboration, enhanc-

ing system efficiency in extreme network environments.

9.3.6 Digital Twin-Driven Sim-to-Real Transfer and Closed-Loop Optimiza-
tion
To address the uncertainty risks brought by online exploration of RL algorithms in real
environments, future research should deeply integrate Digital Twin technology [306].
By constructing virtual twins with high-fidelity mapping to physical systems, agents
can conduct large-scale parallel trial-and-error and stress testing in virtual space at ex-
tremely low costs. Research emphasis should be placed on Sim-to-Real transfer tech-
nologies to ensure that policies trained in twin environments can seamlessly migrate
to physical environments, while utilizing Inverse Reinforcement Learning (IRL) to con-

tinuously calibrate twin models with real feedback, forming a closed loop of sensing,
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simulation, decision-making, and optimization [386].

9.3.7 Privacy Protection and Secure Collaboration Based on Zero-Trust Ar-
chitecture

With the deepening of cross-domain collaboration, traditional perimeter security models
are no longer applicable. Future resource management systems should evolve towards
a Zero Trust architecture. Building upon decentralized federated learning, future re-
search should explore full-stack privacy protection schemes [33] combining Multi-Party
Computation (MPC), Zero-Knowledge Proofs (ZKP), and blockchain technologies [387].
System designs must not only defend against adversarial attacks such as model poison-
ing but also mathematically guarantee that data remains usable but invisible during the
scheduling process. For instance, using ZKP to verify the authenticity of computing
resources at edge nodes without revealing specific task details can construct a trusted

resource collaboration ecosystem that is transparent, verifiable, and privacy-preserving.

9.3.8 Quantum-Resistant Resource Orchestration via PQC-Aware Schedul-
ing

With the rapid advancement of quantum computing, traditional cryptographic primi-
tives (e.g., RSA, ECC) widely used in IoT are facing existential threats. Transitioning
to Post-Quantum Cryptography (PQC) is inevitable but introduces significant computa-
tional and communication overheads, which can be prohibitive for resource-constrained
edge devices [388]. Future research should investigate PQC-aware intelligent schedul-
ing. By utilizing DRL to dynamically select appropriate PQC algorithm levels (e.g.,
Lattice-based vs. Hash-based) or offload computationally intensive cryptographic oper-
ations to trusted edge/cloud nodes based on real-time threat levels and resource avail-
ability, a balance can be struck between long-term quantum security and immediate

system performance (latency and energy).
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9.3.9 Neuromorphic Computing and Extreme Edge Intelligence for Micro-
controllers

Targeting the resource-constrained devices widely present in the IoT ecosystem, future
work should extend intelligent decision-making capabilities down to Microcontroller
Unit (MCU) devices with KB-level memory, namely the TinyML domain [51]. Beyond
more aggressive model compression technologies, novel computing paradigms surpass-
ing traditional deep learning, such as Spiking Neural Networks (SNNs) [389], should
be explored. Due to their event-driven and low-power characteristics, SNNs naturally
align with asynchronous data streams at the edge. Future research can explore utilizing
neuromorphic hardware to achieve nano-watt level online inference and enable train-
ing at the edge, allowing terminal devices like sensors to possess local lifelong learning

capabilities, thereby significantly alleviating bandwidth bottlenecks.

9.3.10 Hardware-Software Co-Design for AI-Native Network Infrastructure

Current resource management mostly remains at the application or operating system
layer. Future research should penetrate to the underlying layers, exploring hardware-
software co-design [390], considering nodes (cloud and/or edge) with Quantum com-
puting capabilities. This includes designing Network Interface Cards (SmartNICs) or
Reconfigurable Intelligent Surfaces (RIS) specifically optimized for DRL inference, en-
dowing the network infrastructure itself with native intelligent scheduling capabilities.
By offloading parts of the scheduling logic to programmable switches (e.g., P4) in the
data plane, nanosecond-level ultra-low latency scheduling can be achieved, breaking
through the performance bottlenecks of traditional control plane decision-making to

build an Al-native network infrastructure.

9.3.11 Shift from Energy Efficiency to Carbon-Aware Sustainable Computing

Traditional resource management efforts are primarily dedicated to reducing the abso-
lute magnitude of system energy consumption. However, against the macro background
of global commitment to net-zero emissions, future resource management must ascend

to the dimension of carbon footprint. Future research should combine real-time carbon
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intensity data from power grids with the fluctuation characteristics of distributed re-
newable energy, designing spatiotemporally aware carbon-aware scheduling algorithms
[391]. By deferring non-critical tasks to periods of abundant green power in the time di-
mension, or migrating computing loads to data center nodes with lower carbon emission
intensity in the spatial dimension, refined full-lifecycle carbon emission quantification
models can be established. This will establish carbon reduction as a core optimization

objective of equal importance to latency and energy consumption.

9.4 Final Remarks

The journey of this doctoral research began with the exploration of scheduling efficiency
for heterogeneous computing resources. However, as the research deepened, its desti-
nation has far transcended single algorithm optimization, pointing towards a profound
reconstruction of the entire computing paradigm. The IoT-Edge-Cloud continuum is no
longer merely a physical stack composed of silicon, fiber optics, and radio waves; it is
evolving into a global digital organism possessing an autonomous nervous system. The
theoretical models, algorithmic techniques, and system frameworks proposed in this
thesis are essentially attempts to imbue this colossal organism with the capabilities of
perception, cognition, and evolution.

Our research indicates that Al is no longer an optional auxiliary component in IoT-
Edge-Cloud computing architectures, but an inseparable intrinsic gene of next-generation
infrastructure. Through system-level architectural implementations, cross-domain knowl-
edge abstraction, and decentralized collaboration mechanisms, we have demonstrated
that building an adaptive, self-organizing, and robust intelligent resource management
system in an extremely complex, dynamic, and constrained physical world is not only
feasible but inevitable. This Al-native transformation marks that we are transcending
the initial stage of the Internet of Everything and striding towards the new era of the
Intelligence of Everything.

However, technological progress must be accompanied by reflections on responsi-
bility. While pursuing millisecond-level latency and extreme computing power, future

computing infrastructure must uphold the bottom line of trustworthiness and sustain-
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ability. It should be a guardian of privacy rather than an intruder; it should be a contrib-
utor to a green earth rather than an excessive consumer of energy. The ultimate resource
management should be invisible. Similar to electricity and air, intelligent computing
power should permeate every corner of our lives, available on demand and unobtru-
sive in operation. The research work of this thesis serves as a solid cornerstone leading

towards this future vision of ubiquitous, trustworthy, and invisible computing.
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