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Abstract

The rapid growth of the Internet of Things (IoT) has led to the deployment of large-
scale, latency-sensitive applications across distributed edge—cloud computing environ-
ments. To meet diverse Quality of Service (QoS) requirements, modern IoT applica-
tions are increasingly designed using microservice architectures and dynamically placed
across heterogeneous edge and cloud resources. While edge computing reduces com-
munication latency and alleviates network congestion compared to cloud-centric mod-
els, it also introduces significant operational complexity due to device heterogeneity,
limited resources, dynamic workloads, and multi-tenant execution. These characteris-
tics make microservice-based IoT applications particularly susceptible to performance
anomalies caused by resource contention, workload surges, deployment interference,
and network disruptions. Moreover, performance anomalies can propagate through
service communication and colocation dependencies, leading to cascading effects that
obscure the true root cause. As a result, accurate anomaly detection must be comple-
mented by efficient root cause localization and analysis to enable timely and effective
mitigation. However, most existing anomaly detection and diagnosis techniques have
been developed for centralized cloud environments and struggle to scale to distributed
edge settings due to the lack of realistic evaluation data, high training overhead, central-
ized diagnosis assumptions, and computationally expensive graph-based reasoning.

This thesis adopts a diagnosis-centric perspective on performance anomaly man-
agement in microservice-based IoT applications deployed in edge computing environ-
ments. Its primary objective is to enable scalable, efficient, and accurate anomaly di-
agnosis—encompassing root cause localization and fault type analysis—under the het-
erogeneity, resource constraints, and large-scale distribution inherent to edge systems.

Recognizing that effective diagnosis cannot be achieved in isolation, the thesis jointly
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addresses realistic dataset generation, reproducible evaluation, and efficient anomaly
detection model training as tightly coupled enablers of diagnosis. To overcome the lim-
itations of existing centralized and cloud-oriented approaches, the proposed solutions
explicitly exploit deployment structure, communication locality, and system hierarchy
through clustering-based learning, decentralized graph analysis, and hierarchical graph
neural network architectures. By decomposing global system representations into struc-
tured and localized components, the thesis reduces computational overhead, improves
diagnostic efficiency, and preserves accuracy, even as system scale increases.

The key contributions of this thesis are summarized as follows:

¢ A comprehensive review and taxonomy of performance anomaly detection, root
cause localization, and root cause analysis techniques for microservice-based edge—
cloud systems, identifying key limitations in data availability, centralized assump-
tions, training efficiency, and scalability.

* The design and implementation of iAnomaly, a full-system emulation and auto-
mated dataset generation framework for edge computing environments, together
with the public release of realistic performance anomaly datasets and a trace-
driven simulator that enables scalable and reproducible evaluation.

* Scalable and efficient training strategies for anomaly detection models in heteroge-
neous edge environments, including intra-cluster parameter transfer learning and
cluster-level model training, which balance detection accuracy with training and
management overhead.

* A decentralized root cause localization framework that performs diagnosis di-
rectly at the edge device level using communication- and colocation-aware clus-
tering and Personalized PageRank, significantly reducing diagnosis latency and
communication overhead compared to centralized approaches.

* A cascaded graph neural network architecture for joint root cause localization and
fault type analysis, which decomposes large dependency graphs into structured
subgraphs via communication-aware clustering and enables hierarchical inference

with near-constant latency at scale while preserving diagnostic accuracy.
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Chapter 1

Introduction

The emergence of the Internet of Things (IoT) paradigm, supporting a wide range of
smart services across domains such as healthcare, transportation, industrial automation,
and agriculture, has led to an exponential growth in the number of connected devices
worldwide. According to industry forecasts, the number of connected IoT devices sur-
passed 20 billion in 2025 and is projected to reach around 50 billion by 2035, reflecting
sustained explosive growth in IoT adoption across consumer and industrial domains
[1]. Initially, the massive volumes of data generated by IoT devices were transmitted
to centralized cloud data centers for processing, giving rise to cloud-centric IoT archi-
tectures. However, this centralized model results in increased network congestion and
high communication latency, particularly for latency-sensitive applications.

To overcome these limitations, edge computing was introduced, enabling data pro-
cessing and analytics to be performed closer to data sources. Edge platforms consist
of heterogeneous devices, including smart routers, gateways, edge servers, and micro-
datacenters, with diverse computing, storage, and networking capabilities. Compared
to IoT devices, edge nodes provide substantially higher computational and storage re-
sources, although their capacities remain lower than those of centralized cloud servers
[2]. Moreover, edge infrastructures are typically organized hierarchically, such that de-
vices closer to data sources possess fewer computational resources than higher-tier edge
nodes and cloud servers [3, 4].

As a result of this hierarchical organization, IoT applications are increasingly de-
ployed across both edge and cloud resources based on their Quality of Service (QoS)
requirements and computational demands. In this thesis, such integrated deployments

are referred to as edge computing environments. This architectural shift is also reflected
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2 Introduction

in industry adoption trends, with the global edge computing market projected to reach

USD 327.79 billion by 2033 [5].
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Figure 1.1: Properties of applications placed in edge computing environments

As illustrated in Figure 1.1, latency-critical and bandwidth-intensive components are
typically placed close to data sources, while computation-intensive and delay-tolerant

components are offloaded to higher-tier edge nodes or cloud data centers [2, 6].

In order to be deployed in distributed and heterogeneous edge computing environ-
ments, IoT applications are modeled as interdependent, lightweight, and granular mod-
ules. Microservice architectures that build distributed applications based on loosely cou-
pled, lightweight, independently deployable, and scalable modules are increasingly be-
ing used for this purpose. Several studies have utilized the abstraction provided by mi-
croservice architectures to model IoT applications [7, 8] and have developed algorithms
to schedule those containerized microservice-based IoT applications in edge computing
environments [9, 10]. This granular placement ensures that the QoS requirements of

each module can be satisfied while maximizing resource usage.
However, long-running microservice-based IoT applications, such as smart health
monitoring and smart road traffic management, deployed on edge platforms may be

prone to a degradation in performance, commonly referred to as performance anoma-
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Figure 1.2: Anomaly management lifecycle

lies, mainly due to the environment’s highly dynamic and multi-tenant nature [11, 12].
For instance, an upsurge in workload may result in an application hogging a resource
(e.g., CPU or memory), or the co-location of microservices may result in resource con-
tention, both cases potentially negatively impacting the performance of a given appli-
cation. Furthermore, several types of malicious attacks, such as Distributed Denial-of-
Service (DDoS) attacks, also indirectly cause performance problems [13]. These perfor-
mance anomalies occurring in edge computing environments adversely affect the QoS of
microservice-based IoT applications and lead to violations of their Service Level Agree-
ment (SLA)s. In this thesis, performance anomalies are defined as deviations from ex-
pected behavioral patterns in QoS- and resource-related metrics, including abnormal
outliers.

Moreover, anomalies can propagate through communication and colocation depen-
dencies in microservice architectures [14, 15]. In other words, an anomaly originating in
one microservice can cascade to others: for example, if a data aggregation microservice
running on an edge node suffers from memory saturation, it may delay the delivery
of processed sensor data. This slowdown can then cause dependent services, such as
real-time anomaly detectors or actuator controllers, to experience increased latency or
dropped requests, which in turn may appear anomalous even though they are not the
true source. As a result, the system may encounter multiple detections across the archi-
tecture, even though only a single source is responsible for triggering the anomaly.

Consequently, continuous monitoring and timely diagnosis of microservice-based
IoT applications in edge environments are essential for enabling effective mitigation.
From an operational perspective, managing performance anomalies typically follows an
anomaly management lifecycle consisting of monitoring, Anomaly Detection (AD), Root

Cause Localization (RCL), Root Cause Analysis (RCA), and mitigation, as illustrated in
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Figure 1.2. Monitoring continuously collects metrics, traces, and logs from distributed
system components, while anomaly detection identifies deviations from normal behav-
ior. Once an anomaly is detected, diagnosis becomes critical: RCL aims to identify the
specific microservice responsible for the observed anomalous behavior, whereas RCA
seeks to determine why the anomaly occurred, such as whether it was caused by CPU
saturation, memory pressure, or network degradation. Accurate and timely diagnosis is
a prerequisite for effective mitigation, as remediation actions taken without precise lo-
calization and analysis may be ineffective or even harmful in complex, distributed edge
environments. Therefore, this thesis focuses on the diagnosis stages of the anomaly
management lifecycle.

While substantial progress has been made in developing techniques for performance
anomaly detection and diagnosis in cloud-based and microservice-oriented systems,
the characteristics of edge computing environments introduce additional complexity.
The high degree of heterogeneity, resource constraints, large-scale distribution, and dy-
namic deployment patterns fundamentally challenge existing centralized and resource-
intensive approaches. Moreover, the close coupling between anomaly detection, local-
ization, and analysis stages necessitates holistic and scalable solutions that can oper-
ate effectively across the diagnosis phases of the anomaly management lifecycle. These
factors give rise to several key challenges that must be addressed to enable accurate,

efficient, and automated performance management in edge computing environments.

1.1 Challenges in Edge-based Anomaly Detection and Diagno-
sis

Despite growing interest in performance anomaly detection and diagnosis for microservice-
based systems, most existing solutions have been developed primarily for centralized
cloud environments. Directly applying these techniques to edge computing settings is
often ineffective due to fundamental differences in system architecture, resource avail-
ability, deployment dynamics, and operational constraints. In particular, the distributed
and heterogeneous nature of edge environments introduces challenges across all stages

of the anomaly management lifecycle, including data collection and evaluation, model
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training, RCL, and joint diagnosis. This thesis addresses four key challenges that hinder
the development of scalable and reliable anomaly detection and diagnosis solutions for

edge computing environments.

* Lack of Realistic and Reproducible Evaluation Data: The development and evalua-
tion of anomaly detection and diagnosis techniques critically depend on the avail-
ability of high-quality datasets that capture realistic system behavior and diverse
failure scenarios. However, publicly available datasets for edge—cloud microser-
vice environments remain scarce [16, 17]. Existing benchmarks are often limited to
cloud-only deployments, small-scale testbeds, or synthetic workloads that fail to
reflect the heterogeneity, deployment hierarchies, and complex dependency struc-
tures present in real edge systems [11, 12, 18]. Furthermore, many experimental
studies rely on proprietary datasets that cannot be shared, hindering reproducibil-
ity and fair comparison among competing approaches. The absence of realistic,
reproducible, and scalable datasets makes it difficult to systematically evaluate
detection accuracy, localization effectiveness, and efficiency under varying system

conditions, thereby impeding scientific progress in this domain.

 Scalable and Efficient Model Training in Heterogeneous Edge Environments: Anomaly
detection models deployed in edge environments must operate across a large num-
ber of devices with diverse hardware capabilities, workload characteristics, and
performance profiles. Training separate models for each device or microservice
can achieve high detection accuracy but incurs substantial computational, storage,
and management overhead [11, 16, 19, 20]. Conversely, training a single generic
model for all edge devices reduces operational cost but often fails to capture local
performance patterns, leading to degraded accuracy [12, 21, 22]. Striking an ap-
propriate balance between efficiency and effectiveness is particularly challenging
in resource-constrained and dynamically evolving edge infrastructures. Moreover,
frequent changes in workloads and deployment configurations further complicate
model maintenance and retraining. These factors necessitate training strategies
that can adapt to heterogeneity while minimizing resource consumption and op-

erational complexity.
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* Efficient Root Cause Localization in Distributed Edge Systems: Most existing RCL ap-
proaches assume centralized access to system-wide monitoring data and perform
diagnosis on global dependency graphs [23-25]. While such designs are feasible in
cloud environments, they incur excessive communication overhead and inference
latency in distributed edge settings. Collecting and aggregating large volumes
of metrics, traces, and logs from geographically dispersed devices introduces sig-
nificant network traffic and delays, which can hinder timely mitigation. In ad-
dition, centralized analysis becomes a scalability bottleneck as system size grows
[14, 26, 27]. At the same time, purely local diagnosis risks overlooking cross-device
anomaly propagation and inter-service dependencies. Therefore, there is a funda-
mental challenge in designing localization mechanisms that can operate close to
edge devices, reduce reliance on centralized processing, and still preserve suffi-

cient global context to accurately identify root causes.

* Scalable Joint Root Cause Localization and Analysis Using Graph Neural Network (GNN)s:
Recent advances in supervised GNNs have demonstrated strong performance for
joint RCL and fault type identification by modeling complex inter-service depen-
dencies [28-30]. However, these approaches typically rely on centralized pro-
cessing over full-system graphs and involve computationally expensive message-
passing operations. As the number of microservices and devices increases, the
size of the resulting graphs grows rapidly, leading to prohibitively high infer-
ence latency and memory consumption [14, 24]. This limits the applicability of
state-of-the-art GNN-based diagnosis techniques in large-scale edge deployments.
Furthermore, naive graph partitioning or model simplification can result in infor-
mation loss and degraded diagnostic accuracy. Consequently, there is a critical
need for architectures that can decompose large dependency graphs into struc-
tured components and enable hierarchical reasoning, thereby achieving scalability

without sacrificing diagnostic effectiveness.

Collectively, these challenges highlight the need for an integrated research effort
that addresses data availability, learning efficiency, diagnostic scalability, and system-

level coordination in edge computing environments. Overcoming these limitations re-
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quires not only algorithmic advances but also holistic system designs that account for
the structural and operational characteristics of distributed edge—cloud infrastructures.
Motivated by these challenges, this thesis formulates a set of research objectives and re-
search questions aimed at guiding the systematic development of scalable and effective

performance anomaly detection and diagnosis techniques.

1.2 Research Questions and Objectives

The primary objective of this thesis is to develop scalable, efficient, and reliable tech-
niques for performance anomaly detection and diagnosis in microservice-based edge
computing environments. In particular, this work focuses on the diagnosis phases of
the anomaly management lifecycle, namely anomaly detection, root cause localization
(RCL), and root cause analysis (RCA). In addition, the thesis addresses the challenge of
realistic data generation and evaluation, which underpins the systematic development
and assessment of diagnostic techniques in large-scale edge environments. By exploit-
ing the structural, operational, and deployment characteristics of cloud—edge integrated
systems, the thesis aims to improve diagnostic efficiency while preserving high accuracy
and enabling reproducible evaluation under realistic and large-scale conditions.

To achieve this objective, the thesis is guided by the following overarching research
question:

How can performance anomalies in large-scale, microservice-based edge—cloud environments
be detected and diagnosed accurately and efficiently, despite data scarcity, heterogeneity, and
scalability constraints?

This overarching question is addressed through four specific research questions,
each corresponding to a key aspect of the diagnosis phases of the anomaly management

lifecycle.

* RQI. How can realistic, reproducible, and large-scale performance anomaly datasets be
generated for edge—cloud microservice environments in the absence of publicly available

benchmarks?

The first research question addresses the fundamental challenge of evaluation and
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reproducibility in edge-based anomaly management. Existing studies often rely
on small-scale testbeds, synthetic workloads, or proprietary datasets, which limit
the generalizability and repeatability of reported results [11, 12, 18]. This question
investigates how full-system emulation, automated monitoring, and controlled
anomaly injection can be combined to generate realistic datasets that capture het-
erogeneous deployments, complex dependency structures, and diverse failure sce-
narios. In addition, it explores how trace-driven simulation techniques can be used
to extend these datasets to large scales, thereby enabling systematic evaluation of

scalability and efficiency.

RQ2. How can anomaly detection models be trained efficiently in heterogeneous edge

environments without significantly compromising detection accuracy?

The second research question focuses on the scalability of model training in resource-
constrained and highly diverse edge infrastructures. Training separate models for
individual edge devices offers high accuracy but incurs prohibitive computational
and management costs [11, 16, 19, 20], whereas generic models often fail to cap-
ture local performance characteristics [12, 21, 22]. This question examines how
clustering-based learning strategies and knowledge transfer mechanisms can be
leveraged to balance training efficiency and detection effectiveness. It further con-
siders how such approaches can adapt to changing workloads and deployment

configurations while minimizing retraining overhead.

RQ3. How can root causes of performance anomalies be localized efficiently in edge envi-

ronments without relying on centralized analysis?

The third research question addresses the limitations of centralized diagnosis in
distributed edge environments. Centralized localization approaches suffer from
high communication overhead and increasing latency as system scale grows [14,
26, 27], while purely local methods risk overlooking global anomaly propagation
patterns. This question investigates how communication- and colocation-aware
clustering, decentralized graph analysis, and lightweight coordination mechanisms
can be employed to perform RCL close to edge devices. The objective is to reduce

reliance on global data aggregation while preserving sufficient contextual infor-
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mation for accurate diagnosis.

* RQ4. How can supervised GNN-based joint root cause localization and fault type analysis

be scaled to large edge deployments while maintaining diagnostic accuracy?

The fourth research question examines the scalability of state-of-the-art GNN-based
diagnosis techniques in large edge systems. While supervised GNNs can effec-
tively model inter-service dependencies and anomaly propagation, their reliance
on full-system graphs leads to high computational overhead and limited scalabil-
ity [14, 24]. This question explores how hierarchical and cascaded learning archi-
tectures, combined with communication-driven clustering, can decompose large
dependency graphs into structured components. By enabling multi-stage and dis-
tributed inference, this research seeks to achieve near-constant diagnostic latency

at scale without sacrificing localization and classification performance.

1.3 Thesis Contributions

This thesis makes the following contributions to address the research problems men-

tioned above:

1. Presents a comprehensive review and taxonomy of performance anomaly detec-
tion and diagnosis techniques for microservice-based edge—cloud systems, estab-

lishing the research foundation for this thesis.

* A comprehensive review of state-of-the-art approaches to performance anomaly
detection, root cause localization (RCL), and root cause analysis (RCA) in

cloud—edge environments.

¢ A structured taxonomy that classifies existing techniques according to diag-
nostic scope, observability modalities, learning paradigms, modeling tech-
niques, dependency modeling strategies, reasoning mechanisms, and system
architectures (centralized vs. decentralized), while considering scalability and

efficiency aspects.
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* A critical analysis of key limitations in existing approaches, including data
scarcity, centralized assumptions, training overhead, and scalability challenges

in edge environments.

* Identification of open research problems for scalable and automated anomaly

management in microservice-based edge computing systems.

2. Develops a realistic and reproducible dataset generation framework for evaluat-
ing performance anomaly detection and diagnosis techniques in edge computing

environments (addresses RQ1).

¢ A full-system emulation and automated dataset generation framework iAnomaly,
that integrates workload generation, system monitoring, and controlled anomaly

injection to capture realistic execution behavior in cloud-edge deployments.

* An automated dataset generation and orchestration mechanism that coordi-
nates emulation, anomaly injection, data collection, and dataset integration,
enabling systematic generation of normal and anomalous traces under di-

verse deployment and fault scenarios.

¢ A comprehensive public performance anomaly dataset derived from real ex-
ecutions of diverse microservice-based IoT applications, covering heteroge-
neous resource, workload, and network failure scenarios in cloud—edge envi-

ronments.

* A trace-driven dataset generation simulator, influenced by the iAnomaly emu-
lator, that enables scalable synthesis of large service dependency graphs while
preserving realistic temporal dynamics and anomaly propagation character-
istics.

¢ Public release of implementation artifacts, configuration files, and prepro-

cessing scripts to support reproducible research and fair comparison.

3. Proposes scalable and efficient training strategies for anomaly detection models in

heterogeneous edge environments (addresses RQ2).

* A similarity-based device clustering mechanism that groups edge devices

based on the similarity of their normal performance data distributions.
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* An Intra-Cluster Parameter Transfer Learning (ICPTL) strategy that acceler-
ates model training by reusing knowledge across similar devices within a

cluster.

* A Cluster-level Model Training (CM) approach that reduces the number of

maintained models while preserving detection accuracy.

* Anintegrated training framework that balances computational efficiency, man-

agement overhead, and detection effectiveness.

¢ Extensive experimental validation on both public and emulated datasets demon-
strating improved scalability compared to per-device and generic training

baselines.

4. Introduces a decentralized root cause localization framework for efficient diagno-

sis in distributed edge environments (addresses RQ3).

* A communication- and colocation-aware clustering method that partitions

large microservice systems into structurally coherent regions.

* A decentralized Personalized PageRank (PPR)-based localization algorithm

that performs diagnosis directly at the edge-device level.

* A novel anomaly scoring mechanism tailored to the characteristics of edge
infrastructures, capturing anomaly triggers across microservice, device, and

network layers to improve localization accuracy.

¢ A lightweight Peer-to-Peer (P2P) approximation mechanism that enables co-

ordinated reasoning in multi-cluster anomaly propagation scenarios.

¢ Comprehensive evaluation on real datasets as well as large-scale iAnomaly-
generated datasets demonstrating reduced diagnosis latency while maintain-

ing localization accuracy.

5. Develops a scalable GNN framework for joint root cause localization and fault

type analysis in large edge deployments (addresses RQ4).

* A cascaded GNN architecture comprising a proposal network operating on

communication-aware clusters to generate cluster-level outputs, and an out-
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put network that models clusters as nodes in an inter-cluster graph to pro-

duce graph-level predictions.

¢ A communication-driven clustering strategy that preserves critical depen-

dency structures while reducing graph complexity.

¢ A hierarchical inference mechanism that enables efficient message passing

over structured subgraphs and compact cluster representations.

* Ajoint optimization framework that supports simultaneous learning of local-

ization and fault classification tasks.

¢ Extensive evaluation on MicroCERCL and large-scale iAnomaly-generated
datasets demonstrating near-constant inference latency with accuracy com-

parable to centralized GNN baselines.

1.4 Thesis Organisation

The structure of this thesis is shown in Figure 1.3. The remaining chapters of this thesis

are organised as follows:

* Chapter 2 presents a systematic review and taxonomy of performance anomaly

detection and diagnosis techniques for microservice-based edge—cloud systems.
The chapter surveys state-of-the-art approaches across anomaly detection, RCL,
and RCA, and classifies existing work according to diagnostic scope, observabil-
ity sources, learning paradigms, modeling approaches, and system architectures,
while also considering scalability constraints in edge environments. By critically
analyzing current limitations and identifying open research challenges, this chap-
ter establishes the conceptual foundation and motivates the technical contributions

developed in the subsequent chapters. This chapter is derived from:

Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “"Performance
Anomaly Detection and Diagnosis for Microservices-based IoT Applications in
Edge Computing Environments: A Taxonomy and Future Directions”, submitted

to ACM Computing Surveys (CSUR), March 2026.
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¢ Chapter 3 addresses the lack of realistic and reproducible evaluation data for per-
formance anomaly detection and diagnosis in edge computing environments. It
introduces iAnomaly, a full-system emulation and automated dataset generation
framework for microservice-based IoT applications deployed in edge environments.
The chapter also presents a publicly available performance anomaly dataset de-
rived from real executions, together with a trace-driven dataset generation sim-
ulator that enables scalable evaluation under large system sizes. This chapter is

derived from:

Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “iAnomaly: A
Toolkit for Generating Performance Anomaly Datasets in Edge-Cloud Integrated
Computing Environments”, Proceedings of the 17th IEEE/ACM International Confer-
ence on Utility and Cloud Computing (UCC 2024), Pages: 236-245, Sharjah, United
Arab Emirates, December 16-19, 2024.

¢ Chapter 4 focuses on improving the scalability of anomaly detection model train-
ing in heterogeneous edge infrastructures. It proposes two clustering-based train-
ing strategies, namely intra-cluster parameter transfer learning (ICPTL) and cluster-
level model training (CM), which reduce training time and management overhead
while preserving detection accuracy. The chapter evaluates these strategies on
both public and emulated datasets, demonstrating their effectiveness compared
to traditional per-device and generic training approaches. This chapter is derived

from:

Duneesha Fernando, Maria A. Rodriguez, Patricia Arroba, Leila Ismail, and Ra-
jkumar Buyya, “Efficient Training Approaches for Performance Anomaly Detec-
tion Models in Edge Computing Environments”, ACM Transactions on Autonomous
and Adaptive Systems (TAAS), Volume 20, Pages: 1-27, ISSN: 1556-4665, Association
for Computing Machinery, New York, NY, USA, June 2025.

¢ Chapter 5 investigates the limitations of centralized RCL in distributed edge envi-
ronments. It presents a decentralized localization framework based on commu-
nication and colocation-aware clustering and PPR algorithm, enabling efficient

diagnosis directly at the edge. The chapter further introduces an edge-specific
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anomaly scoring mechanism and a lightweight P2P approximation strategy to han-
dle multi-cluster anomaly propagation, and evaluates the approach using both real

and large-scale synthetic datasets. This chapter is derived from:

¢ Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “A Decentral-
ized Root Cause Localization Approach for Edge Computing Environments”, IEEE
Transactions on Services Computing (TSC), pp. 1-14, February 2026,
doi: 10.1109/TSC.2026.3668228.

¢ Chapter 6 addresses the scalability challenges of state-of-the-art supervised GNN-
based diagnosis techniques. It proposes a cascaded GNN architecture for joint
RCL and fault type identification, combining communication-driven clustering
with hierarchical inference. By decomposing global dependency graphs into struc-
tured subgraphs, the proposed approach achieves near-constant inference latency
at scale while maintaining diagnostic accuracy comparable to centralized GNN

baselines. This chapter is derived from:

Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “A Cascaded
Graph Neural Network for Joint Root Cause Localization and Analysis in Edge
Computing Environments”, submitted to IEEE Transactions on Services Computing

(TSC), March 2026 (Under Review, available on arXiv:2603.01447).

¢ Chapter 7 presents the conclusions of this thesis, summarizes the key contribu-
tions, discusses the implications of the research findings, and outlines future re-
search directions for advancing anomaly-aware management of microservice-based

edge—cloud systems.


https://arxiv.org/abs/2603.01447




Chapter 2

A Review and Taxonomy of
Performance Anomaly Detection and
Diagnosis in Edge Computing
Environments

Microservice-based IoT applications deployed across edge—cloud environments introduce unique
operational challenges due to device heterogeneity, resource constraints, geo-distribution, and dy-
namic workloads. These characteristics increase susceptibility to performance anomalies and com-
plicate both detection and diagnosis. While anomaly detection has been extensively studied in cloud
environments, the assumptions underlying many existing approaches do not directly hold in edge
settings. In particular, centralized processing models, homogeneous resource assumptions, and large-
scale telemetry aggregation strategies are often impractical or inefficient at the edge.

This chapter reviews existing research on performance anomaly detection and diagnosis for
microservices-based systems, with a focus on edge computing environments. The review is organized
around the performance anomaly management lifecycle, comprising monitoring, anomaly detection
(AD), root cause localization (RCL), root cause analysis (RCA), and mitigation. For the detection
and diagnosis stages, we introduce taxonomies to systematically analyze existing approaches. In ad-
dition, the chapter examines experimental environments and benchmarking platforms used in prior
studies. The chapter also identifies key research gaps and opportunities that motivate the anomaly

detection and root cause diagnosis technigues developed in the subsequent chapters of this thesis.

This chapter is derived from:
* Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “Performance Anomaly Detection

and Diagnosis for Microservices-based IoT Applications in Edge Computing Environments: A Tax-
onomy and Future Directions”, submitted to ACM Computing Surveys (CSUR), March 2026.
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2.1 Edge Computing and Microservices-based IoT Applications

The rapid proliferation of IoT has fundamentally transformed the computing landscape
by enabling large-scale sensing, actuation, and data-driven intelligence across domains
such as healthcare, transportation, smart cities, and industrial automation [31, 32]. Early
IoT deployments primarily relied on centralized cloud infrastructures for data process-
ing and storage. In this cloud-centric model, data generated by geographically dis-
tributed IoT devices were transmitted to remote data centers for analysis and decision-
making. While this approach offers virtually elastic compute and storage capacity, it in-
troduces substantial communication latency, network congestion, and bandwidth over-

head, particularly for latency-sensitive and bandwidth-intensive applications [2, 33].

To address these limitations, edge computing has emerged as a complementary paradigm
that extends cloud capabilities toward the network edge [33, 34]. In this thesis, an edge
computing environment is defined as an integrated deployment model spanning both
edge and cloud resources, where edge nodes consist of any device with computational
and storage capabilities located along the path between IoT devices and centralized
cloud data centers. These nodes include gateways, routers, micro-datacenters, and edge
servers. Some literature uses the term fog computing to describe similar intermediate in-
frastructures [3, 4, 35]. Regardless of terminology, such environments are characterized
by heterogeneous computing, storage, and networking capacities, hierarchical organi-

zation, and large-scale geographical distribution [34, 36].

Compared to centralized clouds, edge infrastructures exhibit several distinctive prop-
erties. First, edge nodes are resource-constrained relative to cloud servers, yet substan-
tially more capable than end IoT devices [2, 33]. Second, they are highly heterogeneous,
encompassing devices with diverse hardware configurations, virtualization capabilities,
and connectivity characteristics [36]. Third, they are widely distributed, often deployed
across multiple administrative domains and physical locations. Finally, they operate
under dynamic conditions, including fluctuating workloads, mobility of devices, and
varying network quality [37]. These characteristics collectively form what is often re-
ferred to as the edge—cloud continuum, in which application components are dynamically

distributed across multiple tiers according to QoS requirements and resource availability
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3, 38].

2.1.1 Microservices as the Architectural Enabler for Edge—Cloud IoT Systems

To effectively exploit the edge—cloud continuum, IoT applications must be designed
in a manner that supports modularity, elasticity, and fine-grained deployment control.
Monolithic architectures are ill-suited for such environments, as they require co-locating
all application functionality on a single node or tier, limiting flexibility and scalability.
Consequently, microservice architectures have become the de facto design paradigm for
modern distributed IoT systems [39, 40].

Microservices decompose an application into loosely coupled, lightweight, indepen-
dently deployable modules that communicate via well-defined interfaces. Each mi-
croservice encapsulates a specific functional capability, such as data acquisition, prepro-
cessing, analytics, aggregation, or actuation. Containerization technologies and lightweight
virtualization further facilitate their deployment across heterogeneous edge infrastruc-
tures [41, 42]. This architectural style provides several advantages in edge computing

environments:

1. Fine-Grained Placement Control: Individual microservices can be deployed at
different tiers of the edge—cloud hierarchy based on their latency sensitivity, com-

putational intensity, and data locality requirements [9].

2. QoS-Aware Optimization: Latency-critical and bandwidth-intensive components
can be placed closer to data sources, while computation-intensive but delay-tolerant
components can be offloaded to higher-tier edge nodes or cloud data centers [6,
34].

3. Independent Scaling: Services experiencing workload surges can be scaled inde-

pendently without affecting the entire application [40].

4. Resource Efficiency: Granular deployment allows better utilization of heteroge-

neous edge resources by matching service requirements with device capabilities

[9].
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Several studies have leveraged microservice abstractions to model IoT applications
in fog and edge environments [7, 8]. These applications typically consist of intercon-
nected processing pipelines where upstream services ingest sensor data, intermediate
services perform filtering and aggregation, and downstream services execute analytics
or trigger control actions. Such modular decomposition is particularly suited to edge
deployments where application components must be distributed across multiple tiers
while preserving service dependencies and QoS guarantees.

For example, in a smart traffic management system, data ingestion and prelimi-
nary filtering services may execute on roadside edge gateways to ensure low-latency
responses, while more computationally intensive prediction or optimization modules
may run on regional edge servers or the cloud [34]. Similarly, in a smart healthcare mon-
itoring application, real-time anomaly detection modules may execute at hospital edge
nodes to guarantee timely alerts, while long-term trend analysis and model retraining

are performed in the cloud.

2.1.2 Microservice Placement in Edge Computing Environments

Given the heterogeneity and resource constraints of edge infrastructures, determining
the optimal placement of microservices across the edge—cloud continuum is a non-trivial
optimization problem [3, 43]. Numerous placement and scheduling algorithms have
been proposed to address this challenge, with many works focusing primarily on meet-
ing application-level performance requirements.

Existing approaches can be broadly categorized as follows:

1. QoS-Aware Placement: These methods primarily aim to satisfy application-level
QoS requirements, such as latency bounds, throughput guarantees, or deadline
constraints. Resource capacities are treated as constraints that must be respected
while ensuring SLA compliance [9, 10, 43]. Due to the latency-sensitive nature
of many IoT applications, QoS-aware placement has emerged as a central design

objective in edge computing research.

2. Communication-Aware Placement: These techniques minimize inter-device com-

munication overhead by placing frequently communicating microservices in close
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network proximity. Reducing cross-device traffic lowers end-to-end latency, de-
creases bandwidth consumption, and mitigates energy usage in resource-constrained

environments [44, 45].

3. Resource-Aware and Multi-Objective Placement: These approaches focus on op-
timizing infrastructure-level objectives such as CPU utilization, energy consump-
tion, load balancing, and operational cost. QoS may be included as one objective
among several, but the primary goal is efficient resource management across the

edge—cloud infrastructure [46].

Collectively, these placement strategies aim to deploy microservice-based IoT appli-
cations across heterogeneous edge—cloud resources in a manner that preserves applica-
tion performance while efficiently utilizing available infrastructure capacity. However,
placement decisions are typically made based on estimated workloads and predicted
resource demands. Over long execution periods, dynamic factors such as workload
surges, user mobility, infrastructure failures, and multi-tenant interference may invali-

date initial placement assumptions [33, 37].

2.1.3 Dynamism in Edge Environments and the Emergence of Performance
Problems

Edge computing environments are inherently dynamic [34]. Workload characteristics
may fluctuate significantly due to user behavior patterns, time-of-day effects, or sudden
events. Resources at edge nodes may be shared among multiple tenants, leading to un-
predictable contention. Furthermore, emerging paradigms such as osmotic computing
promote the dynamic migration of microservices between edge and cloud tiers based on
real-time resource availability and performance considerations [47]. While such flexibil-
ity improves adaptability, it also introduces additional operational complexity.

Even when initial microservice placement satisfies QoS constraints, prolonged ex-
ecution under dynamic conditions may lead to performance degradation. Resource
contention caused by co-located services, CPU or memory saturation during workload
spikes, network congestion, or interference from other applications can trigger devia-

tions from expected performance behavior [11, 12]. These degradations manifest as ab-
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normal variations in latency, throughput, or resource utilization metrics and may propa-
gate across dependent microservices due to communication and colocation relationships
[14, 15].

Thus, while microservice-based architectures and intelligent placement algorithms
enable efficient deployment across edge—cloud infrastructures, they also introduce com-
plex interdependencies that make long-running IoT applications susceptible to perfor-
mance anomalies. Understanding this architectural and operational context is essential
before examining the nature of such anomalies and their management.

The next section therefore focuses on characterizing performance anomalies in microservice-
based edge IoT systems and analyzing how the unique properties of edge environments

amplify their occurrence and propagation.

2.2 Performance Anomalies in Microservices-based Edge IoT Sys-
tems

Anomalies in edge—cloud environments encompass a broad spectrum of abnormal sys-
tem behaviors. In general, anomalies observed in edge—cloud infrastructures largely
overlap with those studied in traditional cloud environments, with additional categories
emerging due to the unique characteristics of edge computing. These characteristics in-
clude resource constraints, device heterogeneity, limited network bandwidth, geograph-
ical distribution, and reduced fault tolerance compared to centralized cloud data centers
[24, 34].

In the context of edge computing, anomalies can broadly be categorized into three

types:

¢ Performance anomalies: Abnormal behaviors that degrade the expected perfor-
mance of applications, typically reflected through deviations in QoS- and resource-
related metrics such as latency, throughput, CPU utilization, and memory usage
[11, 12, 23, 24]. These anomalies have been extensively studied in cloud and mi-
croservice environments, particularly in the context of performance anomaly de-

tection, RCL, and reliability engineering.
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e Security anomalies: Malicious or unauthorized activities such as DDoS attacks,
intrusion attempts, or abnormal traffic patterns [13, 48]. Security anomaly detec-
tion has received significant attention in both cloud and edge computing research

due to the increasing attack surface introduced by distributed deployments.

¢ Application anomalies: Irregularities in application-level data streams, such as
anomalous sensor readings, corrupted measurements, or abnormal user behavior
patterns [49, 50]. These anomalies are typically studied in the context of data-
driven anomaly detection for IoT analytics and Machine Learning (ML) applica-

tions.

While anomaly detection research in both cloud and edge environments has predom-
inantly focused on security-related threats, comparatively fewer works address perfor-
mance anomaly detection and diagnosis in distributed edge computing settings [11, 24].
This thesis focuses specifically on performance anomalies, as they directly impact the
QoS of microservice-based IoT applications and may lead to SLA violations. Although
security incidents can indirectly induce performance degradation (e.g., DDoS-induced
CPU saturation or abnormal traffic congestion), detecting malicious intent itself falls
outside the scope of this thesis. Application-level data anomalies, on the other hand,
primarily concern irregularities in IoT-generated sensor data rather than infrastructure
or system performance. While methodologies developed for detecting data anomalies
may inspire certain modeling strategies, such anomalies are not directly related to per-

formance management in edge—cloud infrastructures.

2.2.1 Definition of Performance Anomalies

Performance anomalies are defined in this thesis as deviations from expected behavioral
patterns in QoS- and resource-related metrics that degrade application performance.
Such anomalies may manifest as abnormal latency spikes, throughput drops, excessive
resource utilization, or unexpected error rates. They can originate from faults, resource
contention, workload surges, or network disruptions and may propagate across depen-

dent microservices due to communication and colocation relationships [14, 15].
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Figure 2.1: Categorization of performance anomalies by infrastructure level

Performance anomalies in edge—cloud environments can be categorized along multi-
ple dimensions. Two complementary perspectives are particularly relevant: (i) the level

at which the anomaly occurs, and (ii) the type of anomalous behavior.

2.2.2 Categorization by Infrastructure Level

Performance anomalies may occur at different levels of the edge—cloud computing stack,

as illustrated in Figure 2.1.

* Microservice (Application) Level: Anomalies affecting individual microservices,
such as abnormal response times, request failures, or degraded throughput. These
may arise from software bugs, inefficient algorithms, or cascading effects from

lower-level issues.

¢ Container Level: Anomalies related to container runtime behavior, including re-
source throttling, misconfigured limits, or container crashes. Since microservices
are typically deployed in containers, container-level disruptions can directly im-

pact service performance.
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e Infrastructure Level:

— Device Level (Edge and Cloud Nodes): Hardware or operating system-level is-
sues such as CPU saturation, memory exhaustion, disk I/O bottlenecks, or

hardware failures.

— Network Level: Packet loss, bandwidth congestion, routing failures, or kernel-

level network anomalies affecting communication between services.

Compared to traditional cloud infrastructures, edge—cloud environments introduce
an additional layer of vulnerability at the edge device level. Edge devices are typi-
cally more resource-constrained and less fault-tolerant than cloud servers [11, 12]. Fur-
thermore, network links at the edge are often less stable and more exposed to failures,
leading to a higher frequency of network-related anomalies [51]. Recent studies, includ-
ing MicroCERCL [52], identify network-level (kernel-level) anomalies as particularly
prominent in edge environments. Survey by Fu et al. [24] further emphasizes that lim-
ited bandwidth, distributed topologies, and dynamic deployment patterns increase the
number of potential failure points across infrastructure, instances, and services in edge
computing environments.

Failures may therefore occur in the cloud, at edge nodes, or along the communication
paths between them. The distributed nature of microservices amplifies the impact of
such failures, as dependencies between services can cause localized issues to cascade

across multiple components.

2.2.3 Categorization by Anomaly Type

From a behavioral perspective, performance anomalies can also be classified according

to their underlying characteristics, as demonstrated in Figure 2.2.
* Local Anomalies:

— Failures: Sudden and often binary disruptions, such as service crashes, device
outages, or network disconnections.
— Resource Saturation: Excessive utilization of CPU, memory, disk, or network

bandwidth beyond normal operating thresholds.
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Figure 2.2: Categorization of performance anomalies by anomaly type

— Resource Contention: Performance degradation caused by interference among

co-located microservices competing for shared resources.
¢ System-Wide Anomalies:

— Workload-Related Anomalies: Abnormal traffic surges, flash crowds, or unex-

pected workload spikes affecting multiple services simultaneously.

This categorization aligns with fault-type classifications adopted in prior anomaly
detection and RCA studies, where anomalies are distinguished based on performance
degradation, reliability failures, or traffic irregularities. For example, works such as Mi-
croHECL [53] distinguish between performance-related, reliability-related, and traffic-
related fault types in microservice systems.

Importantly, not all anomalous components represent true root causes. Some anoma-
lies are source anomalies, directly responsible for performance degradation, while others
are propagated anomalies resulting from cascading effects across communication or colo-

cation dependencies. For instance, a network bottleneck at an edge node may delay
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upstream data aggregation services, which in turn causes downstream analytics ser-
vices to exhibit increased latency. Although multiple services appear anomalous, only

the network-level disruption constitutes the true source anomaly.

Such propagation effects are particularly pronounced in microservice-based edge en-
vironments due to their distributed architecture and tight inter-service dependencies.
This complexity underscores the importance of distinguishing between anomaly detec-
tion and RCL when managing performance degradation in edge—cloud systems.

Overall, performance anomalies in microservice-based edge IoT applications can
emerge at multiple infrastructure levels, manifest in diverse behavioral forms, and prop-
agate across service dependencies. These characteristics significantly complicate detec-
tion and diagnosis, motivating the need for structured anomaly management mecha-

nisms tailored to edge computing environments.

2.3 Mitigation Strategies for Performance Anomalies in Edge
Environments

Following the categorization of performance anomalies presented in the previous sec-
tion, this section reviews existing mitigation strategies in microservice-based edge envi-
ronments. Mitigation mechanisms can broadly be categorized into reactive and proactive
approaches. Reactive measures are triggered after anomaly detection or failure occur-
rence, whereas proactive measures aim to reduce the likelihood or impact of anomalies
before they occur. In practice, reactive measures become necessary when protection

mechanisms are insufficient to prevent performance degradation.

Across most anomaly types, mitigation ultimately reduces to two dominant mech-
anisms: resource reallocation (e.g., scaling) and workload redistribution (e.g., migration).
However, mitigation actions operate at different system layers, including the applica-
tion layer, container orchestration layer, and infrastructure layer.

Table 2.1 provides a high-level mapping from common performance anomaly types
to representative reactive and proactive mitigation strategies. The remainder of this

section discusses these mechanisms in more detail.
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Table 2.1: Mapping of performance anomaly types to reactive and proactive mitigation
strategies in edge environments

Anomaly Type Typical Cause Reactive Mitigation = Proactive
Mitigation
CPU / memory Resource saturation =~ Horizontal scaling; Autoscaling
hogging by microservices vertical scaling; policies;
container restart resource-aware
placement
User surge (flash Sudden workload Horizontal scaling; Rate limiting; load
crowd) spike vertical scaling shedding;
autoscaling
Resource contention =~ Multiple services Migration of Capacity-aware
competing on same containers placement
device
Device-level failure Hardware crash; Migration to Redundant
edge node failure healthy node; placement;
checkpoint & replication
restore

Network failure /
delay

Process-level failure

Third-party service
slowness

Link disruption;
congestion

Container crash;
application fault

Slow backend;
quota throttling

Migration; traffic
rerouting

Restart
(self-healing);
checkpoint restore
Invocation
redistribution;
migration

Network-aware
placement; service
colocation

Health monitoring;
fail-fast design

Circuit breaker;
caching; retry with
backoff




2.3 Mitigation Strategies for Performance Anomalies in Edge Environments 29

2.3.1 Reactive Mitigation Mechanisms

Reactive mitigation actions are triggered after an anomaly has been detected. Their
objective is to restore acceptable performance levels or maintain service continuity under

degraded conditions.

Scaling-Based Mitigation

For resource saturation anomalies such as CPU hogging, memory exhaustion, or sud-
den workload surges (e.g., flash crowds), scaling is the most widely adopted mitigation

strategy.

* Horizontal scaling increases the number of microservice instances to distribute

workload across replicas.

* Vertical scaling increases the resource limits (CPU, memory) allocated to an exist-

ing container or virtual instance.

Container orchestration platforms such as Kubernetes support autoscaling mecha-
nisms (e.g., Horizontal Pod Autoscaling), which dynamically adjust replica counts based
on resource utilization or custom metrics [54]. When memory limits are exceeded, con-
tainers may be terminated and restarted, whereas CPU limit violations typically lead to
throttling rather than termination. Consequently, scaling remains the primary reactive

mechanism for load-induced performance anomalies.

Migration-Based Mitigation

When anomalies arise due to resource contention, device-level failures, or network degra-
dation, container migration is often employed. Migration redistributes workload away
from overloaded or failed nodes to healthier ones while preserving microservice depen-
dencies and scheduling constraints.

In edge environments, migration decisions must account for:

¢ Communication dependencies between microservices,
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¢ Network latency and bandwidth limitations,
* Device heterogeneity,

¢ Limited resource availability at alternative nodes.

For infrastructure-level failures, checkpoint-and-restore mechanisms enable contain-

ers to resume execution on alternative nodes, reducing recovery time.

Restart and Self-Healing Mechanisms

Modern container orchestration platforms provide self-healing capabilities that auto-
matically restart failed containers. At the microservice level, liveness and readiness
probes detect faulty states and trigger restart procedures. Such mechanisms are par-

ticularly relevant for process-level failures and transient faults.

Third-Party Dependency Mitigation

Performance degradation may also originate from external service dependencies, such

as slow backend services or quota throttling. Mitigation strategies in such cases include:

¢ Invocation redistribution across multiple endpoints,

Caching frequently accessed responses,

Asynchronous execution,

Circuit breaker mechanisms to prevent cascading failures.

While these measures can alleviate indirect performance degradation, mitigation op-

tions are limited when third-party services exhibit sustained slowness.

2.3.2 Proactive Mitigation Mechanisms

Proactive mitigation mechanisms (also referred to as protection mechanisms) aim to re-

duce the probability of anomalies or limit their impact before they manifest. The extent
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to which such mechanisms are deployed depends on organizational design choices and
system requirements. Notably, the degree of anomaly propagation within an environ-

ment is strongly influenced by the availability of proactive protection mechanisms.

Redundant Placement and Replication

Deploying redundant microservice instances across multiple devices or regions enhances
resilience against infrastructure failures. In the event of a node failure, replicas can im-
mediately serve requests without requiring migration, thereby reducing downtime and

performance disruption.

Autoscaling Policies

Predictive or threshold-based autoscaling policies can be configured proactively based
on historical workload patterns or anticipated demand. By allocating additional re-
sources before saturation occurs, these mechanisms help absorb workload surges and

prevent resource exhaustion.

Rate Limiting and Load Shedding

At the application layer, rate limiting (Application Programming Interface (API) throt-
tling) restricts incoming traffic to prevent overload, while load shedding selectively
drops low-priority requests during high-load conditions. These mechanisms are partic-

ularly effective in mitigating flash-crowd scenarios and preventing cascading failures.

Failure-Aware Microservice Design Patterns
Microservice architectures commonly incorporate resilience patterns that proactively

limit failure propagation:

* Retry with exponential backoff: Failed requests are retried after progressively

increasing delays to allow dependent services time to recover.
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¢ Circuit breaker: Repeated failures trigger the temporary suspension of requests to

a failing service, preventing cascading degradation.

¢ Fail-over caching: Cached responses are served when backend services become

unavailable.

* Fail-fast design: Services terminate quickly under unrecoverable conditions, avoid-

ing resource waste and request blocking.

These design patterns are particularly important in distributed edge environments

where network instability and partial failures are common.

2.3.3 Layered View of Mitigation

The previously introduced mitigation mechanisms can also be examined from a layered
system perspective. In addition to the reactive—proactive classification, mitigation ac-
tions may operate at different layers of the edge—cloud stack, including the application
layer, container orchestration layer, and infrastructure layer.

At the application layer, mitigation is typically implemented through resilience pat-
terns such as retry logic, circuit breakers, caching, and rate limiting. These mechanisms
are lightweight and localized, but their effectiveness depends on accurate identification
of failure conditions.

At the container orchestration layer, mitigation involves autoscaling, self-healing,
and container restarts. These actions are coordinated by orchestration platforms and
directly influence resource allocation and service availability.

At the infrastructure layer, mitigation includes migration, redundant placement,
replication, and traffic rerouting. Such actions may incur significant communication
overhead and coordination cost, particularly in geographically distributed and resource-
constrained edge environments.

This layered perspective highlights an important observation: mitigation decisions
often span multiple layers simultaneously. For instance, resolving latency degradation

may require scaling at the orchestration layer, migration at the infrastructure layer, or
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application-level throttling. In distributed edge-cloud environments, uninformed cross-
layer mitigation can introduce additional overhead or instability, particularly under re-
source constraints.

This cross-layer nature of mitigation amplifies the importance of accurate diagnosis,
since the appropriate response depends on both where the anomaly originates and why

it occurs.

2.3.4 Diagnosis as a Prerequisite for Effective Mitigation

Although a wide range of mitigation mechanisms exist across application, orchestration,
and infrastructure layers, their effectiveness fundamentally depends on accurate identi-
fication of both the anomaly source and its underlying cause. Scaling, migration, restart,
or rate limiting actions may alleviate performance degradation; however, without pre-
cise diagnosis, such actions risk addressing symptoms rather than root causes.

For example, scaling a microservice experiencing latency may temporarily mask
the symptom if the true cause is network congestion or resource contention at the de-
vice level. Similarly, migrating containers without understanding communication de-
pendencies may increase cross-device traffic and further degrade performance. In dis-
tributed edge—cloud environments, where resources are constrained and inter-service
dependencies are complex, uninformed mitigation decisions can introduce additional
overhead and instability.

These observations indicate that mitigation cannot be treated as an isolated opera-
tional step. Instead, it must be embedded within a structured anomaly management
process that begins with monitoring and progresses through detection and diagnosis

before remediation decisions are made.

24 Performance Anomaly Management Lifecycle

Managing performance anomalies in microservice-based edge—cloud environments re-
quires a coordinated sequence of monitoring, detection, diagnosis, and mitigation activ-

ities. Rather than isolated actions, these stages form an interconnected anomaly man-
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agement lifecycle that governs how performance degradation is identified and resolved
in distributed systems.
From an operational perspective, the performance anomaly management lifecycle

consists of five primary stages:
1. Monitoring (Observability)
2. Anomaly Detection
3. Root Cause Localization (RCL)
4. Root Cause Analysis (RCA)
5. Mitigation

Figure 1.2 illustrates this lifecycle.

Monitoring (Observability) Monitoring refers to the continuous collection of system-
level data, including metrics, traces, and logs, from microservices, containers, edge de-
vices, and network components. These observability signals provide visibility into sys-

tem behavior and form the foundation for anomaly detection.

Anomaly Detection Anomaly detection determines whether system behavior deviates
from expected patterns in monitored metrics. Detection mechanisms may rely on statis-
tical thresholds, ML models, or Deep Learning (DL) techniques. The goal at this stage is

to identify the presence of abnormal behavior.

Root Cause Localization (RCL) RCL aims to identify which component is responsi-
ble for the observed anomaly. In distributed microservice architectures, this typically
involves analyzing service dependency graphs, communication patterns, and resource

metrics to pinpoint the anomalous microservice, container, or infrastructure component.

Root Cause Analysis (RCA) While RCL determines the location of the anomaly, RCA
seeks to understand why the anomaly occurred. For example, a microservice may ex-
hibit high latency due to CPU saturation, memory pressure, network delay, or resource

contention. Accurate RCA enables selection of the most appropriate mitigation strategy.
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Mitigation and Feedback Loop Mitigation constitutes the operational response stage
of the lifecycle. Based on the outputs of RCL and RCA, mitigation mechanisms such as
scaling, migration, restart, replication, or rate limiting are applied to restore acceptable
performance levels.

Importantly, mitigation actions modify system state, potentially introducing new
performance dynamics. Consequently, the lifecycle operates as a feedback loop: post-
mitigation monitoring evaluates whether performance has stabilized or whether further

intervention is required.

The remainder of this chapter systematically examines the performance anomaly
management lifecycle in the context of microservice-based IoT applications deployed
across edge—cloud environments. While all lifecycle stages are reviewed to provide a
coherent end-to-end perspective, particular emphasis is placed on the diagnosis phases,
namely anomaly detection (AD) and root cause localization /analysis (RCL/RCA), which
constitute the primary technical focus of this thesis.

Section 2.5 discusses edge monitoring infrastructures and observability mechanisms
that provide the foundational telemetry signals required for anomaly management. Sec-
tion 2.6 presents a taxonomy of performance anomaly detection techniques for edge en-
vironments. Section 2.7 introduces a taxonomy for RCL and analysis approaches at the
edge. Section 2.8 reviews how mitigation strategies are operationalized in edge environ-
ments following anomaly identification. Finally, Section 2.9 analyzes the experimental
environments and evaluation platforms adopted in prior work.

Table 2.3 presents a classification of existing edge-focused studies analyzed along
the dimensions discussed under each stage of the performance anomaly management

lifecycle.

2.5 Edge Monitoring Infrastructure and Observability

Although comparatively fewer studies address advanced anomaly detection and diag-
nosis at the edge, monitoring and telemetry collection for edge—cloud environments is

relatively mature. This maturity is largely driven by operational needs such as resource
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accounting, autoscaling, orchestration, and service management across the cloud-edge
continuum [55-57]. Consequently, this thesis does not propose a new monitoring archi-
tecture; instead, the anomaly detection and diagnosis techniques developed in subse-
quent chapters assume the availability of existing monitoring infrastructure and build

upon its collected observability signals.

2.5.1 Observability Signals in Edge-Cloud Systems

The continuous collection of monitoring data is commonly framed through the concept
of observability, which characterizes how well internal system states can be inferred
from externally collected signals [58, 59]. In modern cloud-native systems, observability
is typically operationalized through three complementary signal types: metrics, logs,
and traces. This three-signal view is widely adopted in practice and is reflected in con-
temporary observability standards and tooling (e.g., OpenTelemetry) [60].

Metrics provide time-series measurements of system and application behavior (e.g.,
latency, throughput, CPU, memory). In microservice-based edge systems, metrics are
often collected at multiple granularities: (i) application/microservice-level metrics such
as request latency distributions, error rates, and throughput; (ii) container-level metrics
such as cgroup CPU throttling, memory usage, and restart counts; and (iii) infrastructure-
level metrics including device resource utilization and network QoS (e.g., packet loss,
link delay, bandwidth) [57, 61]. This multi-level metric collection is particularly impor-
tant in edge environments because performance anomalies may originate at any layer
of the stack, including edge devices and edge networks.

Logs capture discrete events and messages emitted by services, runtimes, and oper-
ating systems. They are useful for post-hoc diagnosis, error analysis, and interpreting
rare failure conditions, especially when symptoms are not fully reflected in metrics [62].

Traces record end-to-end request execution paths across microservices and are es-
sential for understanding dependency and propagation effects. In particular, distributed
traces can be used to derive service call graphs or dependency graphs, which are widely
leveraged by diagnosis techniques (including graph-based localization approaches) to

reason about anomaly propagation across service interactions [23, 24].
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Together, metrics, logs, and traces provide complementary visibility: metrics offer
coarse-grained continuous signals, logs provide rich contextual events, and traces reveal

cross-service causal paths.

2.5.2 Monitoring Architectures in Edge Environments

A key design axis in edge monitoring is where monitoring agents run and where anal-
ysis occurs. Due to geographical distribution, device heterogeneity, and limited band-
width, edge monitoring commonly adopts decentralized data collection at the device
level, often combined with centralized or hierarchical aggregation for global visibility
[61, 63]. In such designs, lightweight agents on each edge node collect local metrics,
logs, and traces and either: (i) forward summarized or raw telemetry to a centralized
location for storage and analysis [63, 64], or (ii) perform partial analysis locally and
transmit only derived signals or alerts when necessary [61].

Hierarchical aggregation models are particularly common in multi-tier deployments,
where regional edge servers act as intermediate collectors before forwarding data to
cloud-level control planes. This structure balances bandwidth efficiency with system-
wide observability.

More recent studies investigate fully decentralized monitoring architectures that elim-
inate centralized aggregation points altogether [65, 66]. These approaches leverage P2P
communication mechanisms (e.g., gossip-based monitoring) to disseminate monitoring
information across nodes. These approaches are motivated by highly volatile edge set-
tings where centralized collection can become unreliable or too costly.

The prevalence of decentralized monitoring agents is particularly important in the
context of anomaly management. Since each edge node already maintains localized
observability signals, it becomes feasible to deploy anomaly detection and diagnosis
capabilities directly at the device level, thereby avoiding continuous transmission of
high-frequency telemetry to centralized analysis engines.

Building upon this architectural principle, this thesis assumes a monitoring design
in which each edge device hosts: (i) a monitoring agent responsible for collecting multi-

level observability signals (microservice-, container-, device-, and network-level met-
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Figure 2.3: Device-level monitoring and anomaly detection/diagnosis architecture in
edge-cloud environments (¢; refers to an edge device. m; refers to a microservice.)

rics), and (ii) a local anomaly detection module capable of analyzing multivariate time-
series data associated with the microservices deployed on that device. Figure 2.3 illus-

trates this architecture.

This design aligns with prior edge-focused anomaly detection frameworks [11], where
anomaly detection models are deployed per edge device to enable localized inference
under bandwidth constraints. Extending this rationale beyond detection, RCL and RCA
can also benefit from device-proximal execution. Since anomalies often originate from
device-level resource contention, container-level throttling, or localized network degra-
dation, performing diagnosis closer to the source reduces detection latency and limits

unnecessary cross-device data exchange.

Overall, existing edge monitoring architectures already provide the necessary de-
centralized observability foundation required for device-level anomaly detection and

diagnosis. Rather than introducing new monitoring mechanisms, this thesis leverages
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existing decentralized telemetry collection to develop scalable and efficiency-aware de-
tection and localization techniques for distributed edge—cloud systems. The subsequent
sections, therefore, focus on anomaly detection and RCA approaches that operate atop

this monitoring foundation.

2.6 Performance Anomaly Detection in Edge Environments

This section reviews performance anomaly detection (AD) techniques applicable to mi-
croservices based IoT applications deployed across the edge—cloud continuum and in-
troduces a taxonomy to structure the literature. In contrast to cloud-centric AD, where
large-scale centralized data collection and powerful servers often make accuracy the
primary design concern, edge settings impose additional constraints including limited
compute and memory, intermittent and bandwidth-limited connectivity, and heteroge-
neous device capabilities. These properties push AD solutions toward decentralized
inference, lightweight models, and efficient training and update strategies, while still

maintaining acceptable detection effectiveness.

2.6.1 Taxonomy Overview

Figure 2.4 presents the taxonomy used in this thesis to organize existing performance
AD work for microservices-based IoT applications in edge environments. The taxon-
omy spans seven dimensions: (i) observability modality, (ii) learning paradigm, (iii) model-
ing technique, (iv) evaluation criteria, (v) design objective, (vi) model training strategy, and (vii)
lightweight mechanisms. The taxonomy aligns with established categorizations in cloud-
native microservice monitoring and diagnosis surveys, while emphasizing edge-specific
concerns such as deployability on resource-constrained devices and reduced reliance on
centralized telemetry aggregation [23]. The remainder of this section discusses each di-

mension and positions representative edge-focused studies accordingly.



40 A Review and Taxonomy of Performance Anomaly Detection and Diagnosis at Edge

) . Effectiveness metrics
« Metric-based

o « Accuracy
o Unwfanate « Precision/Recall
metrics « F1-score
« Multivariate « AUC
metrics — « Efficiency metrics
. Trace-based Observability Evaluation o Training time
- Log-based modality criteria o Inference latency
« Structure logs - Resource
o Unstructured logs utilization
« Multi-source
« Accuracy-
. Supervised oriented
. Unsupervised Learning | _ g;g';ﬁ)lz .| Design | - Efficiency-
« Semi- i ™ | obiective oriented
supervised paracigm taxonomy l - Multi-
« Self-supervised objective
« Weakly-
supervised v . Use of inherently lightweight
o ! ; algorithms
. Statistical/rule- Modeling Mo:ter L:reammg rrl;;gcmf:rﬁ;gmh; . Sa?mpling!dimensionality reduction
based technique 9y « Distributed anomaly detection
. Classical ML . Generic Model frameworks
. Deep Leaning . Model per Device - Model compression approaches
« Emerging o Pruning
directions « Quantization
« Knowledge distillation
o TinyML

Figure 2.4: Anomaly detection taxonomy

2.6.2 Observability Modality

Performance anomalies can be detected from different observability modalities, includ-
ing metrics (KPIs), traces, logs, and multi-source combinations. Survey literature on
microservice systems highlights that each modality offers different trade-offs in terms of

granularity, semantic richness, collection overhead, and scalability [23].

Trace-based AD exploits distributed traces to capture end-to-end request paths and
latency contributions across microservices. Trace analysis enables reasoning about prop-
agation effects and critical-path delays, making it particularly useful for distributed per-
formance diagnosis [58, 67]. However, trace collection incurs non-trivial instrumenta-
tion and storage overhead, and incomplete tracing coverage may limit effectiveness in

resource-constrained edge deployments.
Log-based AD relies on events emitted by applications, containers, and operating
systems. Log-based detection can capture semantically rich contextual information that

may not be visible in metrics alone. Structured logs (e.g., JSON logs) follow consis-
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tent schemas that allow direct feature extraction with minimal preprocessing, whereas
unstructured logs require template mining and NLP-based processing (e.g., Drain-style
parsing or embedding-based representations) prior to anomaly detection [68, 69]. While
log-based AD has shown strong results in cloud systems, its computational overhead
may challenge direct deployment on low-power edge devices.

Metric/Key Performance Indicator (KPI)-based AD is the dominant modality in op-
erational monitoring because metrics are continuously collected, compact, and suitable
for real-time analysis [12, 16, 70]. Within metric-based AD, it is important to distinguish
between univariate and multivariate time-series approaches. Many production mon-
itoring stacks rely on threshold-based alerting applied to univariate streams [55, 71].
Such thresholding requires manual per-metric configuration and does not scale well in
large, heterogeneous edge deployments, particularly under workload drift.

Univariate methods treat each metric independently and may fail to detect anoma-
lies that arise from cross-metric interactions. In contrast, multivariate approaches ex-
plicitly model correlations among metrics (e.g., CPU-latency or memory-throughput
relationships), enabling detection of more complex anomaly patterns in distributed mi-
croservice systems [72, 73]. Reflecting this advantage, existing edge performance AD

studies predominantly adopt multivariate telemetry as input [11, 12, 16, 70].

2.6.3 Learning Paradigm

Edge performance AD studies predominantly adopt unsupervised learning. The pri-
mary motivation is practical: labeled anomaly data is rarely available during initial de-
ployments, and manual labeling across distributed edge sites is costly. Unsupervised
models are typically trained on unlabeled (or mostly normal) data to learn baseline be-
havior and detect deviations as anomalies.

Becker et al. evaluate several unsupervised approaches, including ARIMA, BIRCH,
LSTM, and EMA, under edge constraints [11]. Skaperas et al. focus on unsupervised
change-point detection techniques such as Bayesian methods and CUSUM, emphasizing
lightweight deployability [18]. Tuli et al. evaluate one-class and reconstruction-based

methods while discussing deployment feasibility in edge environments [16]. Similarly,



42 A Review and Taxonomy of Performance Anomaly Detection and Diagnosis at Edge

Wang et al. propose an unsupervised anomaly detection method based on a Gated Re-
current Unit (GRU)-autoencoder to identify reliability anomalies in vehicular fog com-
puting services, where the model learns normal temporal patterns of service metrics and
detects anomalies through reconstruction errors [70]. Even when supervised methods
are proposed, their reliance on labeled anomaly data is often identified as a practical
limitation in edge settings [12]. A similar reliance on unsupervised anomaly detection
can also be observed in the majority of edge RCA approaches, where anomaly detection
modules are used to trigger root cause diagnosis [52, 74, 75].

Beyond supervised /unsupervised, semi-supervised, self-supervised, and weakly
supervised paradigms are increasingly explored in cloud AD and streaming settings to
cope with limited labels and drift [76, 77]; however, their systematic adoption at the
edge remains comparatively limited, largely due to resource constraints and deploy-

ment complexity.

2.6.4 Modeling Technique

Following established AD taxonomies, anomaly detection techniques can be broadly
grouped into: (i) conventional/statistical methods, (ii) classical machine learning (ML) meth-
ods, and (iii) deep learning (DL) methods [78].

Conventional/statistical methods include thresholding, statistical process control
techniques (e.g.,, EWMA, CUSUM) [79], and classical time-series forecasting models
such as ARIMA [80]. These approaches are typically lightweight, interpretable, and
computationally inexpensive, making them attractive for resource-constrained environ-
ments. However, they typically assume stationarity or low-dimensional inputs and are
limited in their ability to model nonlinear dependencies and complex interactions within
high-dimensional microservice telemetry.

In practice, many existing monitoring solutions for edge—cloud systems integrate
alerting mechanisms that are primarily threshold- or rule-based [55, 71]. They allow
operators to define static alerting rules (e.g., latency exceeding a predefined bound or
CPU utilization surpassing a threshold) and trigger notifications when such conditions

are violated [81]. While effective for well-understood and deterministic failure modes,



2.6 Performance Anomaly Detection in Edge Environments 43

these mechanisms typically do not constitute advanced anomaly detection in the sense
of adaptive baselining, multivariate modeling, or learning-based inference.

As edge—cloud microservice systems grow in scale and complexity, static threshold-
ing becomes increasingly insufficient. Performance degradation may emerge gradually,
propagate across services, or manifest only through correlated deviations across multi-
ple metrics. In such scenarios, rule-based alerting can generate excessive false positives
or fail to capture subtle anomalies altogether. Consequently, fault handling frequently
devolves into manual inspection and reactive troubleshooting, underscoring the limita-
tions of conventional detection techniques in distributed edge environments.

Classical machine learning (ML) methods include one-class classification (e.g., One-
Class SVM [82]), isolation-based methods (e.g., Isolation Forest (IF) [83]), and clustering-
based techniques (e.g., k-means, DBSCAN). These approaches operate on engineered
features extracted from telemetry streams and often provide a favorable effectiveness—
efficiency trade-off. As a result, they are frequently used as baselines in both cloud and
edge anomaly detection studies.

Deep learning (DL) methods leverage representation learning to model complex
temporal and cross-metric dependencies. Reconstruction-based approaches (e.g., au-
toencoders and adversarial autoencoders [84, 85]) detect anomalies via reconstruction
error. Sequence models such as Long Short-Term Memory (LSTM) and GRU networks
capture temporal dependencies in multivariate time series [73, 86]. Convolutional archi-
tectures have also been adapted for temporal pattern learning in structured telemetry
data. Deep models generally improve detection performance under nonlinear and non-
stationary dynamics, but their higher training and inference cost can challenge deploy-
ment on resource-constrained edge devices.

Edge performance AD studies often adopt this three-group evaluation methodology
when comparing candidate algorithms under resource constraints. Many edge works
adapt and evaluate techniques originally proposed for cloud AD, benchmarking statis-
tical, classical ML, and DL methods under edge-specific constraints [11, 12, 16, 18, 70].

Within edge RCA pipelines, the anomaly detection component commonly relies on
classical ML techniques, particularly clustering-based methods [27, 52, 75]. The preva-

lence of clustering-based detectors largely stems from their unsupervised nature, com-
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putational efficiency, and scalability, making them well suited for resource-constrained
edge deployments where lightweight anomaly triggers are required before more sophis-

ticated diagnosis mechanisms are invoked.

An exception is CIRCA [87], which employs a more expressive anomaly detection
pipeline incorporating Graph Attention Network (GAT)s, GRU, self-attention mecha-
nisms, and Graph Fourier Transform (GFT). While such DL architectures can better cap-
ture complex temporal and structural dependencies, their higher computational over-
head highlights an important accuracy—efficiency trade-off that must be considered when

deploying anomaly detection at the edge.

Emerging directions. Beyond conventional, classical ML, and DL approaches, re-
cent anomaly detection research in cloud environments increasingly explores more ex-
pressive model families such as Transformers and graph neural networks (GNNs).
Transformer-based models leverage attention mechanisms to capture long-range tempo-
ral dependencies in multivariate telemetry streams [77, 88]. Similarly, graph-based mod-
els exploit service dependency structures or metric correlation graphs to reason about
anomaly propagation in distributed systems [28, 89]. While these approaches demon-
strate strong detection capabilities in cloud-scale environments, they typically assume
centralized telemetry collection and substantial computational resources. As a result,
their practical deployment in edge environments often requires additional mechanisms

such as model compression, distillation, or hierarchical inference architectures.

Another emerging research direction involves Quantum Machine Learning (QML)-
based approaches for anomaly detection. Recent surveys and exploratory studies dis-
cuss the potential use of quantum anomaly detection and quantum autoencoder-based
time-series analysis [90, 91]. These works are primarily motivated by potential compu-
tational advantages offered by future quantum hardware. However, QML techniques
have not yet been incorporated into edge performance anomaly detection pipelines in
a meaningful way. This limitation is consistent with the practical constraints of current
edge environments, including limited compute and memory resources and the absence

of accessible quantum hardware at deployment sites.
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2.6.5 Evaluation Criteria

Cloud and microservice AD studies commonly prioritize effectiveness metrics such as
precision, recall, Fl1-score, and AUC, reflecting an accuracy-oriented evaluation culture
in centralized infrastructures [23, 78]. In edge environments, however, some studies ad-
ditionally evaluate both effectiveness and efficiency, since resource overhead directly
constrains deployability. In particular, several edge AD works report inference-time
CPU and memory usage as well as detection latency, and some additionally report train-
ing time and memory footprint when training is executed on edge nodes [11, 12, 16, 18].
Nevertheless, not all edge-oriented studies evaluate efficiency explicitly. For example,
Wang et al.’s evaluation primarily focuses on detection effectiveness metrics such as
precision, recall, and Fl-score, reflecting the continued emphasis on accuracy even in
some edge-oriented studies [70]. This variation motivates treating evaluation metrics
as distinct from the design objective: some works measure efficiency without explicitly
optimizing for it, whereas others explicitly design algorithms or systems to meet laten-

cy/throughput/resource targets.

2.6.6 Design Objective

In much of the anomaly detection literature for cloud and microservice systems, the pri-
mary design objective is improving detection accuracy. Many studies develop increas-
ingly expressive models to capture complex temporal patterns and cross-metric depen-
dencies in large-scale telemetry data. Consequently, evaluation typically emphasizes
effectiveness metrics such as precision, recall, and Fl-score, while efficiency considera-
tions such as computational cost or runtime overhead receive less attention [23, 78]. In
some cases efficiency metrics are reported, but the underlying methods are not explicitly
designed to optimize resource consumption.

Edge environments introduce different priorities. Since anomaly detection models
may operate on heterogeneous and resource-constrained devices, both detection ef-
fectiveness and operational efficiency become critical design objectives. Edge-focused
studies therefore often evaluate multiple algorithms and select models that provide an

acceptable accuracy—efficiency trade-off. For example, Becker et al. compare statistical,



46 A Review and Taxonomy of Performance Anomaly Detection and Diagnosis at Edge

classical ML, and DL approaches under edge constraints to identify feasible detection
techniques [11]. Similarly, Skaperas et al. investigate lightweight change-point detection
algorithms suitable for deployment on edge devices [18], while Tuli et al. study gen-
erative models for anomaly detection and discuss their feasibility in distributed edge
environments [16]. Although the work targets edge environments, the model design
primarily focuses on improving detection effectiveness rather than optimizing compu-
tational efficiency.

Although efficiency has historically received less attention in cloud-based AD re-
search, a few studies explicitly target performance optimization goals such as reducing
training time, lowering inference latency, or improving throughput. Examples include
streaming anomaly detection frameworks designed for large-scale monitoring pipelines
(e.g., the Microsoft KDD'19 service anomaly detection system [92] and Skyline [93])
as well as distributed streaming analytics platforms built on systems such as Apache
Flink [94]. Some recent work also considers energy-aware model design; for instance,
USAD proposes an adversarial autoencoder architecture that improves computational
efficiency while maintaining competitive detection accuracy [85]. These studies provide
useful insights for designing more efficient anomaly detection pipelines that may also
benefit edge deployments.

Despite these efforts, cloud AD research generally assumes access to powerful cen-
tralized infrastructure and rarely targets deployability on resource-constrained devices.
Objectives such as minimizing model memory footprint, reducing energy consumption,
or enabling inference on low-power edge hardware are seldom addressed explicitly.
Consequently, cloud-based approaches provide limited guidance for designing mod-
els suitable for highly resource-constrained environments. In this regard, research on
lightweight ML for IoT and embedded systems offers more relevant design insights, as
these works explicitly focus on developing models that operate within strict compute,

memory, and energy constraints [95-97].

2.6.7 Model Training Strategy

Two dominant training strategies appear in edge—cloud AD deployments.
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Generic Model (GM). In the GM strategy, a single model is trained using aggregated
data collected across devices and then deployed broadly. This is common in cloud-
centric pipelines and in some edge—cloud MLOps settings because it reduces model
management overhead and can be efficient in centralized training [21, 22, 70]. How-
ever, GM often suffers from reduced detection accuracy in heterogeneous edge environ-
ments, where devices exhibit diverse QoS characteristics and normal data distributions.
Furthermore, centralized aggregation of high-frequency telemetry can increase network
utilization and introduce additional overhead, particularly when bandwidth is limited
[16].

Model per Device (MPD). In the MPD strategy, each edge device trains and main-
tains its own model using local data. This approach can improve detection accuracy
by specializing to device-specific baselines and workload patterns, especially when ser-
vices co-located on a device share QoS characteristics [9, 11, 16, 98]. The trade-off is
higher aggregate training time across the fleet, greater total resource consumption, and
increased model management complexity. These costs can be prohibitive for large-scale
deployments unless training is made substantially more efficient or partially offloaded.

Overall, GM and MPD represent opposing trade-offs: GM improves training effi-
ciency and operational simplicity but risks poor generalization under heterogeneity,
whereas MPD improves specialization and accuracy but increases training overhead and

infrastructure-wide resource demand.

2.6.8 Lightweight Mechanisms

To meet the efficiency requirements of edge environments, anomaly detection systems
often incorporate lightweight mechanisms that reduce computational cost, memory us-
age, or telemetry processing overhead while maintaining detection effectiveness.

One common strategy is the use of inherently lightweight algorithms. Statistical
process control methods and change-point detection techniques are frequently favored
because they require minimal computation and memory. For example, Skaperas et al.
explore Bayesian and CUSUM-based change-point detection approaches that can oper-

ate efficiently on edge devices without complex model training [18]. Classical ML tech-
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niques such as isolation-based and clustering-based detectors are also attractive due to
their favorable effectiveness—efficiency trade-offs [83].

Another approach focuses on improving the efficiency of training and data process-
ing pipelines. Tuli et al. propose a generative anomaly detection framework that reduces
the amount of training data required while maintaining detection performance, thereby
lowering memory and storage overhead during training [16]. Such techniques are par-
ticularly useful in edge environments where storing large volumes of telemetry locally
may be impractical.

Techniques developed for large-scale cloud monitoring systems also offer useful in-
sights. In high-dimensional monitoring environments, some studies employ sampling
or dimensionality reduction to reduce the volume of telemetry processed by anomaly
detection models [99, 100]. These techniques help limit computational overhead while
preserving detection capability in systems with large numbers of metrics. Similarly, dis-
tributed anomaly detection frameworks such as the Microsoft KDD’19 detection sys-
tem [92] and Skyline [93] distribute detection tasks across multiple nodes, reducing cen-
tralized processing bottlenecks. Although designed primarily for cloud infrastructures,
their architectural principles align well with decentralized edge deployments.

Finally, research on lightweight ML for IoT and embedded systems provides addi-
tional techniques that can be adapted for edge anomaly detection [95-97]. These include
model compression approaches such as pruning, quantization, and knowledge distilla-
tion, as well as TinyML techniques that enable inference on low-power microcontrollers.
Such methods aim to reduce model size, memory footprint, and energy consumption,
thereby enabling deployment on resource-constrained devices. Despite their potential
relevance, these techniques remain largely underexplored in existing edge anomaly de-

tection studies.

2.6.9 Research Gaps and Opportunities

The review above highlights several important research gaps in performance anomaly
detection for microservices-based IoT applications deployed across the edge—cloud con-

tinuum.
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* Training efficiency as a first-class design objective. While many studies evaluate
inference-time efficiency, comparatively fewer explicitly optimize the efficiency of
model training. This limitation is particularly important in edge environments
where models may require frequent retraining to adapt to workload drift, device
heterogeneity, and evolving application behavior. Developing training strategies
that jointly optimize detection accuracy, training time, and resource consumption

remains an open challenge.

¢ Limited holistic multi-source anomaly detection. Most existing edge AD ap-
proaches rely primarily on metrics, while logs and traces are either ignored or
processed separately. However, performance anomalies in microservice systems
often manifest across multiple observability modalities. Efficient techniques for
jointly analyzing metrics, logs, and traces under edge resource constraints remain

largely unexplored.

¢ Underexplored learning paradigms under limited labels. Although semi-supervised,
self-supervised, and weakly supervised learning paradigms have gained traction
in cloud anomaly detection research, their adoption in edge environments remains
limited. Investigating lightweight variants of these paradigms that can operate
under limited labels and constrained resources represents an important research

opportunity.

* Lack of edge-aware algorithm design. Many current approaches adapt anomaly
detection techniques originally developed for cloud environments. However, al-
gorithms designed explicitly for edge settings, such as resource-adaptive models,
compression-first architectures, or decentralized learning strategies, remain rela-

tively scarce.

¢ Limited adaptation of foundation-model techniques to edge environments. Transformer-
based models and large foundation models are increasingly being explored for
cloud anomaly detection. However, practical pathways for deploying such mod-
els in edge environments, such as model distillation, hierarchical inference, or

edge—cloud collaborative architectures, remain largely unexplored.
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* Opportunities for composable efficiency mechanisms. Existing efficiency tech-
niques such as dimensionality reduction, lightweight models, online learning, and
distributed inference are often studied in isolation. Designing anomaly detec-
tion pipelines that systematically combine multiple efficiency mechanisms to meet

strict edge constraints represents a promising research direction.

Overall, addressing these challenges requires rethinking anomaly detection algo-
rithms and system architectures with edge constraints as a primary design consideration
rather than an afterthought.

While anomaly detection plays a crucial role in identifying abnormal system behav-
ior, it does not explain why such anomalies occur. In complex microservices-based IoT
applications, performance degradation often propagates across multiple services and
infrastructure components, making manual diagnosis difficult. Consequently, anomaly
detection must be complemented by techniques that identify the root causes of observed
anomalies. The next section therefore reviews existing research on RCL and analysis in
edge environments and examines how diagnostic techniques can operate under similar

scalability and resource constraints.

2.7 Root Cause Localization and Analysis in Edge Environments

While anomaly detection identifies deviations from normal system behavior, it does not
explain the underlying cause of those deviations. In distributed microservice-based sys-
tems, anomalies often propagate across multiple components due to service dependen-
cies and shared infrastructure resources. Consequently, determining the true source of
performance degradation requires additional diagnostic techniques capable of identify-
ing both the location and the cause of anomalies.

Root cause diagnosis in microservice environments is commonly discussed under
the umbrella of Root Cause Analysis (RCA). Within this process, Root Cause Localiza-
tion (RCL) identifies the component responsible for the anomaly, while deeper RCA
techniques attempt to explain why the anomaly occurred. These diagnostic tasks are

typically triggered after anomalies are detected in monitored telemetry streams. In
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many cloud environments where web applications dominate, anomaly detection is com-
monly applied to response time metrics of user-facing services [15, 101-103]. When ab-
normal latency is detected in such metrics, the diagnosis process is initiated to identify
the faulty microservice.

However, this triggering mechanism does not translate directly to edge computing
environments. Many edge applications operate through streaming pipelines or pub-
lish—subscribe architectures that do not expose explicit user-facing response time met-
rics. Instead, anomalies may manifest across multiple infrastructure layers, including
microservices, containers, edge devices, and network links. Therefore, effective RCL
in edge environments requires anomaly triggers that span multiple monitoring layers
rather than relying solely on frontend latency metrics.

To systematically analyze existing approaches, this section introduces a taxonomy
for RCL and RCA techniques applicable to microservice-based IoT applications deployed
across the edge—cloud continuum. However, the body of work that explicitly targets
RCL and analysis in edge computing environments remains limited. To date, only a
small number of studies explicitly consider edge-specific constraints during diagnosis
[27, 52, 87, 104]. Consequently, this review draws not only on the limited edge-focused
literature but also on the broader body of cloud and microservice RCA research. This is
appropriate because many diagnostic principles developed for cloud microservice sys-
tems, such as dependency modeling, anomaly propagation analysis, and graph-based
localization, remain relevant to edge environments, even though they must be revisited
in light of edge-specific constraints including resource limitations, network instability,

and decentralized deployment.

2.71 Taxonomy Overview

Figure 2.5 presents the taxonomy used in this thesis to organize existing RCL and analy-
sis work for microservices-based IoT applications in edge environments. The taxonomy
spans several dimensions that capture how diagnosis techniques operate in distributed
microservice environments: (i) RCA granularity, (ii) observability modality, (iii) dependency

modeling strategy, (iv) RCA reasoning strategy, (v) analysis architecture, (vi) evaluation cri-
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teria, and (vii) design objective. These dimensions reflect the key design choices that in-
fluence the effectiveness and practicality of RCA solutions in distributed edge environ-
ments. The following subsections examine each dimension and position representative

studies accordingly.

2.7.2 RCA Granularity

RCA in microservices-based systems spans a spectrum of diagnostic granularity, rang-
ing from coarse-grained localization to fine-grained fault identification.

At the coarsest level, root cause localization (RCL) aims to identify the microservice
responsible for an observed anomaly. RCL is generally considered the first and most
fundamental step of RCA and is performed, either explicitly or implicitly, by nearly all
diagnostic approaches [25, 105]. Several studies focus exclusively on this task, including
MicroRCA [101], MicroGBPM [15], MicroCERCL [52], and MicroEGRCL [106]. While
microservice-level localization can often be achieved quickly, identifying only the faulty
service provides limited diagnostic insight because the underlying cause of the anomaly

remains unknown. Consequently, Site Reliability Engineering (SRE)s must manually
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investigate potential issues such as CPU contention, memory exhaustion, or abnormal
request patterns [107, 108].

Beyond microservice-level localization, many RCA techniques incorporate finer-grained
analysis. One intermediate diagnostic level is culprit metric localization, which identi-
fies the specific performance metrics responsible for the anomaly, such as abnormal CPU
usage, memory consumption, or request latency. Representative approaches include Mi-
croDiag [103], AAMR [102], HeMIRCA [108], CausalRCA [105], and PDiagnose [109].
Identifying the culprit metric enables more targeted mitigation actions, such as resource
scaling or scheduling adjustments, which can often restore performance more efficiently

than restarting entire services.

Some approaches further enhance diagnosis by incorporating interpretability. For
example, Grace [110] performs RCL while highlighting influential service dependencies
and relevant time-series metrics that contributed to the anomaly. Such contextual expla-
nations support human-in-the-loop diagnosis and facilitate deeper fault investigation.
The edge-specific CIRCA framework by Jiang et al. [87] also falls into this category.

At a more advanced level, RCA techniques perform fault type identification. These
approaches classify anomalies into predefined categories such as CPU hogging, memory
leaks, network delay, or I/O contention. Methods such as DiagFusion [30], MicroIRC
[29], DejaVu [28], Brandon et al. [111], Kalinagac et al.[27], and MicroHECL [53] adopt
this strategy. Fault-type identification provides semantically meaningful explanations
of anomalies and enables more automated mitigation actions.

Finally, the most fine-grained level of RCA operates at the source-code level. Ap-
proaches such as Nezha [112] attempt to localize performance issues to specific code
segments. While valuable for long-term fixes, such methods typically require extensive
instrumentation and introduce nontrivial overhead, making them less suitable for real-
time diagnosis in production environments.

Although RCL and RCA are often discussed as separate tasks, they are inherently
interconnected: both are triggered by the same anomalous event and rely on similar sig-
nals, including temporal performance patterns and service dependencies. Consequently,
recent studies increasingly perform RCL and RCA jointly within a unified model rather

than through sequential pipelines. Representative examples include MicroDiag [103],
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DiagFusion [30], MicroIRC [29], and DejaVu [28]. By sharing feature extraction over
temporal and dependency information, such joint approaches can improve both diag-
nostic efficiency and overall accuracy.

Joint RCL and fault-type identification is particularly valuable for autonomous Ar-
tificial Intelligence for IT Operations (AIOps) systems because it produces actionable di-
agnosis [28]. Effective remediation requires knowing both where the failure occurs and
what type of failure has occurred. Together, this pair of information elements forms
a failure unit [28]. By identifying both the faulty component and the fault type, diag-
nosis results can directly guide mitigation actions such as scaling resources, migrating

services, or adjusting scheduling policies.

2.7.3 Observability Modality

RCA techniques leverage various telemetry sources to diagnose performance anomalies.
Based on the primary data modality analyzed, existing approaches can be categorized
into metric-based, trace-based, log-based, and multi-source approaches [23-25].

Metric-based RCA analyzes quantifiable system indicators such as CPU utilization,
memory usage, latency, and request throughput [27]. Because metrics provide continu-
ous time-series signals and structured data representations, they can be processed effi-
ciently and are well suited for automated analysis.

Log-based RCA relies on textual records generated by applications, operating sys-
tems, and network components. Logs provide rich contextual information, including
error messages and warnings, but they are often voluminous and unstructured, making
real-time analysis challenging.

Trace-based approaches analyze distributed request traces that capture service in-
vocation paths. While traces are valuable for understanding service dependencies and
request flows, they can be expensive to collect and process, particularly in large-scale
distributed systems [108]. Additionally, traces are often too coarse-grained to capture
internal resource bottlenecks within services.

Multi-source approaches combine metrics, logs, and traces to obtain a more compre-

hensive view of system behavior [52]. However, integrating heterogeneous data sources
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introduces challenges related to data alignment, synchronization, and feature extraction
[25, 112].

Overall, metric-based approaches offer a practical balance between diagnostic capa-
bility and computational efficiency, making them particularly suitable for edge environ-

ments.

2.7.4 Dependency Modeling Strategy

The effectiveness of root cause diagnosis largely depends on how service dependencies
and anomaly propagation are modeled.

Early RCA methods do not explicitly model service dependencies and instead rely
on statistical relationships between performance metrics. Such approaches identify root
causes by computing correlations between anomalous response time metrics and other
service metrics [53, 113]. Although lightweight, these correlation-based methods often
fail to capture indirect dependencies and propagation paths across microservices.

More recent approaches construct topological service graphs representing struc-
tural relationships among services [52, 75, 87]. These graphs are derived from deploy-
ment configurations, communication patterns, or distributed traces. Topological graphs
enable anomaly propagation analysis by allowing diagnostic algorithms to propagate
anomaly scores through service dependency networks.

A more advanced strategy involves constructing causal graphs, where edges rep-
resent cause—effect relationships between services or metrics [27, 104]. Causal graphs
provide stronger interpretability but are difficult to maintain in dynamic microservice
environments because causal structures may change with workload fluctuations and

deployment updates.

2.7.5 RCA Reasoning Strategy

Once dependencies are modeled, RCA techniques differ in how they reason over avail-
able telemetry and graph structures.
Statistical attribution methods identify root causes by computing statistical associ-

ations between anomalous metrics and other system signals [102, 108]. These methods
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are computationally lightweight but often struggle with complex propagation paths.

Centrality-based heuristics analyze graph structures to identify influential nodes
in anomaly propagation networks. Techniques such as degree centrality, betweenness
centrality, eigenvector centrality, and PPR are commonly used. Among these, PPR has
demonstrated strong performance in microservice RCL [15, 75, 101]. These methods are
lightweight, interpretable, and do not require labeled training data. This makes them
highly suitable for resource-constrained edge environments. However, because they
do not leverage historical failure patterns extensively, they may not capture complex

temporal patterns.

Deep learning (DL) approaches, particularly GNNSs, represent the state of the art
for joint localization and fault classification due to their ability to model complex inter-
service dependencies [110]. Methods such as DiagFusion [30], MicroIRC [29], Micro-
CERCL [52], and DejaVu [28] use GNNSs to learn representations over service depen-
dency graphs. However, it is important to note that GNNs are computationally expen-
sive [52].

Causal inference approaches explicitly model cause—effect relationships to identify
root causes [27, 103, 105]. These methods attempt to distinguish correlation from cau-
sation, often using probabilistic graphical models or structural causal models. CI meth-
ods improve interpretability and theoretical soundness but require strong assumptions
and substantial historical data. Their computational overhead can limit applicability in
latency-sensitive edge environments. LLMs-DCGRCA [104] is an edge-specific frame-
work that integrates LLMs with causal inference to generate knowledge-assisted causal

hypotheses.

Pattern-matching approaches diagnose failures by matching observed anomalous
subgraphs against predefined fault templates. For example, Brandon et al. [111] detect
faults by comparing anomaly propagation structures to a library of known failure pat-
terns. Similarly, ST-GraphRCA [74] integrates pattern matching with causal inference
to enable diagnosis in resource-constrained IoT environments. Pattern matching is in-
terpretable and efficient when fault libraries are well-defined. However, it struggles to
generalize to unseen fault types and requires continuous maintenance of fault pattern

repositories.
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2.7.6 Analysis Architecture

Most existing RCA approaches assume centralized analysis architectures in which teleme-
try collected from distributed monitoring agents is transmitted to a central location
for diagnosis [27, 52]. While suitable for cloud environments, centralized analysis in-
troduces significant communication overhead in edge computing environments where
bandwidth may be limited and network connectivity is unstable.

To address these challenges, diagnosis mechanisms should ideally operate closer to
the edge devices generating telemetry. Deploying lightweight RCL models at edge
nodes can significantly reduce data transfer latency and enable faster anomaly diagno-
sis. However, this design requires diagnostic models to be computationally efficient and

resource-aware.

2.7.7 Evaluation Criteria

Evaluation of RCA techniques typically considers four main dimensions: localization ef-
fectiveness, classification performance, efficiency, and scalability. While cloud-oriented
studies have traditionally emphasized accuracy, edge environments require a more holis-
tic evaluation framework due to resource constraints and system scale.

For RCL tasks, evaluation primarily focuses on localization effectiveness. This is
commonly formulated as a ranking problem using metrics such as Top-K accuracy, Mean
Reciprocal Rank (MRR), and Mean Average Rank (MAR) [27, 52, 87, 104]. These metrics
measure how effectively the true root cause is prioritized within a ranked list of candi-
date services.

For approaches that perform fault type identification, evaluation focuses on classifi-
cation performance. In this case, the problem is typically framed as a classification task,
using metrics such as accuracy, precision, recall, and F1-score [27]. Some works also in-
troduce specialized metrics to better capture diagnostic performance across diverse fault
categories. For example, ST-GraphRCA [74] evaluates model robustness using Mean Av-
erage Recall (MAR) across different failure types, such as CPU exhaustion and network
latency. Similarly, the GRALAF framework proposed by Kalinagac et al. [27] introduces

a Fault Type Recall metric to measure how effectively anomalies are categorized into
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traffic, performance, or reliability faults. While accuracy is commonly reported, preci-
sion and recall are particularly important in operational systems, where false positives
may trigger unnecessary mitigation actions and false negatives may delay system recov-
ery.

Efficiency is increasingly critical, especially in edge environments where computa-
tional and energy resources are limited [25]. Key efficiency metrics include training
time, inference time, and resource utilization (CPU, memory, and network overhead).
Most existing edge-oriented RCA studies explicitly evaluate these efficiency aspects to
demonstrate the feasibility of their approaches under resource-constrained conditions
[52, 74, 87]. In edge environments, minimizing diagnosis latency is particularly impor-
tant because delayed diagnosis directly delays mitigation actions.

Scalability evaluates how diagnostic performance changes as system size increases.
A common scalability metric is Diagnosis time versus number of services (or graph
size). Graph-based approaches must process increasingly large graphs in distributed
edge environments. This complexity can significantly increase localization/diagnosis
times [14, 26, 27]. In latency-sensitive edge systems, increased diagnosis time directly
delays mitigation actions. Therefore, scalability evaluation is essential for determining

whether an RCA technique remains practical in large-scale, distributed environments.

2.7.8 Design Objective

Beyond how RCA techniques are evaluated, it is equally important to distinguish their
primary design objectives. Existing works can be categorized into four design orienta-
tions: accuracy-driven, efficiency-driven, joint optimization, and scalability-aware ap-
proaches.

The majority of cloud RCL /RCA studies follow an accuracy-driven design orienta-
tion, prioritizing improvements in localization or classification accuracy [14, 15, 29, 89,
103, 105, 107, 108]. These works often employ sophisticated graph modeling, DL, or
causal reasoning to maximize diagnostic precision, with evaluation focusing primarily
on this accuracy dimension.

In contrast, relatively few studies adopt an explicitly efficiency-driven design orien-
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tation. Although some cloud RCA approaches report faster inference times (e.g., AAMR,
MicroEGRCL, Grace), efficiency is rarely treated as a primary design objective. Even
edge-oriented solutions such as MicroCERCL and the framework by Kalinagac et al. do
not explicitly prioritize efficiency, and evaluations reveal higher inference latency com-
pared to lightweight heuristic approaches due to graph complexity [52].

MicroHECL [53] and PDiagnose [109] are cloud RCL /RCA techniques that specif-
ically aim to improve efficiency, particularly by providing faster localization speeds.
Both approaches eliminate the need for training. MicroHECL achieves efficiency by effi-
ciently traversing the service dependency graph and using pruning techniques to elim-
inate irrelevant service calls during anomaly propagation chain analysis, which further
enhances efficiency. On the other hand, PDiagnose tries to reach efficiency by removing
the computationally heavy dependency graph-building phase and utilizing a vote-based
localization process on an anomaly queue.

Joint optimization approaches attempt to balance accuracy and efficiency simulta-
neously. Rather than maximizing one dimension, these methods seek an acceptable
trade-off between diagnostic performance and computational overhead. This design
objective is particularly relevant in edge computing, where neither pure accuracy nor
pure efficiency alone is sufficient.

Scalability-aware designs explicitly consider system growth as a primary constraint.
These methods aim to maintain near-constant or sub-linear diagnosis latency as the
number of services increases. In large-scale edge environments, scalability becomes as
critical as accuracy, since delayed diagnosis can negate the benefits of precise localiza-
tion. Kalinagac et al. [27] attempt to address scalability through metric filtering; how-
ever, this approach exhibits limited effectiveness beyond moderate system sizes (ap-
proximately 35 nodes), highlighting the need for more robust scalability-oriented solu-

tions.

2.7.9 Research Gaps and Opportunities

The review above highlights several important research challenges in RCL and analysis

for edge—cloud environments.



60 A Review and Taxonomy of Performance Anomaly Detection and Diagnosis at Edge

* Multi-level anomaly triggering mechanisms. Many existing RCA approaches
rely on anomalies in user-facing response times as triggers. Edge environments re-
quire multi-layer anomaly triggers spanning microservices, devices, and network

infrastructure.

* Lack of edge-native and decentralized RCA approaches. Most existing meth-
ods assume centralized analysis over full-system graphs. Designing decentralized
diagnosis mechanisms that operate closer to edge devices remains an open chal-

lenge.

¢ Need forlightweight diagnostic architectures. Resource constraints at edge nodes
require computationally efficient RCA models capable of operating with limited

compute and memory resources.

¢ Balancing diagnostic effectiveness and efficiency. Most existing research prior-
itizes accuracy over efficiency. Edge environments require diagnostic techniques

that explicitly balance these objectives.

* Scalability challenges in large service graphs. Graph-based RCA approaches
may suffer from increased latency as system size grows. Developing search-space

reduction techniques and scalable graph processing methods is essential.

¢ Integration of complementary efficiency techniques. Efficiency techniques such
as graph pruning and lightweight inference are often studied independently. There
is limited work on integrating these complementary strategies into unified, efficiency-

aware RCA frameworks.

Addressing these challenges requires rethinking RCL and analysis techniques with

edge constraints as a primary design consideration.

2.8 Operationalizing Mitigation in Edge Environments

While section 2.3 reviewed mitigation mechanisms available for handling performance
anomalies, this section discusses how such mechanisms are operationalized in practice

within microservice-based edge—cloud environments.
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In most existing anomaly-aware edge studies, monitoring and diagnosis compo-
nents operate independently from the mitigation control plane [11, 64, 114]. Once an
anomaly is detected and diagnosed, mitigation actions are typically executed by external
orchestration mechanisms rather than by the anomaly management system itself. For
example, anomaly detection systems may trigger alerts that subsequently activate au-
toscaling policies, container restarts, or workload migration through orchestration con-
trollers. Container orchestration platforms such as Kubernetes implement such control
mechanisms through controllers responsible for autoscaling, self-healing, and workload

scheduling [54, 59].

This separation between anomaly management and mitigation is particularly evi-
dent in edge computing environments. In many edge deployments, mitigation decisions
are executed through centralized orchestration control planes, which maintain a global
view of system state and coordinate resource allocation across edge nodes and cloud
infrastructure [51, 114, 115]. While centralized control simplifies coordination and pol-
icy enforcement, it introduces challenges in geographically distributed environments,

including increased communication latency, and potential single points of failure.

To address these limitations, several studies have explored the potential for decen-
tralized mitigation mechanisms, which move mitigation decisions closer to the edge
devices where anomalies occur. By enabling local control loops, such approaches can
reduce mitigation latency and limit cross-device communication. For instance, Park et
al. [116] proposes a decentralized resource management strategy that allows edge nodes
to locally adjust resource allocations in response to burst-load scenarios. Despite these
conceptual proposals, decentralized mitigation mechanisms remain relatively underex-

plored in practical large-scale deployments.

Nevertheless, partial decentralization can be achieved through multi-cluster or fed-
erated edge deployments. In such architectures, mitigation decisions can be scoped to
individual clusters or regional edge domains rather than being coordinated across the
entire edge—cloud continuum. In such hierarchical management structures, local con-
trol planes perform mitigation actions within their respective clusters while higher-level

controllers manage global policies [117].

Overall, mitigation in current edge environments is typically operationalized through
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orchestration control loops, with anomaly detection and diagnosis systems providing

input signals rather than directly executing remediation actions. While decentralized

mitigation offers potential advantages in terms of latency and scalability, its practical

deployment remains limited, highlighting opportunities for tighter integration between

anomaly diagnosis and resource management mechanisms in distributed edge infras-

tructures.

Table 2.3: Classification of representative monitoring and anomaly-aware studies for
edge—cloud environments under the proposed taxonomies.

Work Mon. — Mon. AD Learn. Lightwt. RCA Dep. RCA Mitig.  Eval.
Data Arch Mod. Model Gran. Model Reason.

[63] M+L Cent Uni-M N/A Rule- LMon - Topo - - Real
based

[64] M Hyb Uni-M N/A Rule- - - Topo - Ext- Real
based Orch

[61] M Dec Uni-M N/A Rule- LMon - Topo - - Real
based

[118] M Dec Uni-M  N/A Rule- LMon - - - - Real
based

[65] M Dec Uni-M  N/A Rule- LMon - - - - Real
based

[66] M Dec Uni-M  N/A Rule- LMon - - - - Real
based

[12] M Cent Multi-M  Sup CML - - - - - Real

[16] M Cent Multi-M Unsup DL Mem-Eff - - - - Real +

Cloud
Bench

[18] M Cent Uni-M  Unsup Stat ILAlg - - - - Real

[70] M Cent Multi-M Unsup DL - - - - - Sim

[27] M Cent Uni-M  Unsup CML - FTI Causal (I - Emu

[75] MS Cent Multi-M Unsup CML ILAlg RCL Topo Stat/Heur - Emu

[52] M+L Cent MS Unsup CML - RCL Topo DL - Bench

[119] MS Cent MS Varies Varies - RCL + Varies  Varies - Real

CMLoc
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Work Mon.— Mon. AD Learn. AD Lightwt. RCA Dep- RCA Mitig.  Eval.
Data Arch Mod. Model Gran. Model Reason.
[104] MS Cent MS - - - CMLoc Causal CI+ - Real +
LLM Cloud
Bench
[87] MS Cent MS Sup DL ILAlg RCL Topo DL - Sim +
inter- Cloud
preted Bench
[74] MS Cent Multi-M Unsup CML - Joint ST- CI + - Real
Graph  Pattern
[11] M Hyb Multi-M Unsup CML ILAlg RCL+ Topo Stat/Heur Ext- Real
FTI Orch
[120] M Cent Multi-M Mixed DL Dist RCL + None Pattern Ext- -
FTI Orch
[115] M Cent Multi-M N/A Stat Res- - - - Ext- Real +
Aware Orch Emu
[114] M Hyb Uni-M  Unsup CML/DLDist - - - Ext- Emu
Orch
[116] M Dec Uni-M  N/A Rule- Dist - - - Dec-Mit Sim
based
[51] M Cent Uni-M N/A Rule- - RCL+ None Pattern Ext- Real
based FTI Orch
[121] M Cent Uni-M N/A Rule- - Joint Topo LLM Ext- Emu
based Orch

Column Headings: Mon. Data = Monitoring Data Type; Mon. Arch = Monitoring Architecture; AD Mod. =

Anomaly Detection Modality; Learn. = Learning Paradigm; AD Model = Anomaly Detection Model Type;

Lightwt. = Lightweight Mechanism; RCA Gran. = RCA Granularity; Dep. Model = Dependency Modeling

Strategy; RCA Reason. = RCA Reasoning Approach; Mitig. = Mitigation Mechanism; Eval. = Evaluation

Environment. Abbreviations (Cell Values): M = metrics; L = logs; MS = multi-source; Cent = centralized;

Dec = decentralized; Hyb = hybrid; Uni-M = univariate metric-based; Multi-M = multivariate metric-based;

Sup = supervised; Unsup = unsupervised; Mixed = mixed learning settings; Stat = statistical /conventional

methods; CML = classical machine learning; DL = deep learning; LMon = lightweight monitoring; Mem-Eff

= memory-efficient; ILAlg = inherently lightweight algorithm; Dist = distributed framework/mechanism;
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Res-Aware = resource-aware; RCL = root cause localization only; RCA = root cause analysis; CMLoc =
culprit metric localization; FTI = fault type identification; Joint = joint RCL and RCA; None = no explicit
dependency modeling; Topo = topological service/dependency graph; Causal = causal graph; ST-Graph =
spatio-temporal graph; Stat/Heur = statistical or centrality /heuristic reasoning; Pattern = pattern match-
ing; CI = causal inference; LLM = LLM-assisted reasoning/modeling; Ext-Orch = external orchestration
mechanism; Dec-Mit = decentralized mitigation; Real = real deployment/testbed; Sim = simulator; Emu =

emulator; Bench = benchmark/dataset-based evaluation; N/A = Not applicable

2.9 Edge Experimental Environments and Evaluation Platforms

Evaluating anomaly detection and diagnosis techniques for edge computing environ-
ments remains challenging due to the limited availability of suitable experimental plat-
forms and datasets. In many existing anomaly-aware edge studies, evaluation is per-
formed using either cloud-based datasets or privately constructed edge testbeds. Progress
in this area is constrained by two key factors: the scarcity of publicly available edge-
specific performance anomaly datasets and the limited accessibility of real-world edge
infrastructures for controlled experimentation.

Several studies evaluate their methods using datasets originally collected from cloud
environments. For example, Tuli et al. [16] evaluate their approach using the Server Ma-
chine Dataset (SMD) [72] and the Multi-Source Distributed System (MSDS) dataset [122].
While these datasets are valuable for benchmarking anomaly detection algorithms, they
do not capture several defining characteristics of edge systems, including heterogeneous
hardware resources, dynamic microservice placement across devices, fluctuating net-
work conditions, and diverse QoS requirements of IoT applications. Additionally, recent
research evaluates RCA frameworks using public cloud-native benchmarks such as the
Generic AIOps Atlas (GAIA) [123] for metric-based RCA [104], while models such as
CIRCA [87] frequently rely on public microservice and testbed datasets, including Mi-
croSS [124], Swat [125], and WADI [126], to validate the effectiveness of their identifica-
tion and path inference capabilities. Consequently, there is currently no widely adopted
publicly available dataset specifically designed to represent performance anomalies in

edge computing environments. Furthermore, publicly available normal edge traces are
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also scarce, limiting the ability of researchers to construct realistic edge datasets through

synthetic anomaly injection.

A few recent studies have begun to move toward more representative edge-oriented
datasets. For example, the MicroCERCL benchmark introduced by Zhu et al. [52] de-
ploys a hybrid microservice system in a cloud—edge collaborative environment and
evaluates RCL using telemetry collected from this deployment. Nevertheless, the avail-
ability of such edge-oriented datasets and benchmarks remains limited, indicating sub-
stantial room for developing more diverse and scalable datasets tailored for anomaly

detection and diagnosis in edge computing environments.

Another common evaluation approach is experimentation on privately constructed
edge testbeds. Studies such as Becker et al. [11], Soualhia et al. [12], and Skaperas et
al. [18] evaluate their techniques using private edge deployments. Similarly, Tuli et
al. [16] perform additional experiments using datasets collected from their own edge
testbed. Wang et al. [70] evaluate their GRU-autoencoder-based anomaly detection
method using a simulated vehicular fog computing environment with synthetically gen-
erated reliability data, further illustrating the reliance on privately constructed datasets
in edge AD research. In the context of RCA, several recent studies, including Nguyen et
al. [119], Su et al. [74], and Tang et al. [104], conduct evaluations on real edge comput-
ing setups to validate their diagnostic methods under realistic deployment conditions.
Although such environments provide more realistic experimental conditions than cloud
datasets, they introduce significant reproducibility challenges. Most private testbeds
are not publicly accessible and often lack detailed documentation regarding hardware
configurations, network topology, workload characteristics, deployment strategies, and
anomaly injection procedures. As a result, it becomes difficult for other researchers to
replicate the experimental setup, regenerate comparable datasets, or independently val-

idate reported results.

Access to real edge infrastructures is also inherently limited. Building and main-
taining an edge—cloud deployment requires substantial investment in heterogeneous
hardware platforms, networking infrastructure, and management frameworks. Conse-
quently, only a small number of research groups are able to conduct experiments under

realistic edge conditions. Moreover, controlled anomaly injection in production-like en-
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vironments can be risky. Introducing resource contention, workload spikes, or network
disruptions may compromise system stability or interfere with shared services, making

systematic and repeatable anomaly experimentation difficult.

Some researchers attempt to address accessibility challenges by constructing smaller-
scale edge testbeds using devices such as Raspberry Pi or NVIDIA Jetson boards. These
platforms better reflect the resource constraints and heterogeneity of edge environments
compared to cloud servers. However, such setups typically suffer from limited scalabil-
ity and availability. Reproducing large service graphs, complex microservice dependen-

cies, and realistic cross-device interactions remains difficult in small-scale deployments.

Given the challenges of conducting experiments on real edge infrastructures, re-

searchers often rely on two alternative approaches: simulation and emulation.

Simulators are widely used in edge computing research to model large-scale dis-
tributed environments under controlled and configurable conditions [87, 127, 128]. They
enable systematic experimentation with different system sizes, placement strategies,
workload intensities, and network configurations. As a result, simulation is particu-
larly useful for evaluating scalability-oriented solutions such as resource management,
service placement, and communication overhead in distributed architectures. However,
simulation inevitably introduces abstraction layers that limit realism. Many edge simu-
lators do not support real IoT protocols and services [129], and often rely on simplified
assumptions regarding device heterogeneity, workload behavior, and network dynam-
ics. Prior studies highlight that such simplifications may diverge significantly from real-
world edge deployments [130]. Consequently, simulation-based results may suffer from
limited external validity. Additionally, most existing simulators emphasize specific as-
pects of edge systems—such as placement or scheduling—rather than accurately model-
ing infrastructure-level dynamics such as packet-level networking, resource contention,
or realistic anomaly behavior [131]. Nevertheless, simulation remains an important tool
for evaluating scalability, particularly for techniques such as RCL that must operate on
large service graphs.

Emulators, in contrast, execute real applications on testbed hardware while emulat-
ing large-scale network and infrastructure conditions [27, 75, 131]. Compared to sim-

ulators, emulators provide a higher degree of realism because they incorporate actual
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application behavior and runtime systems. At the same time, they remain more ac-
cessible and cost-effective than full-scale edge deployments. Several edge emulation
platforms have been proposed, including EmuFog [130], FogBed [129], MockFog [132],
EmuEdge [133], Fogify [134], and iContinuum [131]. These platforms primarily aim to
reproduce realistic compute and network conditions to enable testing of IoT applications
before production deployment.

Although some modern emulators support fault injection mechanisms, these capa-
bilities are typically designed to evaluate system reliability or fault tolerance rather than
to systematically generate labeled performance anomaly datasets. Consequently, cur-
rent edge emulation platforms do not directly support the generation of large-scale, re-
producible performance anomaly datasets suitable for training and evaluating anomaly

detection and diagnosis models.

2.9.1 Research Gaps and Opportunities

The discussion above highlights several important research gaps in the experimental

evaluation of anomaly management techniques for edge environments.

¢ Lack of publicly available edge performance anomaly datasets. There is cur-
rently no publicly available dataset specifically designed to represent performance
anomalies in microservices-based edge computing environments. An ideal dataset
should include both normal and anomalous performance data collected from het-
erogeneous edge infrastructures, incorporate diverse IoT applications composed
of interacting microservices, provide multi-source observability data (metrics, logs,

and traces), and support realistic and reproducible anomaly injection mechanisms.

¢ Limited reproducibility of experimental environments. Many existing studies
rely on private edge testbeds, which restricts reproducibility and slows cumulative
research progress. Releasing both datasets and the associated dataset-generation
frameworks would significantly improve transparency and enable independent

validation of results.

* Need for scalable evaluation platforms. Real edge deployments and small-scale
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testbeds make it difficult to evaluate scalability properties of anomaly detection
and RCA techniques. High-fidelity simulators capable of realistically modeling
heterogeneous edge infrastructures and large service graphs would facilitate sys-

tematic scalability evaluation.

* Need for emulator-based dataset generation frameworks. Although existing em-
ulators provide realistic edge experimentation environments, they are not designed
for systematic performance anomaly dataset generation. Extending edge emula-
tors with capabilities such as comprehensive monitoring, protocol-diverse work-
load generation, and controlled chaos-engineering-based anomaly injection repre-

sents a promising direction for future research.

210 Summary

This chapter reviewed existing research on anomaly detection and diagnosis in microservice-
based edge environments through structured taxonomies covering modeling approaches,
system architectures, observability data sources, and evaluation environments. While
prior work has made significant progress in improving diagnostic accuracy, important
challenges remain, particularly in addressing scalability and the unique constraints of
edge computing environments. The following chapters address these limitations by
proposing new approaches for dataset generation, efficient anomaly detection model
training, decentralized RCL, and scalable architectures for joint diagnosis tailored to

edge—cloud systems.



Chapter 3

iAnomaly: A Toolkit for Generating
Performance Anomaly Datasets in
Edge-Cloud Integrated Computing
Environments

Progress in performance anomaly detection and diagnosis for edge computing environments is
limited primarily due to the absence of publicly available edge performance anomaly datasets or due
to the lack of accessibility of real edge setups to generate necessary data. To address this gap, this
chapter proposes iAnomaly: a full-system emulator equipped with open-source tools and fully au-
tomated dataset generation capabilities to generate labeled normal and anomaly data based on user-
defined configurations. We also release a performance anomaly dataset generated using iAnomaly,
which captures performance data for several microservice-based IoT applications with heterogeneous
QoS and resource requirements while introducing a variety of anomalies. Detailed analysis demon-
strates that this dataset effectively represents the characteristics found in real edge environments, and
the anomalous data in the dataset adheres to the required standards of a high-quality performance
anomaly dataset. Additionally, to support scalability experiments that require modeling thousands
of computational entities, we extend iAnomaly with a trace-driven dataset generation simulator that
produces large-scale service dependency graphs while preserving realism by populating them with

normal and anomalous traces derived from the iAnomaly dataset.

This chapter is derived from:

* Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “iAnomaly: A Toolkit for Generat-
ing Performance Anomaly Datasets in Edge-Cloud Integrated Computing Environments”, Proceed-
ings of the 17th IEEE/ACM International Conference on Utility and Cloud Computing (LUCC 2024), Pages:
236245, Sharjah, United Arab Emirates, December 16-19, 2024.
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3.1 Introduction

Currently, there is limited research on performance anomaly detection in edge comput-
ing environments. One of the main reasons for this is the absence of publicly available
edge performance anomaly datasets, which are crucial for training and evaluating algo-
rithms proposed in such research. The few existing studies rely on cloud datasets [16, 17]
or data collected from private edge setups [11, 12, 18] to evaluate their proposed ap-
proaches. The cloud datasets have been collected from applications (mostly web appli-
cations) deployed on cloud servers. However, these cloud servers lack the heterogeneity
found in edge devices in terms of computing, storage, and networking capabilities. Ad-
ditionally, the microservices in cloud applications do not demonstrate the same diversity
in terms of QoS and resource requirements as those in an IoT application. As a result,
cloud datasets fail to capture characteristics inherent to real edge environments. On the
other hand, private edge setups have not been publicly released and lack detailed infor-
mation, which makes it difficult to replicate their environments, generate the necessary
data, and reproduce the results of the anomaly detection experiments. It also hinders
research in the field because not everyone has access to a real edge-cloud deployment
for data collection purposes. Hence, relying on cloud datasets and private edge setups
does not facilitate performance anomaly detection research in edge computing environ-
ments, thus posing a challenge to the progression of the field. Therefore, there is an
opportunity to create a performance anomaly dataset that reflects the characteristics of

edge computing environments and release the setup used for dataset generation.

Edge computing emulators are a suitable platform to generate performance anomaly
datasets. They are more representative of real edge environments when compared to
simulators, and are more easily accessible and cost-effective when compared to real edge
deployments. The main aim of existing edge computing emulators is to create a staging
environment that achieves compute and network realism similar to a real edge envi-
ronment and facilitate testing of IoT applications before deploying them into produc-
tion [129-134]. However, these general-purpose emulators do not incorporate in their
design, tools and mechanisms required to autonomously and transparently generate

large-scale performance anomaly datasets useful for model training and evaluation. For
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example, they lack adequate monitoring tools to collect performance and system-level
metrics, workload generation tools to generate and capture normal performance data,

and chaos engineering mechanisms to inject performance anomalies into applications.

This work addresses this gap by presenting the iAnomaly framework, a performance
anomaly-enabled full-system emulator that accurately models an edge computing envi-
ronment hosting microservice-based IoT applications. iAnomaly is designed with open-
source tools and provides fully automated dataset generation capabilities to generate la-
beled normal (data collected under normal conditions without anomalies) and anomaly
(data collected under anomalous conditions) data based on user-defined configurations.
In addition, we present a performance anomaly dataset generated using the proposed
framework. The dataset captures performance data for several microservice-based IoT
applications with heterogeneous QoS and resource requirements across a wide range
of domains, software architectures, service composition patterns, and communication
protocols by introducing a variety of client/sensor-side as well as server-side anoma-
lies. To the best of our knowledge, this multivariate dataset is the first open-source edge

performance anomaly dataset.

The analysis of the dataset showed that the microservices within it vary in terms
of their QoS and resource usage during regular operation, thus successfully capturing
the characteristics of a real edge dataset. Further analysis confirmed that the anoma-
lous data in the dataset meets the necessary standards for a high-quality performance
anomaly dataset. This includes having an anomaly ratio comparable to other standard

anomaly datasets and the dataset’s non-triviality.

Finally, while full-system emulation provides high realism, generating datasets that
model thousands of computational entities for scalability experiments can be resource-
intensive. To enable large-scale evaluations while maintaining realism, we extend iAnomaly
with a dataset generation simulator that produces service dependency graphs ranging
from 50 to 10,000 nodes. Instead of relying on purely synthetic signals, the simulator
populates generated graphs with normal and anomalous traces derived from real exe-
cution data collected using the iAnomaly emulator, with randomized anomaly injection
guided by predefined policies. This provides a practical mechanism to evaluate scala-

bility without sacrificing the realism of anomaly and workload characteristics.
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The rest of this chapter is organized as follows: Section 3.2 reviews the existing re-
lated works. Section 3.3 presents the architecture of the iAnomaly toolkit, while Section
3.4 discusses the implementation aspects of iAnomaly. Section 3.5 provides details of the
generated performance anomaly dataset followed by an analysis of the dataset. Section
3.6 introduces the iAnomaly dataset generation simulator for producing large-scale ser-

vice dependency graphs for scalability experiments. Section 3.7 concludes the chapter.

3.2 Related Work

Out of the existing research studies conducted around performance anomaly detection
in edge computing environments, Becker et al. [11], Soualhia et al. [12], and Skaperas et
al. [18] evaluated their proposed approaches using data collected from private edge se-
tups. However, the lack of detailed information about these private edge setups makes
it challenging to reproduce their environments and generate the necessary data to repli-
cate the results of their anomaly detection experiments. Tuli et al. [16] evaluated their
proposed approaches using two publicly available cloud datasets: the Server Machine
Dataset (SMD) collected from a large Internet company [72], and the Multi-source Dis-
tributed System (MSDS) dataset generated from microservices deployed on a cluster
of bare metal nodes with homogeneous computing, storage, and network capabilities
[122]. As a result, these cloud datasets are unable to accurately represent the properties
inherent to real edge environments. Tuli et al. also conducted a further evaluation on
three self-created datasets collected from a private edge setup. However, similar to the
rest of the literature, they also do not provide sufficient details required for reproducing
the data generation environments. Therefore, the reliance on cloud datasets and private
edge setups presents a challenge to the progression of the field of performance anomaly
detection research in edge computing environments. Additionally, there is a lack of pub-
licly available normal traces from real edge environments into which anomalies can be
injected to generate synthetic datasets. We further explore this gap in current research
by creating and releasing a performance anomaly dataset that reflects the characteristics
of edge computing environments along with the setup used for dataset generation.

There are three options of platforms for generating a performance anomaly dataset.
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They are simulators, emulators, and real edge environments. Out of these, emulators
employ real applications deployed on testbed hardware to emulate real-world infras-
tructure configurations [131], while simulators do not support real-world IoT protocols
and services [129]. Simulations make a number of simplifications that may not always
hold true, especially with an infrastructure as dynamic as edge computing [130]. Most
simulators lack detailed network simulation capabilities and focus on specific aspects of
edge modeling, such as service scheduling [131]. Therefore, we identify emulators as the
most suitable platform for generating data as they provide a higher Degree of Realism
(DoR) than simulators and because they enable the generation of large-scale data in a

cost-effective manner as opposed to real edge environments.

Performance
Edge Fault anomaly Emulation Microservice
emulator Main objective of Work injection dataset capabilities Applications
. qage . . support
/ toolkit capabilities | generation | /architecture
capabilities
EmuFog Testing IoT apps in a | x x Focused on network | x Not reported
[130] staging environment be- emulation
fore deployment; auto-
matic placement of fog
nodes
FogBed Creating an environment | x X Focused on net- | x Healthcare prevention
[129] for resource management work  emulation; and monitoring system
and service orchestration container-based
experiments emulator
MockFog Testing IoT apps in a | x x Full-system emula- | x Ambulance cars com-
[132] staging environment be- tor municating vital mea-
fore deployment sures to hospitals
EmuEdge Achieving compute and | x x Full-system emula- | x Not reported
[133] network realism of a real tor
edge environment
Fogify [134] | Testing IoT apps in a | v X Container-based v Smart transport appli-
staging environment be- emulator cations
fore deployment
iContinuum | Achieving compute and | v/ X Full-system emula- | v/ Image processing ap-
[131] network realism; intent- tor plication
based emulation
iAnomaly Creating a toolkit to gener- | v v Full-system emula- | v/ Face detection/recog—
(Proposed) | ate performance anomaly tor nition application,
datasets Industrial ~ machinery
predictive maintenance
application, ~Location
retrieval application

Table 3.1: Comparison of performance anomaly dataset generation capabilities in edge
emulators

Existing edge computing emulators can be organized under two main categories
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based on the level of virtualization and abstraction used to model the edge devices.
They are 1) full-system emulators and 2) container-based emulators. In container-based
emulators, edge devices are represented as docker containers, while full-system emula-
tors provide a higher granularity of emulation by allowing the deployment of multiple
containerized microservices within edge devices modeled as Virtual Machine (VM)s.
Early emulators such as EmuFog [130], FogBed [129], MockFog [132], and EmuEdge
[133] do not support the microservice-level granularity of IoT applications. Fogify [134]
is the first edge emulator to support the microservice-level granularity of IoT applica-
tions. However, it is limited to deploying only a single microservice per edge device
due to being a container-based emulator. Extending such emulators with dataset gen-
eration capabilities restricts data collection to device-level anomalies only. In contrast,
iContinuum [131] is a full-system emulator with support for microservices deployment.
Unlike container-based emulators, full-system emulators provide a higher level of real-
ism and also allow the injection of both device-level and microservice-level anomalies.
Consequently, our research aims to bridge the identified gap by developing a full-system
emulator with performance anomaly dataset generation capabilities. A comparison of
performance anomaly dataset generation capabilities in existing edge emulators [129-

134] along with our proposed iAnomaly toolkit is shown in Table 3.1.

The main intention of existing emulators is to test IoT applications in a staging envi-
ronment before deploying them into production. They are designed to achieve the com-
pute and network realism of an edge environment, and the evaluation of these studies is
also focused on those aspects. Modern emulators such as Fogify [134] and iContinuum
[131] also have the capability to perform fault injections. However, the main intention of
such fault injection capabilities is not to collect data for performance anomaly detection
model training but to test the fault tolerance and availability aspects of IoT applications

in the face of faults.

Although both Fogify and iContinuum have implemented and evaluated fault injec-
tion capabilities, neither of them has specified the tools used to inject anomalies. Since
these emulators only conducted injections of a limited number of anomaly types, it can
be inferred that they likely utilized basic tools, such as stress-ng, for this purpose. How-

ever, such mechanisms do not allow for the introduction of failures or disruptions in a
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controlled manner.

Both Fogify and iContinuum are capable of collecting both system and application
metrics during monitoring. However, Fogify utilizes an in-house developed monitoring
tool for this purpose, whereas open-source tools are preferred in emulators to support
interoperability and transparency of code. iContinuum employs sFlow-RT, an open-
source tool, to capture network and host-level metrics such as CPU and memory usage.
It also integrates sFlow agents with Prometheus, another open-source tool, to collect ap-
plication metrics. While Fogify requires explicit instrumentation, i.e. manually embed-
ding monitoring code within the source code, in order to capture performance metrics,
sFlowRT can only capture application metrics without explicit instrumentation from IoT
applications that communicate via HTTP protocol. As most IoT applications deployed
in edge computing environments are not limited to HITTP protocol and use a variety
of protocols such as MQTT, RTSP, etc., it is important to be able to collect metrics from

applications communicating via such non-HTTP protocols as well.

Fogify has not provided details of its workload generation tool, while iContinuum
uses Locust for workload generation. However, Locust primarily focuses on generating
HTTP/HTTPS workloads, while it is important to incorporate a workload generation

tool supporting a wide range of protocols, not just HTTP.

Consequently, it is evident that the current emulators lack the necessary tools for gen-
erating performance anomaly data. These tools include a monitoring tool for collecting
metrics, a workload generation tool for creating normal performance data, and a chaos
engineering tool for injecting performance anomalies. Identifying this research gap, this
chapter aims to address it by developing a toolkit with an emulator that incorporates a

set of open-source tools for generating performance anomaly datasets.

In addition to finding the best open-source tools for generating performance anomaly
datasets and creating a full-system emulator with performance anomaly dataset gener-
ation capabilities, we also integrate automated dataset generation features into our pro-
posed iAnomaly toolkit. Moreover, as shown in Table 3.1, most emulators have released
only one IoT application which they used in their experiments. However, we generate
(and release) an open-source performance anomaly dataset using iAnomaly by deploy-

ing three IoT applications consisting of microservices with varying QoS and resource
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Figure 3.1: System architecture of iAnomaly

requirements. These applications span a wide range of domains, software architectures,

service composition patterns, and communication protocols.

3.3 iAnomaly Architecture

Figure 3.1 depicts the architecture of iAnomaly. At the core of the framework is a full sys-
tem emulator that comprises multiple distinct layers with a set of components to build
all the layers from infrastructure to applications. The infrastructure layer hosts a diverse
array of computing and networking resources. While the heterogeneity of compute
nodes can be emulated using VMs with different resource capacities in the cloud, a net-
work emulator is used to construct the network topology (by creating virtual switches
and network elements) and simulate the network within the infrastructure layer. Users

can define the application structure of the microservice-based IoT applications through
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the application layer. The middleware layer of a full-system emulator manages the de-
ployment and operation of applications across the emulated infrastructure. Its control
plane consists of a cluster manager/orchestrator that utilizes containerization and or-
chestration technologies to manage the computing cluster and its resources, and a net-
work controller that uses Software-Defined Networking (SDN) technologies to manage
the network (such as effectively regulating the network flow while considering resource

usage conditions).

In addition to a full system emulator, iAnomaly includes components to facilitate the
data generation and collection process within its middleware layer. These components
consist of a monitoring module, a workload generation tool, and a tool for injecting

anomalies.

The monitoring module is responsible for gathering system and application metrics
from the deployed microservices. The collected data will be stored in a database and
retrieved back through queries when creating the dataset. An important requirement of
the monitoring tool is to be able to collect data from IoT applications communicating not
only via HTTP-based protocols but also via non-HTTP protocols such as Kafka, MQTT,
and RTSP. In addition, it is preferable for the tool to be capable of collecting application

metrics from programs without the need for explicit instrumentation.

The workload generator is in charge of sending request/sensor data to the mi-
croservices. This tool is used during normal data generation as well as for introducing
client/sensor-side anomalies such as user surges and spikes. Details of request work-
loads, including concurrency and duration, are specified using test plans. It is important
that the workload generation tool also supports a wide range of protocols, not just HTTP.
When generating data from a specific microservice, we need at least two instances of
workload generators, one for generating normal workloads, and another for introduc-

ing client/sensor-side anomalies.

The anomaly injection tool is responsible for injecting server-side anomalies, such
as resource hogging and service failures. MockFog [132], which is one of the early edge
emulators, suggested using chaos engineering tools for injecting anomalies and conduct-
ing performance testing. Chaos engineering tools are designed to test the fault tolerance

of systems by deliberately introducing failures or disruptions in a controlled manner,
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making them suitable for inclusion in the proposed toolkit to inject performance anoma-
lies. Moreover, by incorporating chaos engineering tools, we can inject a diverse range
of anomalies, unlike with basic tools such as stress-ng.

Generating a significant amount of normal and anomaly data by using these data
collection tools is a time-consuming and repetitive task necessitating human interven-
tion. Additionally, there is a learning curve associated with using the tools, notably in
terms of creating necessary test plans (incorporating varying parameters representing
normal and anomalous workloads) using the workload generator, designing chaos en-
gineering configurations, and scripting data collection for retrieving information from
the monitoring tool.

To overcome these challenges, we further extend the iAnomaly framework with au-
tomated dataset generation capabilities, where users can provide the configurations of
the expected dataset, and the resulting labeled normal and anomaly data will be stored
in a predefined location. As depicted in Figure 3.1, users can define the dataset genera-
tion configurations through the application layer. We also introduce a dataset generation
orchestrator to the middleware layer, which interprets the content from the dataset gen-
eration configuration and coordinates with the data generation tools in the toolkit to
generate the normal and anomaly data required for the performance anomaly dataset.

This process will be explained in detail in the next section.

3.4 iAnomaly Implementation

This section describes the implementation details of the architecture presented in section
3.3. The deployment diagram of the iAnomaly toolkit is shown in Figure 3.2. iAnomaly
relies on iContinuum [131] as a full-system emulator to accurately model edge com-
puting environments hosting microservice-based IoT applications. iContinuum utilizes
VM s with varying resource specifications to demonstrate the heterogeneity of edge de-
vices in terms of computing and storage. Additionally, a VM with higher resource ca-
pacities acts as the master node, hosting only the tools required for compute orchestra-
tion. Acknowledging the critical role of the master node as the system’s control plane,

we ensure that microservices are deployed only on VMs other than the master node.
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Figure 3.2: Deployment diagram of the iAnomaly toolkit

Following the implementation of iContinuum, iAnomaly uses Mininet! as the network
emulator to construct the network topology and simulate the bandwidth between edge
devices. The Open vSwitch (OVS) switches that form the Mininet topology are deployed
in a separate VM, which is also nondeployable for microservices.

In line with iContinuum’s control plane implementation, iAnomaly also uses Ku-
bernetes, specifically K3s?, which is a lightweight Kubernetes distribution designed for
resource-constrained environments such as edge computing or IoT devices, as the clus-
ter manager/orchestrator. Additionally, iAnomaly utilizes Open Network Operating
System (ONOS)® as the network controller, and it manages the OVS switches in the
Mininet topology. The ONOS controller is also deployed in the VM where the OVS
switches are deployed. Figure 3.2 shows how the Kubernetes orchestrator is deployed
in the master node and forms a multi-node Kubernetes cluster with the worker nodes.
Each worker node is configured with an OVS bridge featuring two virtual interfaces,

tap0, and tapl, out of which tap1l, which is configured as a Generic Routing Encapsu-

Thttps:/ /mininet.org/
https:/ /k3s.io/
Shttps:/ / opennetworking.org/onos/
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lation (GRE) interface, is linked to the tap1 port of the corresponding OVS switch. This
ensures that the worker nodes have a bi-directional connection with the Mininet-created
network topology through GRE tunnelling.

The Monitoring Module is realized by using Pixie*, a lightweight and open-source
eBPF(extended Berkeley Packet Filter)-based monitoring tool specifically designed for
Kubernetes applications. eBPF-based monitoring tools, which gained popularity re-
cently, allow sandboxed programs to execute directly inside the Linux kernel and au-
tomatically capture telemetry data in a non-intrusive manner, i.e., without requiring
modifications to user-space applications [135]. It also supports monitoring a wide va-
riety of protocols, including HTTP, Kaftka, AMQP, and MySQL, making it well-suited
for monitoring edge computing environments. When Pixie is deployed via the toolkit,
a Pixie Edge Module (PEM) is deployed for each worker node. These modules cap-
ture monitoring data from microservices deployments on the worker nodes and send
those to the Pixie Vizier deployed on the Kubernetes master node, from where they are
transferred to the Pixie cloud. Pixie Vizier acts as Pixie’s central collector and is also
responsible for managing PEMs. When retrieving back the collected data, data retrieval
queries written in Pixie language (PxL) are executed against the Pixie cloud via a Pixie
API client.

The Workload Generator is implemented by leveraging Jmeter® as it supports a wide
range of protocols, not just HTTP. We are using two separate instances of JMeter: one to
generate normal workloads and the other to create client/sensor-side anomalies. Both
instances are deployed outside the Kubernetes cluster to run the JMeter loads as needed
and to avoid interfering with the master node’s operations.

Chaos Mesh®, an open-source chaos engineering platform for Kubernetes, is used as
the anomaly injection tool and deployed in the Kubernetes master node. From there,
CRD (Custom Resource Definition) YAMLs are applied to introduce server-side anoma-
lies into the target deployments. Chaos Mesh is capable of injecting a multitude of
server-side anomalies such as CPU stress, memory stress, network delay;, etc.

The dataset generation orchestrator is deployed in the Kubernetes master node. As

*https:/ /docs.px.dev/
5https: / /jmeter.apache.org/
bhttps:/ /chaos-mesh.org/
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Figure 3.3: Interactions between the dataset generation orchestrator and other compo-
nents

illustrated in Figure 3.3, it acts as the central component that interprets the content from
the dataset generation configuration/s and coordinates with the data generation tools
in the toolkit to produce the labeled normal and anomaly data needed for the perfor-
mance anomaly dataset. To start the data generation process, the dataset generation
orchestrator reads the configuration file/s to retrieve the deployment details, normal
data collection parameters, and anomaly injection settings. It then remotely executes
the test plans on Jmeter’s normal data generation instance using Paramiko’s” SSH client
to initiate normal workload generation. Once the normal data has been generated for the
required duration, the orchestrator executes PxL queries to collect the generated normal
data. Simultaneously, while the normal workload generation process is ongoing, the
orchestrator proceeds to inject anomalies. Anomalies are injected either through server-
side disruptions using Chaos Mesh or via client/sensor-side anomalies through Jmeter’s
anomalous data generation instance. For server-side disruptions, the dataset generation

orchestrator applies the corresponding chaos YAMLs through the installation of helm

"https:/ /docs.paramiko.org/
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charts®. After the entire anomaly injection period, the orchestrator executes PxL queries
to collect the corresponding anomaly data. Finally, both normal and anomaly data are
funnelled back to the orchestrator, which integrates and processes the data to create a
comprehensive dataset suitable for training and evaluating performance anomaly de-
tection models.

Therefore, the realization of the architecture proposed in section 3.3 using the open-
source tools discussed earlier, has made the process of dataset generation easily acces-
sible for researchers. We have released the source code of the iAnomaly toolkit, which
includes iContinuum as its full-system emulator together with the chosen open-source
data collection tools and the code for automated dataset generation, in a public reposi-

tory”.

3.5 Case Study: Dataset Generation

This section showcases how iAnomaly was used to create an open-source labeled dataset
consisting of normal and anomalous data collected for three different IoT applications,

followed by an analysis of the generated performance anomaly dataset.

3.5.1 IoT Applications

The generated dataset records data for three IoT applications typically deployed in edge

environments:

RT Pre- Face Face
Camera| feed | processor Detector Recognizer

Figure 3.4: Face detection/recognition application

Face detection/recognition This application showcases the scenario of using computer

vision for secure access control at a corporate office building. As illustrated in Figure

8https:/ /helm.sh/
https:/ / github.com/Cloudslab/iAnomaly
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Service
Application Microservice Type of task per- | Software archi- | composition | QoS proper-
formed tecture pattern ties
Preprocessor Computer vision- | Stream process- LC, HTp,
Face detection/ based ing HCI, BI
recognit.ion Face detector Computer vision- | Request— Chained LC, MTp,
application based response HCI
Face recognizer | Computer vision- | Request— LC, LTp, HCI
based response
Database General purpose Request— LT, LTp
response
Industrial machin-| Orchestrator Time-series  pro- | Publish— LC LTp
ery‘predlctlve cessing subscribe Aggregator
maintenance . .
- Emergency Time-series  pro- | Request- LC, LTp, MCI
application . .
event detection cessing response
Missing  data | General purpose Request— LC, LTp, MCI
imputation response
Loca.t 1on retrieval L(.)Cﬂtl.o n service Simple non- | Request- Passthrough | LC, HTp
application with timed cache . .
resource-intensive | response
LC: Latency Critical, LT: Latency Tolerant, HTp: High Throughput, MTp: Moderate Throughput, LTp: Low Throughput,
HCI: High Compute Intensive, MCI: Moderate Compute Intensive, Bl: Bandwidth Intensive

Table 3.2: Properties of IoT applications used to generate performance anomaly dataset

3.4, it comprises four microservices: 1) preprocessor, 2) face detector, 3) face recognizer,
and 4) database. Cameras at entry points (e.g., doors, gates) produce an RTSP stream.
The preprocessor microservice reads from this video stream, performing resizing and
grayscale conversion on the images and carrying out motion detection by threshold-
ing the difference between consecutive frames. Upon detection of motion (i.e., when an
employee approaches), the frame is sent to the face detector microservice. This microser-
vice utilizes a Multi-Task Cascaded Convolutional Neural Network (MTCNN) to detect
bounding boxes and landmark points of faces in the frame. Additionally, it conducts
face alignment using affine transformation and supports multi-face alignment within
a single frame. Aligned faces are then input to the face recognizer microservice. The
face recognizer microservice employs a ResNet-50 model to extract features from the
detected faces and calculates the cosine distance between these features and the features
of the authorized personnel’s faces to calculate the similarity between detected faces and
faces of authorized personnel. Upon successful recognition, the timestamp is logged in
the database - which is implemented as another microservice - marking the employee’s

entry or exit from the building.
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Figure 3.5: Industrial machinery predictive maintenance application

Predictive maintenance for industrial machinery In this application, IoT sensors that
measure temperature, vibration, and pressure continuously generate multivariate time
series data, which is then written to a Kafka topic. As shown in Figure 3.5, an orches-
trator microservice subscribes to this Kafka topic, reads the raw sensor data, and forms
time-series windows, which are sent to the emergency event detector microservice. Be-
fore the windowed data is sent for emergency event detection, the orchestrator imputes
any missing values by calling the missing data imputer microservice and also standard-
izes the data using standard score normalization. The emergency event detector uses
an Isolation Forest (IF) model to detect whether a window of standardized time series
data is anomalous by detecting patterns that deviate from the norm, such as overheat-
ing, excessive vibration, or mechanical stress. When an anomaly is detected, alerts are

triggered to the maintenance teams.

Request/ Location Request/ | Location
Response | Retriever | Response | Simulator
User

Figure 3.6: Location retrieval application

Location retrieval This application depicts the scenario of fleet management for logis-
tics or delivery services. It facilitates tracking the real-time location of delivery vehicles
in a fleet. As shown in Figure 3.6, when a dispatcher or a customer requests the location
of a specific vehicle, the request is directed to the location retriever microservice. This
microservice checks its Least Recently Used (LRU) cache, and if the vehicle’s location
was recently queried, it provides the cached location for quick access. If the location

is not in the cache, the microservice queries the vehicle’s current location, updates the
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cache, and returns the most up-to-date information. In our implementation, the location
simulator microservice is used to mock the location of the delivery vehicle by generating
GPS locations in a trajectory.

As shown in Table 3.2, the aforementioned applications span the properties of a
wide range of IoT applications. For instance, the face detection/recognition applica-
tion falls under Computer Vision (CV), the industrial machinery predictive mainte-
nance application focuses on time-series processing, and the location retrieval appli-
cation is a simple, non-resource-intensive application. Each application relies on differ-
ent software architectures, including stream processing, request-response, and publish-
subscribe, which are implemented using different communication protocols, including
HTTP, Kaftka, RTSP, and MySQL. The applications also employ different service com-
position patterns, such as chained, aggregator, and passthrough. Most importantly, the
microservices in these applications have unique QoS and resource requirements.

The iAnomaly repository also contains the Python implementation for all three IoT
applications. In addition, we have made the Docker images of the microservices acces-

sible to the public'®.

3.5.2 Dataset Generation

The applications presented in Section 3.5.1 were deployed in a Kubernetes cluster, where
iAnomaly was responsible for the orchestration and automation of the data generation
and collection process. Specifically, the physical environment consisted of ten VMs with
heterogeneous computing and storage specifications created in the Melbourne Research
Cloud! to emulate the worker nodes. In particular, two 2vCPU/8G VMs represented
the IoT layer, four 2vCPU/8G VMs represented Fog level 1, three 4vCPU/16GB VMs
represented Fog level 2, and one 8vCPU/32GB VM represented Fog level 3. The configu-
ration of the emulated network was determined based on existing related research [136],
with the following specifications: IoT layer — Fog level 1: 5ms/100Gbps, Fog level 1 —
Fog level 2: 20ms/10Gbps, Fog level 2 — Fog level 3: 50ms/0.15Gbps, and 2ms band-

width among nodes at the same level. The applications were assigned to the worker

Ohttps:/ /hub.docker.com/repository / docker /dtfernando /ianomaly
Uhttps:/ /dashboard.cloud.unimelb.edu.au/
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deployment:

deployment_name: "locret-svc—deployment™

pod_id: "B57bd4d5d-z81fz"

server_ip: "172.26.128.173"

port_num: 32257

normal_data:

concurrency: 188

think_time: @

duration: 18808

anomaly_data:

anomalies:

- type: "user-surge-spike"
duration: 18@
concurrency: 308
cool_down_period: 1588

- type: “"user-surge-step"
duration: 18@
concurrency: 388
cool_down_period: 908

- type: "cpu-stress"
duration: 188
load: lé@
cool_down_period: 608

- type: "memory-stress"
duration: 18@
size: '1GB"
cool_down_period: 608

- type: "network-delay"
duration: 18@
latency: '1188ms'
cool_down_period: 908

Figure 3.7: Dataset generation configuration YAML file of the location retrieval applica-
tion

nodes by following the QoS-aware scheduling algorithm proposed by Pallewatta et al.
in their research study [9].

Thereafter, normal and anomaly data were generated from each application by pro-
viding dataset generation configurations specified in the form of YAML files. For exam-
ple, the configuration shown in Figure 3.7 was used to generate data from the location
retrieval application. This configuration instructs iAnomaly to generate and collect nor-
mal performance data from the location retriever microservice over a duration of three
hours. Additionally, it specifies the injection of five types of anomalies—CPU hog, mem-
ory stress, user surge spike, user surge step, and network delay—over a total duration
of two hours. Similar configurations were used to collect performance data from all ap-
plications. While five types of anomalies (two client-side and three server-side) were
injected into the location retrieval application, only a subset of these anomalies was in-

troduced into the other applications. This selection was based on the likelihood of each
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Figure 3.8: Distribution of records by anomaly type

anomaly type occurring in real-world conditions for the respective applications. Figure
3.8 depicts the distribution of different types of anomalies across the dataset. It is also
important to note that data for each application was collected independently to avoid

anomalies caused by colocation.

Pixie’s default granularity of 10 seconds was used when collecting data. For each
application, data was collected across 12 metrics, covering key aspects of system and
application performance: disk read and write throughput (total_disk_read_throughput,
total_disk_write_throughput), memory usage (rss, vsize), CPU utilization (cpu_usage),
network activity (rx_bytes_per_ns, tx_bytes_per_ns), latency percentiles (latency_p50, la-
tency_p90, latency_p99), request throughput (request_throughput), and error rate (er-
rors_per_ns), collectively providing a comprehensive view of resource consumption, net-

work efficiency, and service reliability.

The final dataset comprises a total of 30240 records. Of these, 19260 records at-
tribute to 54 hours of normal data, and 10980 records account for 31 hours of anoma-
lous data. Within this dataset, there are 1512 records labeled as anomalous data points,
resulting in an anomaly ratio of 5%. This ratio is consistent with the anomaly ratio of
other standard anomaly datasets, such as SMD (5.84%) and ASD (4.61%) [137], indicat-
ing that our dataset maintains a realistic anomaly density—an important characteristic
of a high-quality anomaly dataset [138]. The collected dataset is also made available at

the iAnomaly repository.
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Figure 3.9: Colinearity among metrics in the generated dataset

3.5.3 Analysis of the Generated Dataset

Figure 3.9 illustrates the colinearity among the metrics in the generated dataset after ex-
cluding errors_per_ns metric, which contains all-zero values. The plot shows that inher-
ently related groups of metrics, such as disk read /write throughputs, as well as latency
percentiles, are highly correlated. In addition, metrics such as request_throughput and
tx_bytes_per_ns, as well as disk read/write throughputs and rx_bytes_per_ns, exhibit a
strong positive correlation with each other. Outside of these groups, most other metrics
do not show strong correlations with each other, indicating that each metric serves a
unique purpose within the dataset. To simplify our analysis, we select a single metric
from each identified group of correlated metrics to serve as a proxy for the others in the
group. Based on this correlation analysis, we identify cpu_usage, rss, rx_bytes_per_ns,
vsize, request_throughput, and latency_p50 as the subset of metrics with the lowest col-

inearity. Consequently, we will focus on these metrics for further analysis.

Figure 3.10 illustrates the distribution of normal data for each shortlisted metric,
focusing on three instances of the location retriever microservice and one instance of
each of the other microservices. The three instances of the location retriever correspond

to different deployments in regions with varying user populations. In the latency_p50
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Figure 3.10: Distribution of normal data across shortlisted metrics

subplot, it is evident that the preprocessor, face detector, and face recognizer microser-
vices experience the highest latency. This increased latency is attributed to their highly
compute-intensive (HCI) nature, which requires more time to process and respond to
individual requests. In contrast, the other microservices demonstrate lower latency due

to their relatively lower compute intensity.

The second subplot represents the request_throughput metric. Here, we can observe
that the preprocessor and location retriever microservices exhibit high request through-
put (HTp), while the face detector shows moderate throughput (MTp). The other mi-
croservices fall into the low throughput (LTp) category. These observations confirm the
expected QoS properties of the microservices, as listed in Table 3.2. The third subplot

corresponds to the cpu_usage metric. Despite being HTp, the location retriever microser-
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Figure 3.11: PDFs for normal and anomalous data distributions of selected metrics

vices result in low CPU usage since they are not computationally intensive. The prepro-
cessor microservice shows the highest CPU usage due to its HCI nature and high request
throughput. The face detector microservice, while also HCI, has moderate throughput
and, therefore, has the second-highest CPU usage. The rest of the microservices have a
low CPU usage due to their LTp nature.

The rx_bytes_per_ns subplot confirms the bandwidth-intensive (BI) nature of the pre-
processor microservice. The final subplot, which corresponds to the rss metric, indicates
that three computer vision microservices, together with the anomaly detector and the
missing data imputer (which also utilize ML models for processing), have high rss val-
ues, demonstrating significant memory usage. By comparing these subplots, we can
see that the diversity of the selected applications allows our collected dataset to effec-
tively capture the variations in QoS and resource requirements of the microservices, as
expected from an edge dataset.

Figure 3.11 contains the Probability Density Functions (PDFs) for the normal and
anomalous data distributions of two randomly selected metrics from the datasets of
the preprocessor and face detector microservices. Subfigure 3.11(a) corresponds to la-
tency_p50 of the preprocessor microservice while figure 3.11(b) corresponds to cpu_usage
of the face detector microservice. Both subplots illustrate that the anomalous data over-
laps with the distribution of normal data. This overlap proves that the anomalies present
in our dataset are non-trivial and not merely outliers. Renjie et al. [138] have identified
the presence of such non-trivial anomalies as a property of a good anomaly dataset.

Furthermore, Figure 3.12 visualizes a few selected anomalies from the dataset. While

certain anomalies are easily noticeable using their respective metrics - for example, user
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Figure 3.12: Visualization of selected anomalies from the dataset

surge anomalies are evident from the increase in the latency_p50 metric (Figure 3.12(a)),
and memory stress is apparent from the rss metric (Figure 3.12(b)) - some anomalies,
such as CPU stress, cannot be detected simply by looking at the cpu_usage metric (Fig-
ure 3.12(c)), especially when it occurs in compute-intensive microservices. During such
scenarios, which are non-trivial to detect, algorithms that are capable of analyzing the
higher-order relationships and behavior of several metrics are required to make an ac-
curate detection.

Successful collection of the dataset was possible due to iAnomaly’s use of an optimal
set of open-source tools. In particular, leveraging Pixie as the monitoring tool allowed it
to gather metric data from all three IoT applications, each using different communication
protocols. In contrast, using a regular full-system emulator like iContinuum would only
allow data collection from the location retrieval application, which uses HTTP for com-
munication. Furthermore, iAnomaly’s automated dataset generation capabilities led to
an 87% reduction in code lines compared to using a regular full-system emulator such as
iContinuum during our dataset generation. Notably, iAnomaly completely eliminated
the need for human intervention during the data collection process, requiring only 31

lines of configurations per microservice, while iContinuum needs 307 lines of code and
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significant human involvement to generate the same dataset.

3.6 iAnomaly Dataset Generation Simulator

To conduct scalability experiments that reflect the large-scale nature of edge computing
environments, generating datasets using the iAnomaly emulator alone is impractical
due to the substantial computational resources required to model thousands of nodes.
Consequently, we extend the iAnomaly toolkit with a dataset generation simulator ca-
pable of producing large-scale service dependency graphs representing microservice-
based edge environments. In these graphs, nodes correspond to computational entities
(such as microservices and edge devices), while edges capture communication and co-
location dependencies. The simulator supports graph sizes ranging from 50 to 10,000
nodes.

To preserve realism, the simulator is designed based on the original iAnomaly frame-
work and the released performance anomaly dataset. Specifically, the generated graphs
are populated with anomalous and normal traces derived from real execution data pro-
duced by the iAnomaly emulator. This approach enables the simulator to retain realistic
workload patterns and anomaly characteristics. Compared to purely synthetic simula-
tors that rely on artificially generated data, the proposed simulator provides more rep-
resentative and credible datasets for large-scale evaluations.

Algorithm 1 outlines the workflow of the proposed dataset generation simulator
for constructing large-scale service dependency graphs with realistic performance and
anomaly characteristics. The algorithm takes as input the desired number of nodes N,
which represent computational entities in a microservice-based edge environment. First,
the number of edge devices is determined using a predefined node-to-device ratio, and
nodes are placed onto these devices using a suitable, user-defined placement strategy
(e.g., communication-aware placement). This step models realistic resource distribu-
tion and deployment constraints in edge infrastructures. Next, nodes are assigned to
multiple applications and organized according to predefined, application-specific mi-
croservice communication topologies, such as tree, mesh, pipeline, and Directed Acyclic

Graph (DAG) structures. This enables the simulator to represent diverse application
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Algorithm 1: iAnomaly dataset generation simulator for large-scale service de-
pendency graphs

Input: Number of nodes N
Output: Service dependency graph G = (V, E) populated with time-series
metrics and anomaly labels

1 Determine the number of edge devices D using a predefined node-to-device

ratio;

Initialize node set V with |V| = N and empty edge set E;

3 Place nodes onto D edge devices using a suitable, user-defined placement
strategy (e.g., communication-aware placement).;

4 Assign nodes to applications and organize them according to predefined,
application-specific microservice communication topologies (e.g., tree, mesh,
pipeline, DAG);

5 Construct E to reflect dependencies among computational entities;

6 foreachv € V do

7

8

N

Sample baseline (normal) time-series traces for v from the iAnomaly dataset;

Inject anomalies in a randomized manner by sampling anomalous traces,
following predefined anomaly injection policies (e.g., anomaly type, rate,
duration);

9 Add controlled random noise to simulate measurement uncertainty and

environmental variability;

10 Attach the resulting time-series metrics and anomaly labels to v;

11 end foreach
12 return G = (V, E);

architectures commonly observed in real-world edge systems. Based on these topolo-
gies, service dependency edges are constructed to capture both communication and co-

location relationships among nodes.

After the graph structure is formed, each node is populated with time-series per-
formance data. Baseline behavior is generated by sampling normal traces from the
iAnomaly dataset, while anomalies are introduced in a randomized manner using anoma-
lous traces, following predefined injection policies. These policies control factors such
as anomaly type, frequency, and duration, ensuring both variability and experimental
reproducibility. Controlled random noise is further added to simulate measurement
uncertainty and environmental fluctuations. Finally, the algorithm outputs a service
dependency graph in which each node is annotated with realistic performance met-

rics and anomaly labels. By combining topology-aware graph construction with trace-
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driven anomaly injection, the proposed simulator generates scalable and representative
datasets suitable for evaluating anomaly detection and RCL techniques in large-scale

edge environments.

3.7 Summary

This chapter addressed the fundamental lack of realistic and reproducible datasets for
performance anomaly research in edge computing environments. We presented iAnomaly,
a full-system emulation toolkit that integrates Pixie, JMeter, and Chaos Mesh with an
automated dataset generation orchestrator to enable systematic and scalable data collec-
tion. Using the proposed framework, we generated and released a publicly available
performance anomaly dataset covering multiple microservice-based IoT applications
and diverse anomaly types. Experimental analysis confirmed that the collected data
captures key characteristics of real edge deployments and exhibits non-trivial anoma-
lous behavior. In addition, we introduced a trace-driven dataset generation simulator
that extends iAnomaly to support scalability experiments by producing service depen-
dency graphs with up to 10,000 nodes populated using normal and anomalous traces
derived from the released dataset. By providing both an extensible data generation plat-
form and scalable, realistic datasets, this chapter establishes the empirical foundation
required for the efficient model training and diagnostic techniques developed in subse-

quent chapters.



Chapter 4

Efficient Training Approaches for
Performance Anomaly Detection
Models in Edge Computing
Environments

While the availability of representative datasets enables effective anomaly detection model de-
velopment, training such models in large-scale edge environments remains challenging due to re-
source constraints and device heterogeneity. Existing approaches typically favor either high accuracy
through device-specific models or improved efficiency through global models, resulting in suboptimal
trade-offs. This chapter investigates efficient training strategies for performance anomaly detection in
edge systems and proposes two clustering-based approaches: intra-cluster parameter transfer learn-
ing (ICPTL) and cluster-level model training (CM). By exploiting similarities in normal behavior
across devices, the proposed methods reduce redundant training while preserving diagnostic accu-
racy. Extensive evaluations demonstrate that ICPTL achieves accuracy comparable to device-specific
models with substantially reduced training cost, while CM further improves efficiency by limiting
the number of deployed models. These results establish scalable training mechanisms suitable for

large edge deployments.

This chapter is derived from:

* Duneesha Fernando, Maria A. Rodriguez, Patricia Arroba, Leila Ismail and Rajkumar Buyya, “Ef-
ficient Training Approaches for Performance Anomaly Detection Models in Edge Computing Envi-
ronments”, ACM Transactions on Autonomous and Adaptive Systems (TAAS), Volume 20, Pages: 1-27,
ISSN: 1556-4665, Association for Computing Machinery, New York, NY, USA, June 2025.
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4.1 Introduction

Existing research studies on performance anomaly detection for edge computing en-
vironments advocate for using unsupervised multivariate time-series methods [11, 12,
16, 18], where a model learns the normal performance data distribution of microser-
vices and identifies deviations as anomalies. Microservices deployed across devices in
an edge infrastructure have heterogeneous QoS and resource requirements, resulting
in heterogeneous normal data distributions. One approach to ML-based anomaly de-
tection at the edge is to train a single, generic anomaly detection model (GM) using
data from all microservices across all devices [12, 21, 22]. Training a single model is
efficient in terms of training time and resource usage, and reduces the overhead asso-
ciated with model management. However, it requires aggregating local (edge device)
time series data in a centralized location, usually a cloud data center, thus considerably
increasing network utilization and potentially causing network congestion [16]. Impor-
tantly, a generic model usually yields lower accuracy due to the difficulty of generalizing
across the diverse normal data distributions. An alternative approach involves training
a “model per edge device” (MPD) using data collected from the microservices deployed
in that specific edge device [11, 16, 19, 20]. Since microservices within a single edge de-
vice usually have similar QoS and resource requirements [9, 98] and hence have similar
normal data distributions, this approach results in models with higher accuracy, as the
model is expected to specialize well across similar normal data distributions. Training
as many models as edge devices consumes a significant amount of resources and results
in longer aggregate training times, as well as increased model management overhead.
While a model per device allows for each edge device to train its associated anomaly
detection model, performing training, which is a resource-intensive process, might be

challenging for most edge devices due to their resource-constrained nature.

The aforementioned approaches (which we identify as baselines) represent extremes
in terms of accuracy and efficiency; a generic model (GM) has low accuracy but can be
efficiently trained, while the model per device approach (MPD) yields high accuracy, but
the training process is time-consuming and resource-hungry. Considering the resource

constraints and large number of devices present in modern edge platforms, this research
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aims to bridge the gap between GM and MPD by finding a trade-off between the training
efficiency of anomaly detection models and their accuracy. We propose to achieve this by
conducting model training within clusters of edge devices with similar normal data dis-
tributions. To that end, we exploit the QoS-aware placement of microservice-based IoT
applications [9, 10, 98] in edge computing environments to propose a similarity metric
capable of clustering edge devices with similar normal data distributions. Furthermore,
we introduce two clustering-based training approaches, namely, (1) intra-cluster param-
eter transfer learning-based model training (ICPTL) and (2) cluster-level model training
(CM). ICPTL aims to match MPD’s accuracy with fewer training cycles, while CM aims
to further improve training efficiency by reducing the number of models. To the best
of our knowledge, this is the first work to propose anomaly detection model training
approaches tailored for the specific characteristics and constraints of edge environments

with the aim of increasing training efficiency while achieving high model accuracy.

We conducted a comprehensive and reproducible evaluation of the proposed clus-
tering based training approaches using a publicly available and widely-used perfor-
mance anomaly dataset called the “Server Machine Dataset (SMD)” [72], which consists
of devices with heterogeneous normal data distributions. Initially, we compared four
common unsupervised multivariate time-series anomaly detection techniques for accu-
racy and efficiency (in terms of resource utilization and detection time) against the SMD
dataset to determine the most suitable algorithm for the rest of our evaluations. Upon
evaluating the proposed clustering-based training approaches using the identified algo-
rithm, we demonstrate that the clustering approaches achieve a balance between accu-
racy and efficiency, as expected. To further validate the results, we conducted a small-
scale experiment using data collected from a set of microservices with heterogeneous
QoS and resource requirements deployed in an emulated edge computing environment

introduced through chapter 3.

The rest of this chapter is organized as follows: Section 4.2 reviews the existing re-
lated works. Section 4.3 presents the clustering-based training approaches. Section 4.4
evaluates the performance anomaly detection algorithms and the proposed training ap-
proaches. Section 4.5 discusses how the proposed training approaches handle the dy-

namic nature of edge computing environments. Section 4.6 discusses the validity threats
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of our study. Section 4.7 concludes the chapter.

4.2 Related Work

In this section, we provide an overview of performance anomaly detection studies con-
ducted in edge computing environments in terms of the algorithms, evaluation metrics,
and training methods they have used. We also explore several related works on ML

model training approaches employed in edge computing environments.

4.2.1 Performance anomaly detection in edge computing environments

Several works have proposed monitoring solutions for edge computing environments,
some of which have incorporated alerting as a functionality [55, 71]. However, none
of these monitoring solutions perform any advanced form of anomaly detection other
than threshold-based alerting. Threshold-based alerting requires system administrators
to manually define thresholds for each metric per device, which is not scalable given
the large number of edge devices and the multitude of performance metrics being mon-
itored. Moreover, these static thresholds become obsolete faster in dynamic edge com-
puting environments. In contrast, multivariate time series anomaly detection algorithms
can accurately detect more types of anomalies since they consider inter-metric correla-
tions.

Building on the limitations of threshold-based alerting, recent research on perfor-
mance anomaly detection for edge computing environments suggests using unsuper-
vised multivariate time-series techniques for anomaly detection [11, 12, 16, 18]. Becker
et al. evaluated ARIMA, BIRCH, LSTM, and EMA algorithms, all of which are unsu-
pervised anomaly detection approaches [11]. Similarly, Skaperas et al. evaluated two
change point (CP) detection approaches: Bayesian and cumulative sum (CUSUM), both
of which can be identified as unsupervised approaches [18]. Tuli et al. explored sev-
eral unsupervised approaches, including OCSVM, IF, DILOF, and USAD [16]. Although
Soualhia et al. evaluated a group of supervised approaches, they emphasized the in-

feasibility of such methods due to the need for labeled normal and anomaly data for



4.2 Related Work

99

. Anomaly Detection .
Work Anomaly Petectlon Evaluation Aspects Model Training Main Objective of Work
Algorithms Approach
Accuracy Efficiency
[12] ARIMA (Conventional), | v/ X GenericModel | A framework to per-
MC (ML), SVM (ML), RF (GM) form anomaly detec-
(ML), NN (ML), BN (ML), tion in edge environ-
TAN (ML) ments.
[11] ARIMA (Conventional), | x v'CPU  utiliza- | Model per de- | AIOPS framework for
BIRCH (ML), LSTM tion,  detection | vice (MPD) edge environments.
(DNN), EMA (Conven- delay
tional)
[16] OCSVM (ML), IF (ML), | v v"Memory con- | Model per de- | Propose memory-
DILOF (DL), ONLAD sumption, infer- | vice (MPD) efficient anomaly
(ML), CAE-M (DL), USAD ence time detection approaches
(DL), MAD-GAN (DL), for edge devices.
SlimGAN (DL)
[18] CPD approaches: | v’ v'Resource uti- | Model per de- | Framework that facili-
Bayesian (Conventional), lization (CPU | vice (MPD) tates evaluation of CPD
CUSUM (Conventional) and memory algorithms.
consumption),
detection delay
Our VAR (Conventional), IF | v v'Detection time, | Similarity- Propose efficient model
work (ML), AE (DNN), LSTM- resource require- | based clus- | training approaches for
AE (DNN) ments (CPU and | tering ap- | performance anomaly
memory) proaches detection in edge envi-
ronments.
BIRCH: Balanced Iterative Reducing and Clustering using Hierarchies, EMA: Exponential Moving Average, LSTM: Long
Short-Term Memory, SVM: Support Vector Machine, RF: Random Forest, NN: Neural Network, MC: Markov Chain, BN:
Bayesian Network, IF: Isolation Forest, TAN: Tree-Augmented Naive Bayes, OCSVM: One-Class Support Vector Machine,
DILOF: Deep Isolation Forest, ONLAD: Online Anomaly Detection via Adaptive Learning, CAE-M: Convolutional
Autoencoder-Mahalanobis, USAD: Unsupervised Anomaly Detection, MAD-GAN: Multi-scale Anomaly Detection with
GANSs, SimGAN: Slim Generative Adversarial Network, CUSUM: Cumulative Sum Control Chart, VAR: Vector
AutoRegression, AE: AutoEncoder, LSTM-AE: LSTM-AutoEncoder

Table 4.1: A summary of performance anomaly detection studies in edge computing
environments
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training [12]. As anomaly data may not be available during the initial execution of appli-
cations and labeling can be costly, they suggest using unsupervised anomaly detection
approaches. These algorithms are trained on unlabeled normal data to learn the normal
data distribution and identify deviations from it as anomalies. Therefore, in our work,

we utilize unsupervised multivariate time-series anomaly detection techniques.

Although research on performance anomaly detection in edge computing environ-
ments is still emerging, Al-based performance anomaly detection in cloud and general
microservices environments is well-established [78, 85, 139-142]. According to Audib-
ert et al. [78], existing anomaly detection algorithms can be broadly classified into three
categories: (1) conventional methods, (2) machine learning (ML)-based methods, and (3)
deep neural network (DNN)-based methods. Studies on Al-based performance anomaly
detection in cloud and microservices environments typically evaluate proposed algo-
rithms against representative techniques from all three categories. Similarly, research
on performance anomaly detection in edge environments often adapts cloud anomaly
detection approaches [11, 12, 16, 18], following the trend of assessing algorithms across
these three groups. In line with this practice, section 4.4.2 evaluates common unsuper-
vised multivariate time-series anomaly detection techniques using the SMD dataset to
identify the most suitable algorithm for the rest of our evaluations. Four representative

algorithms from each of the three categories are selected for this purpose.

Cloud/microservice performance anomaly detection research typically does not ac-
count for the constraints of edge computing environments and, therefore, only focuses
on evaluating the accuracy of anomaly detection models. All those studies report only
accuracy-related metrics such as precision, recall and F1-score [23, 78]. However, due to
the resource-constrained nature of edge devices, edge performance anomaly detection
studies evaluate both accuracy and efficiency during inference (in terms of resource uti-
lization and detection time) when identifying a suitable performance anomaly detection
algorithm to be deployed at the edge devices [11, 16, 18]. Consequently, in section 4.4.2,
we evaluate the accuracy as well as resource utilization efficiency of four representative
algorithms from each category of Audibert’s taxonomy to determine the most suitable

algorithm for the remainder of our evaluations.

In addition to evaluating the accuracy and efficiency of the algorithms during de-
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tection, considering the fact that these models are trained on resource-constrained edge
devices, some of these studies have also assessed the time taken and resource utiliza-
tion during the training process [12, 16]. Although Becker et al. do not evaluate the
above aspect, they also propose training a model at the edge device [11]. As discussed
in section 4.1, while this model per device (MPD) approach yields high accuracy, the
presence of a large number of edge devices leads to a high aggregate training time and
an increased total consumption of resources during the training process. On the other
hand, Soualhia et al. propose training a generic anomaly detection model (GM) using
data from all devices [12]. While this approach can be efficiently trained, it results in
low accuracy. Notably, the GM approach used by Soualhia et al. aligns with the train-
ing strategies typically employed in Al-based performance anomaly detection studies
in cloud environments and general microservices, which often overlook the impact of
resource constraints during the training phase.

A comparison between prior works on performance anomaly detection in edge com-
puting environments [11, 12, 16, 18] along with our proposed work is shown in Table 4.1.
Under the “Anomaly Detection Evaluation Aspects” column of the table, checkmarks
and crosses represent whether that particular study has considered accuracy and/or ef-
ficiency when conducting evaluations. Notably, none of these studies have tried to reach
a tradeoff between the efficiency and accuracy of performance anomaly detection model
training, which presents a gap in current research that we aim to explore further in this

chapter.

4.2.2 Machine learning model training approaches in edge computing envi-
ronments

Since none of the edge performance anomaly detection studies have developed ap-
proaches that strike a balance between the efficiency and accuracy of performance anomaly
detection model training, we reviewed the literature on ML model training for Artificial
Intelligence of Things (AloT) applications as well [19-22]. Our goal was to identify the
model training approaches used in these works. John et al. [19] and Raj et al. [20]
discussed the generic and specialized model training approaches that we could also

identify from edge performance anomaly detection literature, while Peltonen et al. [21]
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and Psaromanolakis et al. [22] focused on training a generic model. As mentioned be-
fore, since these two training approaches achieve either high accuracy or high efficiency,
we use them as the baselines for comparing our proposed clustering-based training ap-

proaches.

Additionally, a few works employ novel ML approaches, such as federated learning
[143] and distributed ML [144], for model training in edge computing environments.
Schneible et al. utilized federated learning in the context of supervised anomaly detec-
tion [143]. Since different edge devices encounter different anomaly data, they distribute
the required updates via a centralized model to train the anomaly detection models of
other edge devices with newly seen anomaly data. However, adopting this approach
for unsupervised performance anomaly detection would result in each model learning
the normal data distributions of all microservices deployed across all edge devices, ulti-

mately leading to lower model accuracy.

On the other hand, Yang et al. [144] used distributed ML to detect network anoma-
lies at edge devices by analyzing network packets. Their approach involves centrally
training an ML model using multiple interconnected computing resources and then de-
ploying it to infer anomalies at the edge device level. Although this approach makes
the training process faster by parallelizing and utilizing more resources, it results in a
generic model trained on data aggregated from all edge devices. This can lead to re-
duced accuracy when applied to performance anomaly detection model training, as the
generic model is not capable of generalizing well across the heterogeneous normal data

distributions of all microservices.

Thus, adapting ML approaches such as federated learning and distributed ML for
training performance anomaly detection models results in the creation of a generic model
where every model learns the normal data distribution of microservices deployed in
other devices as well. Although this approach results in high accuracy during situations
where all the collected data belong to the same independent and identically distributed
(IID) distribution, in our case, since the data collected from different microservices be-
long to non-IIDs, this approach could drift the model away from expected behavior,
resulting in low accuracy. Therefore, it is clear that simply adapting existing ML ap-

proaches to perform anomaly detection model training in edge computing environments
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does not allow us to strike a balance between efficiency and accuracy. Therefore, in this
chapter, we propose a new approach to training anomaly detection models tailored to
the specific characteristics and constraints of edge environments with the aim of increas-

ing training efficiency while achieving high model accuracy.

4.3 Clustering-based Training Approaches

This study explores a hierarchical edge environment with multiple heterogeneous de-
vices [136]. If there are N edge devices, the set of edge devices can be defined as E,

where ¢; represents the i edge device.

E= {61,82,...,61\]} (41)

Each device is equipped with a monitoring agent that gathers M performance and re-
source consumption metrics from each microservice deployed on that device. Consistent
with prior research on performance anomaly detection at the edge [11, 12, 16, 22], this
study also presumes that an unsupervised multivariate anomaly detection model, which
analyzes M performance metrics, is deployed at each edge device. Normal performance
data (i.e., data collected under non-anomalous conditions) is used to train unsupervised
models, and the set of training data collected from device e; for T timesteps can be de-
fined as matrix D,,,

Dei = [dm,t]MxT (4-2)

For each edge device ¢;, the Model per Device (MPD) baseline approach trains a
model by taking D, as input. The approach optimizes the model parameters w by mini-
mizing the loss function L. The resulting optimal model parameters are denoted as wzpd,
as shown in equation 4.3. Since a model is trained per edge device and microservices
within a specific edge device are expected to have similar normal metric distributions
(due to the QoS and resource requirement-aware placement of microservices) [9, 98], the
accuracy of these models is expected to be high. However, because a large number of

models need to be trained, this approach is not very efficient.
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mpd

we," = argming,L(w; De,) 4.3)

On the other hand, the generic model (GM) baseline approach takes the data belong-
ing to all edge devices, denoted as Dg, as input and trains a single model by minimizing
the loss function L to optimize the model parameters w, as shown in equation 4.4. The
resulting optimal model parameters are denoted as wé™. A single generic model com-
promises accuracy in favor of training efficiency; a single model is unlikely to generalize
well across the heterogeneous normal data distributions of all microservices in an edge
environment, yet can be trained with fewer resources when compared to training mul-

tiple specialized models.

wd™ = argmingL(w; Dg) (4.4)

Since the above-explained baseline model training approaches are extremes in terms
of model accuracy and training efficiency, it is important to reach a trade-off between ac-
curacy and efficiency during the training process. This aim can be achieved by training a
few models on groups of similar data, i.e., the heterogeneity of data used to train a single
model should be minimal. To accomplish this, we use the concept of clustering to group
edge devices with similar normal data distributions and then train the models within
these clusters. Towards that, we exploit the QoS-aware placement of microservice-based
IoT applications [9, 10, 98] to cluster edge devices with similar normal data distributions.
Under a QoS-aware placement strategy, we assume that microservices with similar nor-
mal data distributions are placed in the same edge device or edge devices with similar
computing, storage, and networking capabilities. Clustering is performed based on edge
devices since the smallest unit of model deployment is the edge device level. Towards
that, in section 4.3.1, we introduce a similarity metric capable of clustering edge devices
with similar normal data distributions, followed by sections 4.3.2 and 4.3.3, where we
propose the two clustering-based training approaches, Intra-cluster parameter transfer
learning (ICPTL)-based model training and Cluster-level model (CM) training, respec-
tively. Finally, in section 4.3.4, we discuss the positioning of the proposed approaches

and the workflow for initial model deployment.
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4.3.1 Similarity-based clustering

In this context, we assume that microservices are placed based on their QoS and re-
source requirements. Under such a QoS-aware placement strategy, we assume that mi-
croservices with similar normal data distributions are placed in the same edge device
or edge devices with similar computing, storage, and networking capabilities. As a re-
sult, microservices deployed at different hierarchical levels show a variance in metrics.
This variance is more pronounced in some metrics (e.g., CPU and memory consumption
metrics) than in others (e.g., error counts, disk read /write throughput). For instance, mi-
croservices situated closer to the cloud generally have higher values for CPU and mem-
ory consumption metrics and lower values for latency than those closer to the IoT layer.
Hence, we identify a subset of H such metrics, representative of the QoS and resource
usage of microservices, suitable to perform device clustering from the M metrics.

The first step towards cluster formation is calculating the similarity between each
pair of devices, as proposed in Algorithm 2. The proposed algorithm takes as input nor-
mal datasets collected from all edge devices Dg = {D,,, De,, .., De,, .., D¢y } and the list of
H representative metrics. It first extracts the H representative metrics from each dataset
D,,, resulting in Djl, = [dh/t] HxT1- Next, each metric of D} is standardized using min-max
normalization as shown in step 5 of Algorithm 2. Subsequently, the algorithm generates
a multivariate probability distribution P,, composed of the probability distributions for
each of the H representative metrics, for each device e;.

Once the multivariate probability distributions for all devices are available, the sim-
ilarity distance sim dist(e;, ej) between each pair of devices e; and ¢; is calculated by ob-
taining the L2-norm of the |S_distance between each representative metric of the proba-
bility distributions P, and P, corresponding to those devices. The equation correspond-
ing to this step is shown in equation 4.5. The JS_distance between the probability distri-
butions p,,, and p,;, corresponding to a single metric , is obtained by calculating the
square root of their |S_divergence, as shown in equation 4.6. The |S_divergence between
any two probability distributions, IP and Q, is the weighted sum of the forward and
backward Kullback-Leibler (KL) divergence between those probability distributions (re-
fer to equation 4.7). The equation for calculating the KL divergence KL(IP || Q) between
any two probability distributions, IP and Q, is shown in equation 4.8 [145].
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Algorithm 2: Similarity Graph Formation Algorithm

1:

10:
11:
12:
13:
14:

Input : Normal datasets collected from all edge devices
DE = {D61/ DEzI 4 Dei/ 4 DEN}
Input : List of H representative metrics
Output : Similarity graph SG
2 Diyr Dy, .., Dy} (Where Dy = [d), ] nx1) by extracting the H
representative metrics
. « % . D#[h,] .
Standardize Dj s.t. Dy [h,:] < max(Dg[h,:]f—min(Dg[h,:])' Vh;0<h<H
Obtain Pp = {P,,, Pe,, .., Pe;, .., Pey } using Dy, where P, = [pe,,, Pe;ys s Pey | i the

Compose D} = {D;

multivariate probability distribution for each edge device ¢;
Initialize similarity graph SG = (V,E), where V = [¢;, Vi;0 <i < N]and E = @
for each device ¢;;0 < i < N do

for each deviceej;i < j < N do

sim _dist(e;, ej) = \/Zle JS-distance(pe,,, pe;,)?
E < EU{(e;, ¢j, sim dist) }
end for
end for
Return : SG

sim_dist(e;, e;) = J Y JS distance(pe,,, pe;,)? (4.5)
=

JS-distance(pe,),, pe;,) \/ JS-divergence(pe,),||pe;),) (4.6)

JS_divergence(P||Q) = %KL <1P||]P +Q) + 2KL < ]P> 4.7)

L(P || Q) ZIP )log (EZ%) (4.8)
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Algorithm 3: Similarity-based Device Clustering Algorithm

1: Input : Similarity graph SG = (V, E) (output of Algorithm 2)
Input : No.of clusters K
Output : Cluster to device mapping cluster_map
Initialize cluster map = {cx — [ex], Vk;0 <k < N}
while length(cluster_map) > K do

Find eff” = (ez-*,e]-*,wi*,]-*) s.t. (ei*,e]-*,wi*l]-*) = argmin w;;

(ei,ej,wi,j)G]E

¢c; = cluster_map~1(e;) // Look up the cluster to which the device e; belongs to
8 ¢j = cluster-map~'(ej) // Look up the cluster to which the device ¢; belongs to
9: ¢ +—cilJc i
10:  cluster_map < cluster_map \ c;
1: E<« E\e/"
12: end while
13: Return : cluster_map

N

The output of Algorithm 2 is a complete graph, where a vertex represents an edge
device e;, and the weight of the edge between each pair of vertices e; and ¢; is the sim-
ilarity distance sim_dist(e;, e;) between the corresponding edge devices. This graph is

hereafter referred to as the similarity graph SG.

The similarity graph SG produced by Algorithm 2 is then used to generate clusters
of devices with similar normal data distributions, as depicted in Algorithm 3. Further-
more, the number of clusters K is a hyperparameter and is required as input for this
algorithm. In the first step, the cluster_map, which stores the mapping from devices
to clusters, is initialized such that each edge device ¢ is assigned to a unique cluster
k. Therefore, initially, there are as many clusters as edge devices. Next, the algorithm
identifies vertices corresponding to the shortest edge of the similarity graph SG, i.e., the
edge devices ¢;, e; with the highest similarity, and merges clusters containing those edge
devices as depicted in steps 6 to 11 of Algorithm 3. These steps are repeated until there
are K clusters in the cluster_map. This algorithm, inspired by Kruskal’s algorithm [146],
ensures that clusters are created by grouping together devices corresponding to shorter
edges. It returns the cluster_map with K clusters as the output. Through the proposed
similarity-based clustering approach, we expect that edge devices having microservices

with similar normal data distributions fall into the same cluster.
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(a) Generic model (b) Cluster-level model training
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learning-based model training (d) Model per device

Figure 4.1: Visual representation of the two clustering-based training approaches and
the two baseline approaches

4.3.2 Intra-cluster parameter transfer learning(ICPTL)-based model training

The aim of the ICPTL approach is to achieve a similar level of accuracy as the MPD
approach but with fewer training cycles. In the MPD approach, each anomaly detec-
tion model needs to learn the normal data distribution from its respective edge device.
However, the normal data distributions among edge devices within the same cluster
only differ slightly. Therefore, in the ICPTL approach, instead of training the model for
each edge device from scratch, we utilize the concept of parameter transfer learning,
which involves transferring the weights learned by one model (the source model) and
its hyperparameters to initiate the training of a model for another edge device (the tar-
get model) [147]. For instance, if the source device is ¢; and the target device is ¢;, the
ICPTL approach takes dataset D, and model parameters of source model w,, as inputs
and trains a target model by minimizing the loss function L to optimize the model pa-

ptl

. . ic .
rameters w. The resulting optimal model parameters are denoted as w,,", as shown in

equation 4.9. This allows the target model to have an advantage at the beginning of its
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Algorithm 4: Intra-cluster Parameter Transfer Learning-based Model Training
Algorithm

1: Input : Similarity graph SG = (V, E) (output of Algorithm 2)

2: Input : Cluster to device mapping cluster_map (output of Algorithm 3)

3: Output : Models for all devices

4: for each cluster ¢;;0 < k < K do

5:  Initialize source_set = @

6:  Initialize target_set = cluster_map|ck]

7. Extract SGy = (Vy, Ex) where Vi = cluster_map|ci] and

E; = {(ei,ej, w,',]‘) S ]E;ei,ej S Wk}
8: Find €lem = (61‘*, 6]'*, wi*,]-*) s.t. (EZ‘*, €j*, w,-*,]-*) = argmin wl',]'
(e ej,w;,;) EBy

9:  source < e;

10:  target < e;

11: Wsource = argminwL(w; Dsource)
12:  source_set <— source_set | source
13:  target_set <— target_set \ source
14:  while target_set # @ do

15: wtarget = argminwL(w/' Dtarget/ wsource)

16: source_set < source_set | target

17: target_set < target_set \ target

18: E; < [Eg \ 6?/7”

19: Find e]i" = (e, e, wir j+) s.t. (e ej+,wi- j) = argmin w;; and e; € source set
(eijejw; ;) EEy

20: source < e;

21: target < e;

22:  end while

23: end for

24: Return : Models for all devices

training, as the source model has already learned the lower-level features required by
the target model, thus reaching a satisfactory accuracy within a few epochs.

wéjptl = argming L(w; Dej,wei) 4.9)

Algorithm 4 comprises the steps of the ICPTL approach. It consumes the simi-
larity graph SG, which is the output of Algorithm 2 and the cluster to device map-
ping cluster_map which is the output of Algorithm 3 as inputs. For a given cluster
ck, the source_set, which stores the source devices with already trained models and the

target_set, which stores the devices where the models are yet to be trained are first ini-
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tialized. Next, the subgraph SGy, which consists of edge devices in ¢ as vertices, is
extracted from the similarity graph SG. From SGy, one of the vertices corresponding to
the shortest edge, i.e., one of the edge devices ¢; from the pair exhibiting the highest sim-
ilarity, is arbitrarily selected as the source device. Next, a model is trained for that device
by following the MPD approach as shown in step 11 of the algorithm. After training,
the source device e; is moved to the source_set. Thereafter, the model for the remaining
device ¢; (i.e., the target device) is trained using parameter transfer learning as shown
in equation 4.9, and it also corresponds to step 15 of the algorithm. After this step, the
target device e; is also moved to the source_set. Subsequently, as shown in step 19, the
algorithm identifies the next shortest edge from the remaining edges, such that the edge
device corresponding to one of its vertices belongs to the source_set. Next, by utilizing
the model for that edge device as the source model, the model for the edge device cor-
responding to the other vertex is trained using parameter transfer learning. These steps
are repeated until the target_set becomes empty. At the end of the algorithm, a trained
model will be available for all edge devices within c;. Moreover, ICPTL-based model
training can be performed simultaneously across clusters.

Figure 4.1(c) visually represents the ICPTL approach. It essentially identifies a Mini-
mum Spanning Tree (MST) of the cluster as the sequence to perform parameter transfer
learning among the edge devices. In the identified sequence, a model is traditionally
trained only for the device at the starting point of the sequence, while the other de-
vices in the sequence receive the model from the nearest neighbor device and train a
few epochs until they reach satisfactory accuracy. While this approach entails training
a model for each edge device, it requires fewer epochs during training compared to the
MPD approach, thus resulting in reduced training resource requirements and training

time.

4.3.3 Cluster-level model (CM) training

Through the CM approach, we aim to improve training efficiency further by reducing
the number of models. To that end, we propose to train a model per cluster using normal

data collected from all edge devices in the cluster. The CM approach takes the data
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belonging to all edge devices in cluster ¢k, denoted as Dy, as input and trains a model
for that cluster by minimizing the loss function L to optimize the model parameters w
as shown in equation 4.10. The resulting optimal model parameters are denoted as w{".

The CM approach is visually represented in Figure 4.1(b).

wi™ = argmingL(w; Dy) (4.10)

Since similarity-based clustering ensures that devices having similar normal data
distributions fall into one cluster, the model trained for each cluster can effectively gen-
eralize across all the edge devices in that cluster. This cluster-specific approach is ex-
pected to be more accurate than the generic model (GM) approach.

Since the number of clusters is always less than or equal to the number of edge
devices, this means that fewer models need to be trained when using the CM training
approach compared to the MPD approach. This results in reduced training time and
resource requirements. Additionally, it is easier to manage a few models per cluster
than a relatively large number of models per edge device. As a result, the CM approach

is expected to be more efficient than the MPD approach.

4.3.4 Positioning of the proposed approaches and initial model deployment

workflow

Cluster-level model training
Efficiency Accuracy

Intra-cluster parameter transfer
learning-based model training
/ Model per device
4

Figure 4.2: Positioning of the two proposed clustering-based training approaches

Generic model

Out of the two proposed approaches, the CM training approach is designed to pro-
vide more efficiency (in terms of training time, training resource requirements, num-

ber of epochs, and model management overhead) compared to ICPTL approach, while
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ICPTL is designed to provide more accuracy than CM. Figure 4.2 depicts the position-
ing of the two proposed clustering-based training approaches amidst the two baseline

model training approaches in terms of accuracy and efficiency.

‘ Data preparation ‘

I

‘ Similarity calculation ‘

I

Identify similarity-based
clusters

Accuracy over
efficiency

Efficiency
over accuracy

' Identify first source target Train a model per all
device pair devices in the cluster
I

Train initial source model
using MPD approach
These

steps !

could be Train target model using Identify next source target
performed transfer learning device pair

in parallel 3
across
clusters.

Models for all
devices within
cluster trained?

Models for all devices
\_ within cluster trained

Figure 4.3: Initial model deployment workflow

Figure 4.3 illustrates the workflow for training models during their initial deploy-
ment in edge computing environments. Following the initial cluster generation steps
(outlined in Algorithms 2 and 3), the service provider can choose between the two pro-
posed clustering-based training approaches. For scenarios prioritizing efficiency—such
as reduced training time, lower training resource requirements, fewer epochs, and min-
imal model management overhead—the CM approach is recommended. Conversely, if

higher accuracy is the primary objective, the ICPTL approach is more suitable.
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4.4 Performance Evaluation

In this section, we discuss the evaluation results of the proposed clustering-based train-
ing approaches. First, we explain the details of the experimental setup used for evalu-
ation. Following that, we compare four common unsupervised multivariate time-series
anomaly detection techniques to identify the most suitable algorithm for the rest of our
evaluations. Finally, we discuss the results of evaluating the two proposed clustering-
based training approaches using the algorithm identified from the previous step against

the baseline approaches derived from the state of the art.

4.4.1 Experimental Setup
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Figure 4.4: Distribution of normal data across SMD devices

In order to conduct a comprehensive and reproducible evaluation of the proposed
approaches, we utilized a public performance anomaly dataset called the “Server Ma-

chine Dataset” (SMD), which is widely used in the anomaly detection literature [72, 78,
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85]. The SMD contains both normal (i.e., data collected under non-anomalous condi-
tions) and anomalous performance data (i.e., data collected under anomalous condi-
tions) from 28 devices across 38 metrics. Following the suggestion of Li et al. [137], we
focused on 14 devices without a concept drift between training (normal performance)
data and testing (anomalous performance) data for our evaluation. The SMD dataset
has also been utilized in assessing research on edge computing environments [16, 17],
as the data from these devices exhibit heterogeneous normal data distributions akin to
those in edge computing environments. This is apparent from the significant variance
in mean values of certain selected metrics across the majority of devices, as shown in
Figure 4.4. In our evaluation, we assume that each SMD machine is an edge device with
a single microservice deployed in it and that the data reported for each machine (edge

device) belongs to its respective microservice.

In order to further verify the results obtained on SMD, we also collected performance
anomaly data from a set of microservices with heterogeneous QoS and resource require-
ments deployed in an emulated edge computing environment. By using the iAnomaly
toolkit in chapter 3, we emulated 10 heterogeneous edge devices using 10 VMs with
different resource capacities (2vCPU/8GB, 4vCPU/16GB, 8vCPU/32GB) on Melbourne
Research Cloud! and emulated the network (by following the communication link pa-
rameters used by Pallewatta et al.[136] in their experiments) to represent the hetero-
geneity of network bandwidth between the edge devices. The iAnomaly toolkit is a
full-system emulator with iContinuum [131] (a well-tested edge emulator for discrep-
ancies compared to real-world scenarios) at its core. In addition to that, iAnomaly has
extensively verified that both the normal and anomalous data that it generates closely
resemble the data generated from real edge environments. We deployed microservices
with heterogeneous resource requirements representing a diverse set of IoT applications
(from lightweight sensor data processing to heavy applications like camera face detec-
tion/recognition) on the emulated edge infrastructure by following the placement algo-
rithm proposed by Pallewatta et al.[9]. Using Pixie?, which is a lightweight monitoring

tool suitable for edge monitoring, we collected both normal performance data as well

1h’ct-ps: / /dashboard.cloud.unimelb.edu.au/
Zhttps:/ /docs.px.dev/
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as anomalous performance data under a diverse set of anomalies, such as resource satu-
ration, service failures, network saturation, etc., at a granularity of 10 seconds. Normal
workloads were generated using Jmeter® while anomalies were injected using Chaos
Mesh*. Both normal and anomalous performance data are available for 12 metrics, cov-
ering both system and application metrics.

Experiments on both datasets, including hyperparameter tuning, were conducted
on the Spartan® High Performance Computing (HPC) cluster. More details on training,
including the hyperparameters selected for training, are explained in sections 4.4.2, 4.4.3,

and 4.4 .4.

4.4.2 Evaluating performance anomaly detection algorithms against the SMD
dataset

Prior to evaluating the proposed clustering-based training approaches using the SMD
dataset, in this section, we compare four common unsupervised multivariate time-series
anomaly detection techniques to identify the most suitable algorithm for the rest of our
evaluations in terms of accuracy and efficiency during inference.

As mentioned in section 4.2.1, while research on performance anomaly detection in
edge computing environments is still emerging, Al-based performance anomaly detec-
tion techniques are well-established for cloud and microservices environments [78, 85,
139-142]. Audibert et al. [78] classify anomaly detection algorithms into three cate-
gories: (1) conventional methods, (2) machine learning (ML)-based methods, and (3)
deep neural network (DNN)-based methods. Research on performance anomaly detec-
tion in edge environments often adapts cloud-based techniques [11, 12, 16, 18], bench-
marking them across these categories. Therefore, in this section, we select four represen-
tative performance anomaly detection algorithms from these categories to identify the
most suitable algorithm for further evaluation.

We selected the Vector AutoRegression (VAR) algorithm from conventional meth-

ods because it extends ARIMA to multivariate data, making it highly effective for time

3https:/ /jmeter.apache.org/
4h’c’cps: / /chaos-mesh.org/
5h’r’cps: / /dashboard.hpc.unimelb.edu.au/
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series modelling. ARIMA has consistently outperformed other techniques in multiple
studies, including those by Soualhia et al. [12], Becker et al. [11], and Pitakrat et al.
[148]. Furthermore, as highlighted by Audibert et al. [78], VAR is widely recognized
as one of the most commonly used techniques for multivariate time series anomaly
detection. Isolation Forest (IF) is a widely used ML algorithm frequently employed
in anomaly detection studies [16, 72, 85, 139, 142]. It has also been identified as the
top-performing technique in studies by Kardani et al. [139] and Ramamoorthi et al.
[142]. These factors led us to select IF to represent the “ML-based methods” category.
We selected two algorithms representing DNN-based methods: Autoencoder (AE) and
LSTM-AutoEncoder (LSTM-AE). AE, as well as approaches that have extended the AE
concept [16, 85, 149, 150], are a class of popular DNN-based methods. AE has also
been recognized as the top-performing method in studies conducted by Audibert et al.
[85] and Borghesi et al. [150]. In addition to AE, we also considered LSTM-AE, since
LSTM layers are capable of capturing time-series dependencies better [11, 72, 78, 140].
Such approaches where AEs are enhanced with RNN layers have been identified as top-
performing techniques in several studies conducted by Islam et al. [151, 152].
Therefore, we select the following four representative performance anomaly detec-

tion algorithms from each category.

1. AutoEncoder (AE) - DNN-based methods
2. Isolation Forest (IF) - ML-based methods
3. LSTM-AutoEncoder (LSTM-AE) - DNN-based methods

4. Vector AutoRegression (VAR) - conventional methods

We implemented the VAR algorithm using the Statsmodels® library. For the IF im-
plementation, we began with the original approach provided by the Scikit-learn library
for IF. However, since it only considers the spatial dependencies among data points
when performing anomaly detection, we modified it following Kardani et al. [139] who

have incorporated the k-point moving average into the feature space of each sample. It

6https: / /www.statsmodels.org/
7htt’ps: / /scikit-learn.org
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captures the temporal dependencies of the performance data by obtaining the average

of a window of k-previous samples. The AE and LSTM-AE ML models were imple-

mented using the Pytorch® library. We employed the Tree-structured Parzen Estimator

[153], which is a Bayesian optimization technique, to tune the hyperparameters listed in

Table 4.2 corresponding to each algorithm.

Table 4.2: Hyperparameters tuned for each anomaly detection algorithm

Machine Learning

Tuned Hyperparameters

Model

AE num_layers, window_size, hidden_size, batch_size, learning_rate

IF n_estimators, max_features, max_samples, k (for the k-point moving
average)

LSTM-AE num_layers, window_size, batch_size, learning_rate

Table 4.3: Evaluation results (F1-score, AUC) of anomaly detection algorithms

AE

IF

LSTM-AE

VAR

AUC
F1-score

0.89
0.79

0.84
0.69

0.86
0.73

0.74
0.50

0.9
0.8
0.7
0.6
0.5
0.4

AUC/F1 score

0.3
0.2
0.1

LR

AE

IF LSTM-AE

Anomaly detection algorithm

BAUC
F1 score

VAR

Figure 4.5: Distribution of AUC and F1 score of anomaly detection algorithms across
devices in SMD

We use Fl-score and AUC to evaluate the accuracy of performance anomaly detec-

tion algorithms similar to other works in the domain [139, 154]. F1-score is the harmonic

8https:/ /pytorch.org/
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mean between precision and recall, while AUC refers to the area under the receiver op-

erating characteristic curve.

We evaluate the four anomaly detection algorithms on a random subset of devices of
the SMD dataset by following the MPD approach. Table 4.3 shows the evaluation results
in terms of average AUC and Fl-scores. Figure 4.5 shows the distribution of AUC and
F1-scores across devices for each anomaly detection algorithm. AE achieves the highest
mean AUC (0.89) and F1-score (0.79) out of all algorithms. As shown in Figure 4.5, AE

also has the lowest variance.

During our evaluation, we consider both the accuracy and efficiency of the four algo-
rithms. The VAR algorithm does not require a training phase, but it has a high inference
time. This results in high latency when detecting anomalies. It also has the least mean
and highest variance for its AUC and F1-scores among the compared algorithms. There-
fore VAR is the least suitable anomaly detection algorithm in terms of accuracy and
efficiency. IF is a low overhead algorithm with low linear-time complexity and small
memory requirements. However, IF-based approaches require a certain percentage of
anomaly data for training to achieve their best possible accuracy [139]. This is also ev-
ident through the low mean and high variance of AUC and F1-scores obtained in this
evaluation, where the IF algorithm was trained only on normal data. Out of the remain-
ing two algorithms, AE has the best mean and least variance for its AUC and F1-scores.
LSTM-AE also has a nearly equal mean but higher variance on its AUC and F1-scores
than AE. LSTM-AE does not outperform the AE algorithm, although it is designed to
capture time-series dependencies. Out of these two DNN-based approaches, when con-
sidering efficiency, the AE model is less complex, and its inference can be parallelized,
unlike an LSTM-AE model. Therefore, we conclude that AE is the most suitable perfor-
mance anomaly detection algorithm for the rest of our evaluations. AE models used in
the rest of the evaluations are trained by minimizing the Mean Squared Error (MSE) loss
between the original and reconstructed windows using the Adam optimizer. However,
the proposed clustering-based training approaches are independent of the ML approach.
Hence, a reader can use any other independent model to evaluate the proposed training

approaches.
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4.4.3 Evaluating clustering-based training approaches using the SMD dataset
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Figure 4.6: Variance of mean of each metric across SMD devices

In this section, we evaluate the proposed clustering-based training approaches on the
SMD dataset. As the first step, we assign edge devices to clusters. However, since met-
rics are undefined in this dataset, we can not use domain knowledge to select the subset
of metrics suitable for performing device clustering. Therefore, we use the variance of
mean to identify significantly varying metrics across devices to identify the subset of
metrics. The variance of mean represents how much the mean of each metric varies
across devices. Figure 4.6 is a bar chart that represents the variance of mean of each met-
ric across devices. As can be seen, columns 23, 6, 24, 26, 7, and 5 have a high variance
of mean. However, column 5 has all-zero occurrences in 9 out of 14 devices. Hence, we
leave it out of consideration for clustering.

Next, we obtain the collinearity between those metrics. Figure 4.7 contains the pair-
plot, which shows the collinearity between metrics shortlisted from the previous step.
Since 24 and 26 are linearly correlated, one of those (26) was dropped from the set of
metrics for clustering.

Then, we clustered the 14 devices based on the final set of metrics using Algorithms
2 and 3. All the algorithms corresponding to similarity-based clustering and clustering-
based training approaches were implemented using Python. The same AE model imple-
mentation mentioned in section 4.4.2 was used for evaluations in this section as well. We
employed the Tree-structured Parzen Estimator [153] Bayesian optimization technique,
to optimize the hyperparameters of the AE model listed in Table 4.2 as well as to deter-

mine the optimal number of clusters (K) for Algorithm 3. Subsequent to hyperparameter
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Figure 4.7: Collinearity between shortlisted metrics across SMD devices

tuning, the optimal number of clusters, K was identified to be five.
Next, we present the evaluation results for the two proposed clustering-based train-

ing approaches.

Table 4.4: Evaluation results of training approaches against SMD

MPD ICPTL CM GM
AUC (mean) 0.88 0.85 0.81 0.66
F1-score (mean) 0.77 0.7 0.65 0.35
Total training time |19min 40secs |8min 2secs 6min 8secs 47secs

Table 4.4 contains the accuracy (in terms of average AUC and F1-scores) and training
time results of the two proposed clustering-based model training approaches and the
two baseline approaches. Figure 4.8 shows the distribution of AUC and F1-scores across
these training approaches. As predicted, the MPD approach yielded the highest average
AUC (0.88) and F1-score (0.77), but it required the longest total training time (19min
40secs). On the other hand, the GM approach had the lowest average AUC (0.66) and
F1-score (0.35) with the shortest total training time (47secs). As expected, the ICPTL
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Figure 4.8: Distribution of AUC and F1 score of training approaches against SMD

approach had the second-highest mean AUC (0.85) and F1-score (0.7) while consuming
only 40% of the total training time required by the MPD approach (8min 2secs). The CM
approach has further increased training efficiency by consuming 23% less training time
than the ICPTL approach (6min 8secs) while reducing the total number of models from
14 to 5. Furthermore, the CM approach is 16% and 30% more accurate in AUC (0.81) and
F1-score (0.65), respectively, than the GM approach.

Next, we further explore how the ICPTL approach aims to achieve an accuracy sim-
ilar to that of the MPD approach with fewer training cycles. In order to achieve this
target, ICPTL should be able to converge to a lower test loss (similar to that of MPD)
faster. Towards this, for a few selected devices, we compare the test loss for each epoch
in the ICPTL approach against that of the MPD approach (for a duration of 50 epochs).
For instance, Fig.4.9a depicts the scenario where the model for “Device-1-2” was tradi-
tionally trained using the MPD approach as well as trained from the model for “Device-
1-5” using the ICPTL approach. In some scenarios (e.g., Fig. 4.9b, Fig. 4.9d), the test
set loss obtained with parameter transfer learned model (at its Oth epoch, i.e., without

performing any retraining) is already low. Even in some cases where the test set loss
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Figure 4.9: Comparison between test loss of the ICPTL approach and the MPD approach
for selected devices

of the parameter transfer learning approach is high (e.g., Fig. 4.9a, Fig. 4.9¢), it con-
verges faster within the first few epochs itself. Regardless of the initial test loss value,
the ICPTL approach can converge to a test loss similar to that of the MPD approach
faster, thus reaching a satisfactory accuracy within a few epochs, i.e., with no/minimal
retraining. Although we have provided results for a few selected scenarios, we could
observe the same behavior in other devices as well. In all scenarios, we could observe
that the ICPTL approach could reach the maximum accuracy (i.e., a low test loss value)
before 20 epochs. Therefore, we set the maximum number of epochs to perform param-

eter transfer learning to be 20.

Furthermore, we deployed an algorithmic stopping approach that stops training
when validation loss does not change significantly for five epochs. As a result, in 4

out of 9 scenarios, parameter transfer learning stops before 20 epochs. Fig. 4.10 presents
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Figure 4.10: Training time comparison between ICPTL and MPD approaches against
SMD

a comparison between the training time results of the MPD approach and the ICPTL
approach. In terms of training time efficiency, all nine parameter transfer learning sce-
narios were completed within a maximum of 12.33 seconds, whereas the corresponding
traditional model training took a minimum of 45 seconds. While training the models for
the nine devices using the MPD approach took a total of 12 minutes and 25 seconds, all
nine parameter transfer learning scenarios completed training, taking only a total of 47
seconds, which is only 6% of the training time required by the MPD approach.

Based on our findings, the ICPTL approach achieves a comparable level of accuracy
to the MPD approach but requires fewer training cycles. The CM approach demon-
strates higher efficiency than the ICPTL approach in terms of total training time and
model management overhead while still maintaining a higher accuracy than the GM
approach. These results are further validated in the next section by conducting a small-

scale experiment using data collected from the emulated edge computing environment.

4.4.4 Evaluating clustering-based training approaches using the emulated
dataset

In this section, we further evaluate the proposed clustering-based training approaches

using the dataset collected from the emulated edge computing environment. First, we
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clustered the 10 edge devices based on the collected system and application metrics
using Algorithms 2 and 3. We identified the optimal number of clusters, K to be three
through hyperparameter tuning.

Table 4.5: Evaluation results of training approaches against the collected dataset

MPD ICPTL CcM GM
AUC (mean) 0.88 0.88 0.86 0.73
F1-score (mean) 0.95 0.96 0.95 0.9
Total training time |13.98secs 4.88secs 3.8secs 1.14secs
0.97
% 0.92
o 0.87 B
O 0.82 BAUC
3 0.77 F1 score
0.72 -
MPD ICPTL ™ GM

Training approach

Figure 4.11: Distribution of AUC and F1 score of training approaches against the col-
lected dataset

Table 4.5 contains the accuracy (in terms of average AUC and F1-scores) and train-
ing time results of the two proposed clustering-based model training approaches and
the two baseline approaches. Figure 4.11 shows the distribution of AUC and F1-scores
across these training approaches. During this evaluation, it can be observed that the
ICPTL approach had reached the accuracy of the MPD approach (which is also the high-
est accuracy: average AUC = 0.88 and average Fl-score = 0.96) while consuming only
34% of the total training time required by the MPD approach (4.88secs). The CM ap-
proach has further increased training efficiency by consuming 22% less training time
than the ICPTL approach (4.88secs) while reducing the total number of models from 10
to 3. Furthermore, the CM approach is 13% and 5% more accurate in AUC (0.86) and
Fl-score (0.95), respectively, than the GM approach.

Thus, based on our experiment, we can assert that the ICPTL approach achieves
the same accuracy as the MPD approach in a shorter training time. Furthermore, the
CM approach is capable of reaching higher efficiency than the ICPTL approach while

maintaining a greater accuracy than the GM approach.
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4.4.5 Discussion

In the evaluations conducted on the Server Machine Dataset (SMD) (refer to section
4.4.3) and the emulated dataset (refer to section 4.4.4), we observed that our proposed
clustering-based training approaches successfully strike a balance between accuracy and
efficiency. In both experiments, the ICPTL approach achieved a level of accuracy com-
parable to the MPD approach but required a shorter training time. Meanwhile, the CM
approach demonstrated higher efficiency, both in terms of total training time and the
number of models to manage, than the ICPTL approach while still maintaining a higher

accuracy than the GM approach.

Table 4.6: Comparison of efficiency metrics across all approaches in terms of the number
of devices (N), the number of clusters (K), and the number of epochs (I,L) (1 < K < N,
<< L)

Approach Model manage-|Training time (in terms of
ment overhead the no.of epochs)

GM 1 L

M K KxL

ICPTL N K%L+ (N—K)*l

MPD N N=xL

Since the dataset size is constant for all approaches during evaluation, we can explain
the training time results using parameters such as the number of devices, the number
of clusters, and the number of epochs. In addition to training time, as shown in Table
4.6, we can also compare the number of models that need to be managed across all
approaches. If we denote the number of devices as N, the MPD approach needs to train
N models, while the GM approach needs to train only one model. If we consider the
number of epochs to be L, the MPD approach has to train for N * L number of epochs,
whereas the GM approach has to train for only L number of epochs. This explains why
the MPD approach has the longest training time, while the GM approach has the shortest
training time observed in our evaluations.

Similarly, if the number of clusters is K (K < N), the CM approach requires train-
ing a total of K models. Consequently, to train K models, the CM approach requires
K * L number of epochs. On the other hand, the ICPTL approach necessitates train-

ing of N models. This approach requires training a source model per each cluster from
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scratch and fine-tuning the remaining models using a smaller number of epochs I (where
| << L). Hence, ICPTL approach requires K * L 4+ (N — K) * [ number of epochs to train
the source and target models. Thus, the training time required for the two proposed
approaches is greater than that of the GM approach but less than that of the MPD ap-
proach. Additionally, among these two proposed approaches, the CM approach requires
less training time than the ICPTL approach.

The number of models to manage is an important factor in ML deployments, as
these models require periodic retraining and fine-tuning. As mentioned earlier, the GM
approach trains only one model, resulting in the lowest model management overhead.
Both MPD and ICPTL approaches require training and managing N models, incurring
the highest model management overhead. Among the two proposed approaches, the
CM approach offers better model management efficiency since it is easier to manage
K models (one model per cluster) compared to N individual models (one model per
device) in the ICPTL approach.

Although the GM approach requires the least amount of training time, and has the
lowest model management overhead, it also results in the least accuracy. In contrast, the
MPD approach offers the highest accuracy at the cost of the longest training time. Thus,
the proposed clustering-based model training approaches strike a balance between ac-

curacy and efficiency of model training.

4.5 Dynamism Handling of Clustering-based Training Approaches

We proposed the clustering-based training approaches and evaluated them considering
the scenario of training models for initial deployment in edge computing environments.
However, in dynamic edge computing environments, new edge devices could be added
after the first point of deployment, and existing devices could be removed from the
infrastructure. Furthermore, the normal data distribution of microservices deployed
in edge devices can change due to data drift or osmotic movement of microservices
[47]. This dynamism of edge computing environments poses the requirement to retrain
performance anomaly detection ML models. Through this section, we explain how our

proposed clustering-based training approaches are capable of handling this requirement
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while maintaining their initial claims regarding accuracy and efficiency.

When a new edge device is added to the infrastructure, it will be assigned a cluster.
In the ICPTL approach, the model corresponding to that device will retrain from its
nearest neighbor. In the CM approach, the existing model of the cluster can be used
unless cluster composition is changed.

When an existing edge device is removed from the infrastructure, ICPTL approach
does not require any actions. Whereas, in the CM approach, the model can be retrained
only if the cluster composition is significantly changed.

Data drift or osmotic movement can sometimes change the cluster to which an edge
device is assigned. In that case, in the ICPTL approach, the model corresponding to the
device can retrain from its new nearest neighbor’s model. In contrast, the CM approach
is required to check for changes in cluster composition of both source and destination
clusters and retrain if cluster composition has significantly changed. Inclusion of the
above-mentioned dynamism handling capabilities in edge environments ensures a self-

adaptive edge/microservices environment for detecting performance anomalies.

4.6 Threats to Validity

Internal validity specifically refers to whether an experimental treatment or condition
provides sufficient evidence to support the established claims. In our evaluation, we
used the Server Machine Dataset (SMD) along with our own emulated performance
anomaly dataset to conduct experiments. As explained in section 4.4.1, we selected the
publicly available and widely-used SMD dataset for a comprehensive and large-scale
evaluation of our proposed clustering-based training approaches. This choice was pri-
marily due to the heterogeneous normal data distributions exhibited by the SMD de-
vices, which align with the expectations of a real edge environment. Additionally, many
other edge-related studies have utilized the SMD dataset for evaluation [16, 17], making
it the most relevant publicly available dataset that includes real anomalies.

However, during the SMD-based evaluation, we made an assumption that each SMD
machine serves as an edge device with a single microservice deployed on it and that the

data reported for each machine (edge device) is associated with its respective microser-
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vice. To overcome the effect of this assumption on our claim and to further validate our
results, we created our own emulated edge dataset. In generating this dataset, we de-
ployed multiple microservices on each edge device to better replicate the microservice
deployments found in real edge environments. However, since this dataset is synthet-
ically generated, we believe that presenting results from both of these complementary
datasets demonstrates the effectiveness of our proposed approaches.

External validity primarily concerns the generalizability of treatment or condition
outcomes. A key question that arises is whether these approaches can be applied to
cloud servers and cloud applications. The answer is that the proposed approaches could
be utilized for cloud servers and cloud applications, provided that the edge properties
are met. A prime example of this is SMD, where cloud servers exhibit characteristics sim-
ilar to edge environments. However, these approaches may be less effective in cloud en-
vironments, as achieving a trade-off between accuracy and efficiency is often more cru-
cial in edge settings than in cloud applications. Nevertheless, the proposed approaches

are expected to perform effectively in edge-cloud integrated computing environments.

4.7 Summary

This chapter examined the challenge of efficiently training anomaly detection models
in heterogeneous and resource-constrained edge environments. To balance accuracy
and training cost, we proposed two clustering-based strategies: ICPTL, which lever-
ages parameter transfer learning along cluster topologies to reduce training cycles, and
CM, which constructs shared models at the cluster level. Comprehensive evaluations
on public and emulated datasets demonstrated that ICPTL achieves near-optimal accu-
racy with significantly reduced training time, while CM further enhances scalability by
reducing model proliferation. These findings show that edge-aware training strategies
can support timely and accurate anomaly detection, thereby enabling reliable down-

stream diagnostic processes.



Chapter 5

A Decentralized Root Cause
Localization Approach for Edge
Computing Environments

Accurate anomaly detection must be complemented by timely root cause localization (RCL) to
enable effective system diagnosis in edge environments. However, existing RCL approaches are pre-
dominantly centralized and incur substantial latency and communication overhead when applied to
distributed edge infrastructures. This chapter proposes a decentralized RCL framework that performs
localization directly at the edge device level using Personalized PageRank (PPR). By organizing mi-
croservices into communication- and colocation-aware clusters, the proposed method confines most
anomaly propagation within local regions and enables efficient intra-cluster diagnosis. For cross-
cluster scenarios, a lightweight P2P approximation mechanism is introduced to support coordinated
reasoning with minimal overhead. In addition, a novel anomaly scoring mechanism is developed to
enhance the accuracy of localization in heterogeneous edge environments. Experimental results on
the publicly available edge dataset, MicroCERCL, show that the proposed approach achieves high
localization accuracy while significantly reducing diagnosis latency compared to a centralized PPR
baseline. In addition, scalability experiments conducted on large-scale datasets generated using the
iAnomaly framework show that the proposed decentralized approach consistently outperforms the

centralized baseline in terms of localization efficiency under increasing system scale.

This chapter is derived from:

* Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, “A Decentralized Root Cause Lo-
calization Approach for Edge Computing Environments”, IEEE Transactions on Services Computing

(TSC), pp. 1-14, February 2026, doi: 10.1109/TSC.2026.3668228.
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5.1 Introduction

Microservices in IoT applications deployed across edge computing environments are
typically placed based on both QoS requirements and communication frequency. While
QoS-aware placement ensures that resource and latency constraints are satisfied in het-
erogeneous edge infrastructures, communication-aware placement further aims to co-
locate microservices that frequently interact, reducing end-to-end latency and network
overhead [52]. Together, these deployment strategies create tightly coupled execution

regions in which faults and performance anomalies tend to propagate locally.

Existing approaches for RCL in microservices primarily focus on cloud environments
[23-25]. At the time of writing, there is only one study on RCL aimed at edge computing
environments, known as MicroCERCL [52]. Both cloud-based RCL approaches and Mi-
croCERCL rely on telemetry data collected from decentralized monitoring agents and
transmitted to a central location for analysis. While effective in cloud settings, applying
such a centralized approach at the edge increases data transfer times, thereby degrad-
ing localization speed. This highlights an opportunity to develop solutions that execute
RCL closer to edge devices. To address this gap, our research proposes a decentralized

RCL approach that performs the analysis directly at the edge device level.

Graph-based methods represent the current state of the art in RCL [23-25]. Within
this space, unsupervised heuristic approaches that exploit graph centralization play a
particularly important role. In an RCL setting, centralization measures help identify
the most “influential” or “central” node in the anomaly propagation graph, under the
assumption that the true root cause will often lie at or near the center of anomalous
interactions. These approaches are lightweight and offer high interpretability, making
them well-suited for resource-constrained edge environments when compared to more
computationally intensive supervised DL methods, such as GNNs [52]. Among the un-
supervised centralization techniques, the PPR algorithm has proven to be a particularly
effective method for RCL [15, 101]. Building upon this foundation, we employ PPR as

the core algorithm in our work.

Edge environments, however, are characterized by a large number of highly dis-

tributed devices, creating a complex problem space that graph-based approaches must
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navigate. This complexity can significantly increase localization times [14, 26, 27]. To
address this challenge, our proposed PPR-based decentralized RCL approach groups
microservices into clusters based on their communication and colocation dependencies.
This means that when an anomaly occurs, it typically propagates within the identified
cluster boundaries. In such cases, the source microservice can be located by executing
PPR only within that cluster. This reduces the search space that the PPR algorithm needs
to explore, leading to shorter localization times compared to the traditional centralized

approaches.

In rare instances where anomalies may propagate outside of the cluster, we propose
an inter-cluster P2P approximation process. In our inter-cluster P2P approximation pro-
cess, clusters exchange the average of their anomaly scores, which serves as a compact
representation of the anomaly state of each cluster. This exchanged value is incorporated
into the receiving cluster’s anomaly score list as an approximate indicator of the other
cluster’s influence. Each cluster then executes its PPR-based RCL algorithm indepen-
dently. By doing so, we limit communication overhead while still retaining the ability to

capture inter-cluster anomaly propagation across iterations.

Existing PPR-based RCL approaches designed for cloud environments typically com-
pute anomaly scores by quantifying their correlation with anomalous response time
metrics [101, 102]. While this works well in cloud settings, such correlation-based scor-
ing is less effective in IoT and edge environments, where anomalies can originate from
heterogeneous layers of the infrastructure. As a secondary contribution, we extend the
conventional PPR framework by introducing a novel anomaly scoring mechanism tai-
lored to the characteristics of edge environments. To the best of our knowledge, this
is the first work to propose an RCL approach tailored to the characteristics and limita-
tions of edge environments while specifically trying to reduce the impact of scalability

on localization time through decentralization.

We evaluated our proposed decentralized RCL approach using a publicly available
dataset released alongside the MicroCERCL paper [52]. Evaluations performed on the
dataset using PPR with our proposed anomaly scoring mechanism demonstrate that
the decentralized RCL approach achieves the same level of accuracy as its centralized

counterpart, while significantly reducing localization time in scenarios of single-cluster
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anomaly propagation, as well as in rare instances where anomalies propagate across
multiple clusters. In addition, scalability experiments conducted on large-scale datasets
generated using the iAnomaly framework introduced through chapter 3 show that the
proposed decentralized approach consistently outperforms the centralized baseline in
terms of localization efficiency under increasing system scale.

This chapter makes the following key contributions:

* We propose a fully decentralized RCL framework for edge computing environ-
ments based on PPR, enabling efficient localization without centralized data ag-

gregation.

¢ We introduce a novel anomaly scoring mechanism tailored to the characteristics of
edge infrastructures, capturing anomaly triggers across microservice, device, and

network layers.

¢ We develop a communication- and colocation-aware clustering strategy that limits

anomaly propagation within clusters, reducing localization latency.

* We design an inter-cluster P2P approximation and aggregation mechanism to sup-

port robust localization under multi-cluster anomaly propagation.

* We conduct extensive evaluations on the MicroCERCL benchmark and large-scale
iAnomaly datasets, demonstrating improved accuracy, scalability, and efficiency

over centralized baselines.

The rest of this chapter is organized as follows: Section 5.2 reviews current research
on RCL in microservice-based systems, discusses their deployment models, presents an
overview of the Personalized PageRank algorithm, and examines the efficiency aspects
of existing RCL techniques. Section 5.3 introduces our proposed decentralized RCL
methodology, including the novel anomaly scoring mechanism, the communication-
and colocation-based clustering approach, and the decentralized execution of the PPR
algorithm. Section 5.4 reports experimental results on both the MicroCERCL benchmark
and large-scale datasets generated using iAnomaly, evaluating localization accuracy, ef-
ficiency, and scalability with respect to system size and cluster count. Section 5.5 con-

cludes the chapter.
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5.2 Background and Related Work

In this section, we provide an overview of existing RCL techniques, examine their de-
ployment patterns and the challenges of adapting cloud-based approaches to edge en-
vironments, present the fundamentals of the PPR algorithm, and discuss the efficiency

aspects of existing RCL techniques.

5.2.1 Root cause localization techniques

RCL in microservices environments leverages various data sources to identify perfor-
mance issues, categorized into metric-based, trace-based, log-based, and multi-source
approaches [23, 24]. Metric-based RCL focuses on KPIs like CPU utilization and Queries
Per Second (QPS), providing direct insights into potentially faulty modules. It stands out
for its efficiency and adaptability compared to log-based approaches, which are often vo-
luminous, unstructured, heterogeneous in format, and complex to analyze in real-time
[25, 105].

Trace-based RCL , while useful for understanding request flows, is often too coarse-
grained to effectively diagnose deeper system issues, such as resource bottlenecks or
internal microservice misbehaviors [108]. Additionally, these methods encounter scal-
ability challenges, as they require expensive and time-consuming data collection and
processing. Furthermore, they require instrumentation of source code, whereas metrics
can be collected without intrusive modifications.

Emerging multi-source RCL techniques aim for a comprehensive view by integrat-
ing metrics, logs, and traces, but add complexity due to differences in data formats,
granularity, and temporal alignment [25, 112]. In some cases, one modality may even
dominate or obscure the others. In contrast, metric-based approaches offer a structured
and simpler framework, making them practical and effective for RCL investigations in
dynamic edge-cloud environments.

RCL techniques that rely on metrics as the primary source of data can be broadly di-
vided into two categories: correlation-driven statistical approaches and graph-based ap-
proaches [24, 25]. Correlation-driven statistical approaches are typically triggered when

an anomaly detection module identifies unusual response times in the frontend mi-
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croservice. These methods then compute correlations between the anomalous response
times and metrics from other microservices, ultimately reporting the metric with the
highest correlation and its corresponding microservice [53, 113]. While these methods
are suitable for deployment in cloud environments, where web applications are primar-
ily hosted, they fall short when applied at the edge, where anomalies can arise from any
metric across various levels of the infrastructure. Moreover, these methods generally
struggle with accuracy due to their reliance on simple pairwise correlations, which may

overlook multi-service dependencies and indirect causal paths.

In contrast, graph-based RCL methods, which represent the current state of the art,
explicitly model service dependencies and anomaly propagation using graph structures
constructed after anomaly detection [15, 52, 101, 102]. Two main types of graphs are
commonly used: causal graphs, which represent direct cause—effect relationships be-
tween metrics, and topological graphs, which capture service interactions based on de-
ployment and runtime traces [23, 24]. This work focuses on topological graphs, as they
can be easily constructed using deployment information and traces, making them prac-
tical for modeling microservice dependencies, unlike causal graphs that are difficult to

construct accurately in dynamic edge-cloud environments.

Once constructed, these graphs can be analyzed using either unsupervised heuris-
tic methods (e.g., centrality-based approaches) or supervised DL methods (e.g., GNNSs)
[23, 25]. Centrality-based methods exploit graph properties to identify the most “in-
fluential” or “central” node within the anomaly propagation graph, under the assump-
tion that the true root cause often lies near the center of anomalous interactions. These
methods are lightweight, interpretable, and require no labeled training data or pre-
trained models, making them highly suitable for resource-constrained and heteroge-
neous edge environments [24]. In contrast, supervised methods such as GNNs are often
computationally expensive, demand large labeled datasets, and require retraining to
adapt to new system configurations, which limits their practicality at the edge. Among
other unsupervised centralization techniques such as degree centrality (identifies nodes
with the largest number of anomalous connections), betweenness centrality (highlights
nodes acting as bridges in anomalous paths), and eigenvector-based methods (empha-

size nodes connected to other highly anomalous nodes), PPR has emerged as a particu-
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Figure 5.1: Centralized root cause localization in edge environments

larly effective method for RCL [15, 101]. Unlike simple degree or betweenness measures,
PPR captures both local and global structural dependencies, enabling it to rank potential

root causes more robustly even in large and heterogeneous graphs. Therefore, we adopt

the PPR algorithm as the foundation for our RCL solution.

In the next section, we discuss how existing RCL solutions are typically deployed
and highlight the challenges that arise when these cloud-based approaches are applied

in edge computing environments.

5.2.2 Centralized deployment of existing root cause localization solutions

As shown in Figure 5.1, the edge infrastructure consists of a set of edge devices

&= {61,62,...,8‘5‘}.

Let the set of microservices be:

M = {ml,mz,...,m‘M|}.
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Each microservice m € M is deployed on exactly one edge device. The deployment
mapping can be defined as

0: M —E,

where 6(m) gives the device on which microservice m is deployed.

Each edge device e € £ has a monitoring agent that gathers performance and re-
source consumption metrics from the microservices deployed on that device. Both cloud-
based RCL studies and MicroCERCL send the collected telemetry data to a central lo-
cation, such as the cloud, for analysis. While this approach works well in the cloud,
where data transfer times are relatively low, applying it at the edge increases data trans-
fer times, which negatively impacts the speed of localization. Furthermore, transferring
data to a central location does not align well with the network instability characteristic of
cloud-edge environments [52]. Therefore, it is essential to develop solutions that enable
RCL to be performed closer to the edge devices in edge computing environments.

In situations where graph-based RCL approaches are in place, the centralized RCL

module maintains a topology graph
G=WL),

which captures the structure and interactions of the monitored system.
The set of vertices V consists of both microservices and the edge devices on which

they are deployed:
V=MUE

The set of edges L represents relationships between these vertices and is composed
of two distinct types:
L = Leomm U Edep

1. Communication edges (L¢omm) capture interactions between microservices, derived
from trace data:

Leomm € M x M,

where (m;, mj) € Lcomm if microservice m; communicates with m;.
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2. Deployment edges (Lgp) link each microservice to the edge device on which it is

hosted, obtained from the deployment configuration:

Laep = {(m,6(m)) | m € M.

Together, these vertices and edges form a topology that reflects both the logical com-
munication between microservices and their physical placement across edge devices,

enabling the RCL process to reason over the system’s structure.

In cloud environments, where primarily web applications are deployed, continu-
ous anomaly detection is typically performed only on the response times of user-facing
microservices [15, 101-103]. When an anomaly is detected in any of those metrics, it
triggers the RCL process. In contrast, many edge applications do not interact directly
with end users and often follow architectures such as publish-subscribe or streaming.
Therefore, instead of relying solely on user-facing response times, anomaly detection
must be performed at multiple levels across the infrastructure—including microservice,
device, and network layers—to ensure effective RCL in edge environments. In this con-
text, anomalies detected at any level should trigger the RCL process. Once an anomaly
is identified, the edges and vertices of the topology graph (G) are populated with the
anomalous metrics from the detection window. This graph serves as input for the PPR
algorithm. Figure 5.2 demonstrates an overview of the RCL process from data collec-

tion to anomalous services ranking. The next subsection explains the PPR algorithm in
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detail.

5.2.3 Personalized PageRank algorithm for root cause localization

Although the topology graph (G) populated with anomalous metrics serves as the input
for the RCL process, the PPR algorithm specifically operates on two key inputs: the
personalization vector (S) and the transition probability matrix (P) [155].

The personalization vector S € RIV| represents the prior probability distribution over
the nodes, encoding our belief regarding their likelihood of being the root cause. In the
proposed framework, S is derived from anomaly scores assigned to nodes and edges in

the topology graph. Formally, for anode v; € V:

g a(v;)
e ZvjeVa(Uj)

where a(v;) denotes the anomaly score of node v;. This ensures that S is a valid proba-

bility distribution:

The transition probability matrix P € R!VI*!V| captures the normalized probabilities
of transitioning between nodes based on edge weights. For an edge /;; € L connecting
nodes v; and v;, its weight is determined by its anomaly score a(l;;). The transition

probability is defined as:
p. — a(lij)
T Toen(on alli)’
where N (v;) denotes the set of neighbors of v;. Consequently, P is a row-stochastic

matrix, ensuring:
V]

Y Pi=1 Vi

j=1

PPR-based RCL approaches designed for cloud environments typically compute the
anomaly scores for the nodes and edges of the constructed topology graph—required
for calculating P and S—by quantifying their correlation with anomalous response time

metrics [101, 102]. Specifically, for each anomalous node or edge, the correlation be-
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tween its observed metric values and the anomalous response time metric is measured,
thereby assigning higher scores to components exhibiting stronger associations with the
observed performance degradation. However, IoT applications would benefit from a
novel anomaly scoring mechanism tailored to address the triggers that arise from differ-
ent levels of edge infrastructure.

With P and S defined, the PPR algorithm iteratively refines a ranking vector r € RI"I,
representing the steady-state probabilities of each node being the root cause. The update
rule is given by:

P+ — oy prf) 4 (1 - a)s,

where:

* « € (0,1) is the damping factor, controlling the trade-off between following graph

transitions (Pr(¥)) and teleporting to the personalization distribution (S);

o 7(5) denotes the ranking vector at iteration k.

The algorithm converges when the difference between successive iterations falls be-

low a predefined threshold:
|rEFD — 0| < ¢,

where ¢ denotes the desired precision. Convergence is achieved using power iteration,

with the number of iterations influenced by both a and e. Lower values of a typically

result in faster convergence due to increased reliance on the personalization vector.
Given that our approach seeks to improve localization efficiency by reducing local-

ization time, we next review the efficiency aspects of existing RCL techniques.

5.2.4 Efficient root cause localization techniques

Training time, localization time, and resource overhead are the most important effi-
ciency metrics considered in studies on cloud RCL [25]. These metrics hold equal or
even greater significance at the edge. By utilizing the PPR algorithm, we have elimi-
nated the need for training and reduced resource overhead due to its lightweight nature.
However, our proposed decentralized RCL approach primarily targets the reduction of

localization time.
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Localization time can be discussed in relation to the time complexity of the PPR algo-
rithm. The time complexity of the PPR algorithm for a given topology graph G = (V, L)
depends on the size of the graph, which can be expressed in terms of its number of
edges [156]. At each iteration, the algorithm performs a sparse matrix—vector multipli-
cation, whose computational cost is proportional to the number of edges | £|. Therefore,
the per-iteration complexity is O(|L|). If k denotes the number of iterations required
to reach convergence, the total time complexity becomes O(k - |£]). Thus, the overall
convergence time of the PPR algorithm scales linearly with both the number of edges

and the number of iterations needed to achieve convergence.

In contrast to conventional PageRank algorithm, which distributes teleportation prob-
abilities equally across all nodes, the PPR approach biases the algorithm towards nodes
and edges with higher anomaly scores [155]. This personalization effectively priori-
tizes microservices and interactions that are more likely to be the root cause at the out-
set, thereby reducing the number of iterations required for convergence and improv-
ing localization efficiency. Edge environments, however, consist of a large number of
devices and are highly distributed, creating a complex problem space for graph-based
approaches to navigate [14, 26, 27]. In such environments, where the underlying de-
pendency graph can become extremely large, reducing the effective search space—and
hence the number of edges considered during computation—is crucial for minimizing
localization time. This is where our proposed decentralized RCL approach contributes,
by narrowing the search space through cluster-based graph partitioning, which indi-
rectly reduces the number of edges involved in PPR computation and thus accelerates

convergence.

A comparison of cloud and edge RCL techniques in terms of their focus on effi-
ciency (and accuracy as well) is shown in Table 5.1. The majority of studies on cloud
RCL have primarily focused on improvements in accuracy, evaluating this single aspect
[24, 27, 29]. Some research has also addressed efficiency, particularly the localization
times of their proposed methods. For instance, AAMR [102], MicroEGRCL [106], and
Grace [110] claim to provide faster inference times. However, none of these studies have
specifically designed their approaches with efficiency as a priority. In addition, the only

study focused on edge RCL , MicroCERCL, did not incorporate efficiency considerations
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Work Cloud-only/ Centralized/ Accuracy | Efficiency | Remarks

Cloud-Edge Decentralized | Focus Focus
[27], [24], [29] Cloud-only Centralized v X Focused solely on accuracy
[102], [106], [110] Cloud-only Centralized v A Claim faster inference; effi-

ciency not a design priority

MicroHECL [53] Cloud-only Centralized A v Efficient traversal & pruning;
may compromise accuracy

PDiagnose [109] Cloud-only Centralized A v Vote-based localization; im-
proves efficiency; may com-
promise accuracy

MicroCERCL [52] Cloud-Edge Centralized v X Accuracy focus; long infer-
ence time reported

Our work Cloud-Edge Decentralized v v Graph-based; balances accu-
racy and efficiency

v'=Primary focus / addressed; A= Partially addressed / may compromise; x=Not addressed / ignored

Table 5.1: Summary of cloud and edge RCL techniques: accuracy vs efficiency focus

into its approach. Consequently, during efficiency evaluations, it was found that its in-
ference time was longer than that of unsupervised heuristic approaches, largely due to

the complexity of the network [52].

MicroHECL [53] and PDiagnose [109] are cloud RCL techniques that specifically
aim to improve efficiency, particularly by providing faster localization speeds. Both
approaches eliminate the need for training, similar to our chosen method. They are cen-
tralized approaches; MicroHECL achieves efficiency by efficiently traversing the service
dependency graph and using pruning techniques to eliminate irrelevant service calls
during anomaly propagation chain analysis, which further enhances efficiency. On the
other hand, PDiagnose tries to reach efficiency by removing the computationally heavy
dependency graph-building phase and utilizing a vote-based localization process on an
anomaly queue. However, both approaches adopt relatively simplistic strategies that
may compromise localization accuracy. Given the need to strike an appropriate balance
between effectiveness and efficiency, our proposed decentralized method leverages a
graph-based approach to enhance accuracy while reducing localization time. Addition-
ally, cloud efficiency techniques like pruning, as used in MicroHECL, complement our

proposed approach.

Building on the insights from existing RCL techniques and their efficiency consid-
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Figure 5.3: Decentralized root cause localization in edge environments

erations, the next section details our proposed decentralized RCL methodology, which

aims to reduce localization time while maintaining high accuracy.

5.3 Methodology

Our proposed decentralized RCL approach aims to minimize the need for the PPR al-
gorithm to traverse the entire graph by clustering edge devices that frequently commu-
nicate with each other. This means that the PPR algorithm only needs to explore the
cluster where the anomaly has propagated. As a result, the search space is reduced,
leading to shorter localization times. Additionally, since our approach conducts local-

ization as close to the edge device level as possible, it further decreases localization time

by minimizing data transfer delays.
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We define the set of clusters as
C = {C1,C2, .. .,C|C‘}.

Each edge device e € £ is assigned to exactly one cluster, and we can represent the

mapping of edge devices to clusters as
v:&€—=C,

where (e) indicates the cluster to which edge device e belongs. We will provide further
details on the clustering algorithm in subsection 5.3.2.

As illustrated in Figure 5.3, our approach deploys an anomaly detection module at
each edge device. This module utilizes a Balanced Iterative Reducing and Clustering
using Hierarchies (BIRCH) clustering-based anomaly detection model. BIRCH is an un-
supervised, lightweight technique that is widely used for anomaly detection in multiple
RCL studies [52, 101-103], and it also suits the properties of edge environments. It an-
alyzes the performance and resource consumption metrics collected by the monitoring
agent assigned to each edge device. Unlike cloud-based applications that primarily de-
ploy web applications, anomaly detection for IoT applications—which are not necessar-
ily user-facing—should analyze all metrics obtained from the monitoring agent.

In our context, where anomaly detection occurs at multiple levels throughout the
infrastructure, we consider any detected anomalies as triggers for RCL. In the proposed
approach, the RCL module corresponding to each cluster is placed at the node with the
highest computational power within the cluster. Each RCL module maintains a topology
subgraph G/ that corresponds to its cluster c;, When an anomaly is detected, the edges
and vertices of the topology subgraph G/ are populated with the anomalous metrics
gathered from the microservices deployed in that cluster.

Subsequently, we form the personalization vector S; and the transition probability
matrix P; corresponding to the topology subgraph by using a novel anomaly scoring
mechanism, which we introduce in subsection 5.3.1. The novel anomaly scoring mech-
anism is tailored to address triggers arising from different levels of the edge infrastruc-

ture. Following this, we can execute the PPR algorithm within the cluster. Our approach
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assumes that in the majority of scenarios, an anomaly will propagate within a single
cluster, which means we only need to explore that specific cluster. However, in rare
cases where anomalies may propagate outside of the cluster, we provide an inter-cluster
P2P approximation process that the clusters can follow to localize the root cause mi-
croservice. This strategy also aims to reduce localization time by parallelizing the graph
traversal across clusters and reducing inter-process communication overhead through
one time exchange of approximate anomaly scores. The inter-cluster P2P approxima-
tion process will be further explained in subsection 5.3.3.

The upcoming sections are organized as follows: Section 5.3.1 introduces the novel
anomaly scoring mechanism tailored for edge environments while section 5.3.2 explains
the proposed communication and colocation-based clustering approach, followed by
the topology subgraph formation algorithm. Section 5.3.3 explains the decentralized
execution of the PPR algorithm for both single cluster and multiple cluster anomaly

propagation scenarios.

5.3.1 Novel anomaly scoring mechanism for edge environments

PPR-based RCL approaches designed for cloud environments typically compute the
anomaly scores for the nodes and edges of the constructed topology graph—required
for calculating P and S—by quantifying their correlation with anomalous response time
metrics [101, 102]. Specifically, for each anomalous node or edge, the correlation be-
tween its observed metric values and the anomalous response time metric is measured,
thereby assigning higher scores to components exhibiting stronger associations with
the observed performance degradation. However, in IoT applications, where anoma-
lies may arise from various levels of edge infrastructure, we introduce a novel anomaly

scoring mechanism designed specifically to meet these requirements.

Anomaly score for microservices

Each microservice m is assighed an anomaly score that aggregates two main influences:

¢ Anomalous metric influence
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* Incoming anomalous edge influence

Thus, the anomaly score for a microservice m, denoted by AS(m), is computed as:

AS(WI) = ASmetric(m) + ASedge(m)

Metric-induced Edge-induced

Anomalous metric influence Let A denote a BIRCH cluster of anomalous time series
metrics associated with microservice m. We define the anomalous metric influence score

of microservice m, denoted by ASmetric(1), as:

ASmetriC(m> = ZCOT’T’(A) (6.1)

where corr(A) is the pairwise correlation among all metric time series in cluster A
computed using a direction-invariant correlation metric such as the absolute Pearson

correlation metric.

Incoming anomalous edge influence To capture the performance impact on down-
stream services due to microservice m, we consider all anomalous incoming edges rep-
resented as microservice pairs (mg, m), where m; € D is the downstream microservice
sending requests to the target microservice m. D is the set of all downstream microser-
vices from m with an anomalous incoming edge to m. For each such edge, we compute
the correlation between the edge’s anomalous response time (represented by the 90th
percentile of latency) and each anomalous metric x; € A of the target microservice m
and obtain the maximum of these correlation values. The sum of all such maximum
correlation values is assigned to the incoming anomalous edge influence score of mi-

croservice 1, denoted by AScqge(11), as shown in equation 5.2.

ASegge(m) = Loy ep Maxy,ea corr(RTp,—m, X;) (5.2)

This formulation enables the anomaly scoring mechanism to account for both inter-

nal anomalies and anomalous behavior observed at communication boundaries, captur-
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ing the cascading effect of faults within microservice architectures. These microservice-

level scores are used to form the personalization vector S.

Anomaly score for edges

The anomaly score for each inter-service edge represented as a microservice pair (s, 1),
denoted by AS(ms, m;), is computed using the same formulation as the anomalous met-

ric influence score presented in equation 5.1.

AS(ms,my) =Y _ corr(B) (5.3)

B denotes a BIRCH cluster of anomalous edge-level metrics (e.g., different percentiles
of response time) associated with the communication from microservice m; to m;, while
corr(B) is the pairwise correlation among all metric time series in cluster B computed
using a direction-invariant correlation metric such as the absolute Pearson correlation
metric.

These edge-level scores are subsequently used to populate the transition probabili-
ties in the matrix P, guiding the flow of anomaly information through the system topol-
ogy during the RCL phase.

This novel anomaly scoring mechanism, specifically designed for edge computing
environments, is utilized in our proposed decentralized RCL approach, which is ex-

plained in the upcoming sections.

5.3.2 Communication and colocation-based clustering

Anomalies can propagate through communication and colocation dependencies in mi-
croservice architectures [14, 15]. Our proposed clustering approach aims to group mi-
croservices that are both colocated and frequently communicate with one another, so
that when an anomaly occurs, it propagates within the identified cluster boundary in
most cases.

Algorithm 5 presents our proposed communication and colocation-based clustering

approach. It obtains the centralized topology graph G’ = (V, Lcomm ) consisting of the set
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Algorithm 5: Communication and colocation-based clustering algorithm

1: Input : Centralized topology graph G’ = (V, Leomm) where V is the set of
microservices M and edge devices E, and L is the set of communication edges
between microservices

Input : Function §(m) which maps each microservice m to its deployment node
Input : Threshold to merge clusters T

Output : Cluster to edge device mapping cluster_map

Initialize cluster_map such that for each deployment node ¢;, there is a cluster
Co, = {m eV |6(m) =e}
6: For each pair of clusters (c,,, ce].), define the inter-cluster communication weight
w(ce;, Ce;) = mpZe:ce. freq(my,, my), where freq(m,, m,) is the communication

myece;

frequency between microservices m, and m,

7: repeat
8:  Find the cluster pair (cp, ¢;) with maximum weight w(c, ¢;)
9: ifw(cp,cq) > T then
10: Merge ¢, and ¢; into a new cluster ¢y = ¢p Uy
11: Update cluster_map = (cluster_map \ {cp,cq}) U {Cnew }
12: Recalculate inter-cluster weights w(cyew, ¢;) for all ¢; € cluster_map \ {cnew }
13:  end if

14: until all inter-cluster weights w(c;,c;) < T
15: Return : cluster_map

of microservices M and the set of edge devices E as vertices, and the set of communica-
tion edges between microservices Leomm, together with function 6(m) which maps each
microservice m to its deployment node and T which is the threshold to merge clusters as
inputs. As an edge device is the smallest unit that groups colocated microservices, the
algorithm starts by initializing cluster_map, which maintains the cluster to edge device
mapping, such that there is a cluster corresponding to microservices deployed in each
edge device. However, since microservices are placed primarily to satisfy QoS require-
ments, rather than based on communication frequency, there would be communication
dependencies between initial clusters. Therefore, our algorithm next attempts to group
such devices with high communication frequencies. As detailed in step 6 of Algorithm

5, we calculate the inter-cluster communication weight for each pair of clusters. This
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Algorithm 6: Topology subgraph formation for decentralized RCL modules

1: Input: Final cluster_map from Algorithm 5

2: Input: Centralized topology graph G’ = (V, Leomm )

3: Output: Set of topology subgraphs {G/}, one for each cluster c;

4: for each cluster c; in cluster_map do

5. Vo, < {meV|é(m) € c;} {Vertices: microservices in cluster ¢;}
6:  Le < {(mp,my) € Leomm | mp € Vi, N my € Vi, } {Intra-cluster edges}
7. proxy_nodes < @

8:  foreach (my,my) € Leomm where m, € V; and m,; & V;, do

9 Create a new shadow node s, representing m, inside cluster c;
10: proxy_nodes < proxy nodes U {sm, }
11: Le; < Le, U{(mp,sm,)} {Redirect outgoing edge to proxy node}
12:  end for
13: Vg, < V,, U proxy_nodes
14:  Form topology subgraph G; = (V,,, L,)
15: end for
16: Return: Set of topology subgraphs {G/}, one for each cluster c;

weight represents the communication frequency between the microservices deployed in
those clusters. Subsequently, the algorithm performs an iterative merging procedure. At
each step, it identifies the pair of clusters with the highest inter-cluster communication
weight. If this weight exceeds the threshold 7, the two clusters are merged into a single
cluster, and the cluster_map is updated accordingly. The inter-cluster communication
weights involving the newly formed cluster are then recalculated. This process contin-
ues until no inter-cluster weight exceeds the threshold 7, ensuring that clusters are only
merged when strong communication relationships exist. Finally, the algorithm outputs

the updated cluster_map, which contains the final cluster-to-edge device mapping.

Once the final set of clusters is obtained, we construct the topology subgraph for
the decentralized RCL module corresponding to each cluster. This process is explained
in Algorithm 6. It obtains the cluster_map which is the output of Algorithm 5 together
with the centralized topology graph G’ = (V, Lcomm) consisting of the set of microser-
vices M and the set of edge devices E as vertices, and the set of communication edges

between microservices Lemm, as inputs. For a given cluster c;, the vertices of its topol-
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ogy subgraph, G/, consist of all microservices deployed on the edge devices assigned
to ¢;. The intra-cluster edges are defined as the communication edges between these
microservices in the centralized topology graph, G’. In addition, to preserve the connec-
tivity information with external microservices while ensuring that the sub-topology re-
mains self-contained, each communication edge originating from a microservice in ¢; to
a microservice outside ¢; is redirected to a shadow node placed within G!. This shadow
node symbolically represents the remote endpoint and serves as the destination for the
redirected outgoing edge. The resulting topology subgraph therefore captures both the
internal structure of the cluster and its interaction points with the rest of the system, en-
abling the decentralized RCL module to operate independently while still considering

external dependencies.

To illustrate how an inter-cluster communication edge is represented using a shadow
node in the source cluster, we refer to Figure 5.4. In this example, clusters c; and c; are
connected by an inter-cluster communication edge. The topology subgraph G| for clus-
ter c; contains as vertices all microservices deployed within c1, along with the communi-
cation edges between them. Similarly, the topology subgraph G for cluster ¢, contains
all microservices deployed within c; and their internal communication edges. In ad-
dition, G} includes a shadow node representing the destination microservice in ¢; that
is the endpoint of the outgoing inter-cluster link from c,. The outgoing edge from the
originating microservice in c; is redirected to this shadow node, allowing G} to capture
the external communication dependency without directly incorporating microservices

from outside its own cluster.

The above-mentioned inter-cluster communications are expected to be infrequent,
and the occurrence of anomalies along such inter-cluster edges is even rarer. Each clus-
ter is deliberately constructed to capture the majority of communication and colocation
relationships, thereby ensuring that most anomalies propagate entirely within a single
cluster. Consequently, RCL can typically be performed within the cluster in which the
anomaly is propagated. Upon anomaly detection, the corresponding topology subgraph
G/ is populated with the anomalous metrics associated with its microservices. Subse-
quently, the personalisation vector S; and the transition probability matrix P; are con-

structed using the novel anomaly scoring mechanism introduced in section 5.3.1.
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A) Original arrangement

B) After topology subgraph formation for decentralized RCL
modules

Figure 5.4: Inter-cluster communication edge representation using a shadow node

5.3.3 Decentralized execution of the Personalized PageRank algorithm

There are two possible scenarios when performing PPR, depending on whether the in-
coming edges to shadow nodes are detected as anomalous. In most cases, due to com-
munication and colocation-based clustering, anomaly propagation remains confined
within a single cluster. In such cases, PPR can be executed locally within the cluster
according to the formulation in subsection 5.2.3, iterating until convergence and return-
ing the microservice with the highest probability in 7. In this scenario, both P; and S; are

constructed using only the original (non-shadow) nodes in the cluster.
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Figure 5.5: Inter-cluster P2P approximation process

Although the clustering strategy is designed to minimize inter-cluster anomaly prop-
agation, rare cases may still occur where anomalies traverse less frequent communica-
tion paths spanning multiple clusters. These cases are detected when incoming edges to
shadow nodes are identified as anomalous. When this happens, the anomaly propaga-
tion path between clusters is considered disconnected, and the inter-cluster P2P approx-
imation process is triggered.

Consider the example in Figure 5.4 together with the corresponding interaction dia-
gram in Figure 5.5. At time t, the computation threads of both clusters c; and ¢, inde-
pendently begin computing their respective P; and S;. If an anomaly is detected on the
incoming edge to the shadow node in ¢, that indicates a disconnection in the anomaly
propagation path and triggers the inter-cluster p2p approximation process. At that time
(i.e., to + J1), the communication thread of cluster ¢, sends a wait_message to cq, indi-
cating its intent to provide an average approximate anomaly score. This approximation
is used to reduce communication overhead while still capturing the anomaly influence
of cp across iterations. While the communication thread is sending the wait_message,
the RCL module (i.e., the computation thread) in ¢, continues to compute the anomaly
scores required to form P, and S; and uses them to calculate its average approximate

anomaly score as:

Y x

avg_approx_anom._score = x’ess| (5.4)
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After completing the computation (i.e., at time #;), this value is sent to c; along with

the anomaly score of the incoming edge to the shadow node.

Upon receiving the wait_message from c; at time ¢y 4 J, ¢; continues to compute P,
and S;, while awaiting c¢,’s average approximate anomaly score. It also calculates its
own average approximate anomaly score in the same way as equation 5.4 and sends it
to c; when ready at time f,. Note that one cluster must wait for the other to complete
this computation, since t; # t. In the depicted example, t, > t;, and thus ¢, waits, as

indicated by the red block between t; and t5.

Once both clusters have exchanged their average approximate anomaly scores, they
update their P; and S; (a straightforward update to the corresponding matrix and vec-
tor) by incorporating the other cluster as a node. Both clusters then run their PPR-based
RCL algorithms independently, as in the standard scenario. This procedure is a modified
version of the JXP algorithm [157], an efficient and decentralized PageRank approxima-
tion used in P2P web search networks. Without loss of generality, this communication

protocol is extendable to scenarios with more than two clusters.

Finally, during decision making, one cluster c; (e.g., ¢1 in our case) typically identifies
a microservice within its boundary as the root cause, while other clusters (e.g., c2) point
to c; as the origin of the anomaly. In this case, the microservice identified by c; is selected
as the final root cause. While this is the majority case, in practical scenarios (expected
to be extremely rare) where multiple clusters identify distinct local microservices as the
most likely causes, an inter-cluster result aggregation mechanism (explained next) is

applied to reconcile these decisions.

After completing their independent PPR executions, each cluster c¢; produces a rank-
ing vector

my

mZ Mg .1 ,.C2 Cn]
1

S T

ri=1r :

where the first k elements correspond to its internal microservices (1) and the remaining
n elements represent connected clusters (c;). The term rfj denotes the anomaly likelihood

assigned to cluster ¢; by cluster c;.

Next, each cluster integrates its internal anomaly profile and its inferred external

influences from other connected clusters to construct its global perspective vector as
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follows:

global _ r Jocal .c;influence _c; influence ¢, influence
r = [r;°, 1 1 I ]

Here, r}oc"ﬂ = [r?“, 1’2"2, e, r:ﬁk ], which corresponds to the internal anomaly profile,

represents the anomaly likelihoods of microservices within c;. For each connected clus-

cj influence .

ter c;, the influence component r, is obtained as:

¢; influence Cci
i — . plocal

i i j
The idea behind this formulation is to distribute the anomaly likelihood assigned to
cluster ¢; (by cluster ;) proportionally across ¢;’s local anomaly scores, capturing how ¢;
perceives ¢;’s influence.
Finally, the global perspectives from all clusters are averaged to derive a unified

anomaly probability vector:

T

N
combined __ l Z rglobal
: =N ;
i=1
The microservice with the highest likelihood in rombined g gelected as the final root
cause. This aggregation ensures that all participating clusters contribute to the final

decision, enhancing robustness in rare cases of inter-cluster anomaly propagation.

5.4 Performance Evaluation

In this section, we discuss the evaluation results of the proposed decentralized RCL
approach. First, in subsection 5.4.1, we explain the details of the experimental setup
used for evaluation together with implementation details. Next, in subsection 5.4.2, we
discuss the results of evaluating the proposed method against its centralized counter-
part, which is commonly referenced in the existing literature [15, 101] and serves as our
baseline approach. Following this, in subsection 5.4.3, we conduct a further analysis of
our decentralized results in the context of both single-cluster and multi-cluster anomaly
propagation cases. We then investigate the impact of increasing cluster counts on lo-

calization accuracy in subsection 5.4.4, followed by a large-scale scalability analysis on
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iAnomaly-generated datasets in subsection 5.4.5. Finally, subsection 5.4.6 discusses the
overall findings, with a particular focus on efficiency, communication overhead, and

scalability in edge environments.

5.4.1 Experimental setup and implementation details

We evaluated the proposed decentralized RCL approach using two complementary datasets:
the publicly available MicroCERCL dataset! [52] and large-scale datasets generated us-

ing the iAnomaly framework introduced through chapter 3.

MicroCERCL dataset: This dataset represents the first large-scale benchmark for cloud-edge
collaborative microservice systems and remains the most comprehensive hybrid deploy-
ment dataset available to date. It contains data collected from 81 microservices belong-
ing to four applications: SockShop, Hipster, Bookinfo, and the newly introduced Al-
Edge. These microservices are deployed across four cloud servers and two groups of
two edge servers, following a communication frequency-based application placement
strategy.

To reflect realistic production environments, the dataset integrates a wide range of
anomalies. Using ChaosMesh, the authors injected application-level anomalies, such
as CPU resource exhaustion in containers, memory leaks, and network latency. Addi-
tionally, Linux kernel traffic control (TC) was employed to simulate kernel-level net-
work failures—including packet loss, duplication, corruption, disorder, delay, and jit-
ter—between cloud and edge nodes. Consequently, the dataset captures both communication-
and colocation-induced anomaly propagation patterns.

From the available dataset, we selected 383 scenarios that provide adequate diversity
in fault types. Among them, 237 scenarios (denoted SH) correspond to cases where the
root-cause microservice belongs to the SockShop application, while the remaining 146
scenarios (denoted HH) involve root causes from the Hipster application. For each sce-
nario, we extracted trace information to construct topology graphs, and corresponding

metrics were used for anomaly detection and RCL .

Thttps:/ / github.com/WDCloudEdge /MicroCERCL
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iAnomaly-based datasets: Although MicroCERCL provides high deployment realism
and anomaly diversity, its graph sizes are limited for analyzing scalability under in-
creasing system complexity. To evaluate computational efficiency under larger input
sizes, we therefore employed the dataset generation simulator provided by iAnomaly,
which is influenced by the iAnomaly emulator to preserve execution realism.

The iAnomaly framework enables the generation of service dependency graphs rang-
ing from 50 to 2,500 nodes, thereby supporting systematic scalability analysis. Unlike
purely synthetic simulators, the iAnomaly generator populates graphs using anomalous
traces derived from real execution data, ensuring realistic temporal and causal character-
istics. The underlying workloads span diverse IoT applications, from lightweight sensor
pipelines to computation-intensive services such as face detection and recognition, and
are executed under a wide range of injected anomalies such as resource saturation, ser-

vice failures, and network congestion.

Implementation details: All experiments, including hyperparameter tuning, were con-
ducted on the Spartan HPC cluster?. The implementation was performed in Python 3.10
using PyTorch 2.28, SciPy 1.13%, and Scikit-learn 1.1°.

To construct decentralized subgraphs, we first applied Algorithm 5 to cluster the
edge devices in each scenario based on their communication and colocation dependen-
cies. The resulting cluster assignments were then used to generate corresponding topol-
ogy subgraphs using Algorithm 6. Both algorithms were implemented in Python. To
determine the optimal threshold for merging clusters (denoted as 7), which is a key hy-
perparameter required for Algorithm 5, we employed Tree-structured Parzen Estimator
(TPE)-based Bayesian optimization [153]. In the MicroCERCL experiments, all scenarios
produced between 2 and 4 clusters per scenario.

For anomaly detection, we adopted the BIRCH clustering-based algorithm from Scikit-
learn, following the configuration recommended by the MicroCERCL authors. Specifi-

cally, the anomaly sensitivity threshold B was set to 0.07, balancing anomaly detection

Zhttps:/ /dashboard.hpc.unimelb.edu.au/
3https:/ /pytorch.org/

*https:/ /scipy.org/

Shttps:/ /scikit-learn.org/
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accuracy and noise reduction.

The proposed anomaly scoring mechanism (Section 5.3.1) was implemented using
the SciPy library. Subsequently, the PPR-based RCL algorithm—used in both decentral-
ized and centralized variants—was implemented in Python. Its hyperparameters, « and
¢, were tuned using the same TPE-based Bayesian optimization approach [153].

To support reproducibility and facilitate future research, we have publicly released
the full implementation, configuration files, and preprocessing scripts®.

The next subsection presents a detailed comparison between our decentralized RCL

approach and its centralized baseline.

5.4.2 Evaluation against the centralized baseline

Before evaluating the decentralized RCL approach, we first validate the centralized vari-
ant of our method, which utilizes the PPR-based localization algorithm. This step en-
sures that our implementation achieves comparable performance to the existing Micro-
CERCL benchmark [52], thereby establishing it as a reliable baseline for subsequent com-

parison.

Table 5.2: Comparison of centralized RCL results on the MicroCERCL dataset

Application |[Acc@1  [Acc@2 [Acc@3 [Acc@5 [Acc@10 [MAR  [MRR
MicroCERCL (GNN-based centralized)

HH 0.632 0.756 0.796 0.833 0.896 - -

SH 0.607 0.732 0.792 0.849 0.907 - -

Our baseline (PPR-based centralized)

HH 0.4315 0.6507 0.8082 0.9726 1.0000 2.2877 0.6352
SH 0.4979 0.7300 0.8270 0.9451 0.9958 2.1688 0.6817

Table 5.2 compares the results of our centralized PPR-based approach with those re-
ported in the MicroCERCL paper, where a GNN-based centralized RCL model was used.
The performance is evaluated using the standard Accuracy@k metric, which measures
the proportion of test cases where the true root-cause microservice appears within the
top-k ranked predictions. In our evaluation, we report results for k = 1,2,3,5, and 10,

covering both precise and broader localization ranges. In addition, we report the Mean

®https://github.com/Cloudslab/efficient_rcl_framework
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Average Rank (MAR), which indicates the average position of the true root cause (lower
values are better), and the Mean Reciprocal Rank (MRR), which reflects how early the
correct root cause appears in the ranked list (higher values are better).

As shown in Table 5.2, our centralized PPR-based approach demonstrates competi-
tive localization performance relative to MicroCERCL’s GNN-based model. While the
top-1 accuracy (Accuracy@1) is moderately lower, the performance steadily improves
at larger values of k, reaching near-perfect Accuracy@10 in both application cases. This
trend indicates that PPR effectively ranks the true root-cause microservice within a small
set of top candidates, even without model training or feature learning.

The average ranking performance, reflected by MAR and MRR, further confirms
this observation. For both applications, the MAR values of 2.29 (HH) and 2.17 (SH)
indicate that the true root cause typically appears near the second position in the ranked
list. Meanwhile, MRR values of 0.64 and 0.68 imply that in many scenarios the correct
root cause appears at rank 1 or 2, thus remaining consistently close to the top of the
ranking list. Overall, these results establish our centralized PPR-based implementation
as a strong and reliable baseline for comparison with the proposed decentralized RCL
approach.

Having established the centralized PPR-based RCL model as a valid baseline, we
next evaluate the performance of our proposed decentralized RCL approach. This eval-
uation focuses on two key aspects: localization accuracy and localization efficiency. Sim-
ilar to the centralized evaluation, we use the Accuracy@k (for k = 1,2,3,5, and 10), Mean
Average Rank (MAR), and Mean Reciprocal Rank (MRR) metrics to measure localization
accuracy. In addition, to assess the efficiency improvement achieved through decentral-
ization, we introduce two new metrics: Average Time Reduction Percentage and Total
Time Reduction Percentage.

The Average Time Reduction Percentage quantifies the mean percentage reduction

in localization time across all scenarios. It is defined as

1 H alized — iecentralized
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decentralized settings for the i*" scenario, respectively, and N is the total number of
scenarios. This metric reflects the average per-scenario improvement achieved through
decentralization.

The Total Time Reduction Percentage, on the other hand, considers the aggregate

time across all scenarios, defined as

Z tcentralized - Z tdecentralized % 100
Z tcentralized

Together, these two metrics capture both per-scenario consistency (Average Time Re-

duction Percentage) and overall efficiency gain (Total Time Reduction Percentage).

Table 5.3: Centralized vs. decentralized RCL performance

Appli- A.vg. Tf)tal
cation Acc@1 |Acc@2 [Acc@3 [Acc@5 |Acc@10)MAR |MRR Time Time
Red. (%) | Red. (%)
Centralized baseline
HH 0.4315 |0.6507 |0.8082 |0.9726 |1.0000 |2.2877 |0.6352 |- -
SH 0.4979 {0.7300 |0.8270 |0.9451 |0.9958 |2.1688 |0.6817 |- -
Proposed decentralized approach
HH 0.5616 [0.7671 |0.8767 [0.9863 |1.0000 |1.8630 [0.7295 |17.41 21.34
SH 0.6076 |0.8650 |0.9325 [0.9831 |1.0000 |1.6582 |0.7733 |33.22 33.59

As shown in Table 5.3, the decentralized approach consistently outperforms the cen-
tralized baseline across both application groups (HH and SH). In terms of accuracy, the
decentralized method improves Accuracy@1 from 0.43 (HH) and 0.50 (SH) to 0.56 and
0.61, respectively, while achieving even higher scores for larger k values. Both MAR
and MRR values also demonstrate notable gains, indicating that the true root-cause mi-
croservice appears higher in the ranked list under decentralized processing. This im-
provement in accuracy can be attributed to the noise reduction effect introduced by de-
centralization: by performing RCL within smaller, communication-aware clusters, each
subgraph captures more localized dependencies and avoids the propagation of irrele-
vant information from distant microservices.

In terms of efficiency, the results indicate substantial time reductions, with 17-21%
improvement for HH and over 33% for SH in both average and total time reduction

percentages. These results highlight that decentralization not only maintains but, in
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many cases, enhances localization accuracy, while significantly reducing localization
time, thus achieving a more effective balance between accuracy and efficiency.

These results collectively confirm that decentralization leads to clear gains in both
accuracy and efficiency compared to the centralized baseline. However, the extent of
these improvements can depend on how anomalies propagate within the system. To
better understand the influence of anomaly propagation characteristics, the next subsec-
tion analyzes the decentralized results in greater depth by separating the evaluation into

single-cluster and multi-cluster cases.

5.4.3 Detailed analysis of decentralized results

While the previous subsection presented the overall performance of the decentralized
RCL approach, a more granular analysis could provide deeper insights into its behav-
ior under different anomaly propagation patterns. Specifically, we categorize the 383
evaluation scenarios (237 SH and 146 HH) into single-cluster propagation and multi-
cluster propagation cases. This categorization enables us to assess whether the decen-
tralized approach consistently maintains localization accuracy and efficiency regardless
of whether the anomaly remains confined to a single cluster or propagates across multi-

ple clusters.

Table 5.4: Decentralized RCL performance broken down by anomaly propagation type

Propa-
gation |Case |# Acc@1 |[Acc@2 |Acc@3 |Acc@5 |[Acc@10|MAR |MRR |Avg. Total
Type Scen. Time Time
Red. (%) |Red. (%)

Single- |HH [105 [0.5333 |0.7429 |0.8476 |0.9810 |1.0000 |1.9714 |0.7079 |23.12 24.02
cluster

SH |[206 |0.5680 |0.8447 |0.9223 |0.9806 [1.0000 [1.7379 |0.7488 |33.89 34.44
Multi- |HH |41 0.6341 |0.8293 [0.9512 {1.0000 |1.0000 |1.5854 |0.7846 |2.77 14.07
cluster

SH |31 0.8710 {1.0000 |1.0000 |1.0000 |1.0000 |1.1290 {0.9355 |28.79 27.41

Table 5.4 summarizes the results for both categories, reporting the same set of ac-

curacy and efficiency metrics — Accuracy@k (for k = 1,2,3,5, and 10), Mean Average
Rank (MAR), Mean Reciprocal Rank (MRR), and the average/total time reduction per-

centages.
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The majority of scenarios (311 out of 383) fall under the single-cluster anomaly prop-
agation category, where the anomaly originating from the root-cause microservice prop-
agates only within its local cluster. In these cases, our decentralized method demon-
strates a substantial efficiency improvement — achieving over 23-34 % reduction in lo-
calization time on average — while maintaining strong accuracy levels (Accuracy@3
>0.84 for both HH and SH). These results demonstrate that when the anomaly impact is
localized, decentralized inference efficiently uses intra-cluster communication to iden-

tify the root cause with minimal overhead.

For the remaining multi-cluster propagation cases (72 out of 383), where anomalies
propagate across clusters and the algorithm engages in inter-cluster P2P approxima-
tion, the decentralized approach continues to perform competitively. Accuracy met-
rics remain high (Accuracy@l > 0.63 for HH and > 0.87 for SH), validating that the
cross-cluster coordination process is effective. Among the 72 multi-cluster propaga-
tion cases, a very small subset required the additional inter-cluster result aggregation
step—specifically when both participating clusters independently identified local anoma-
lies as potential root causes. In these cases, the aggregation step ensured consistent
decision-making without sacrificing accuracy. The resulting accuracy values remained
stable (Accuracy@1 > 0.63 for HH and > 0.87 for SH), indicating that the inter-cluster

result aggregation mechanism effectively reconciles results from different clusters.

As expected, the efficiency gains are somewhat lower (2.77-28.79%) in cross-cluster
scenarios due to the additional latency introduced by inter-cluster communication. The
impact of the inter-cluster result aggregation mechanism, however, is minimal: since
it requires only a single exchange of low-dimensional ranking vectors, its communi-
cation overhead is negligible compared to the total P2P coordination time. The slight
reduction in overall efficiency is therefore primarily attributed to inter-cluster message
synchronization rather than to aggregation itself. Despite this, the method still achieves
a notable reduction in localization time while maintaining, or even improving, localiza-

tion accuracy compared to the centralized baseline.

Overall, this breakdown illustrates that the proposed decentralized approach adapts
well to both local and distributed anomaly propagation scenarios, sustaining accuracy

while offering consistent reductions in localization time.
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Figure 5.6: Accuracy@K under increasing numbers of anomalous clusters on Micro-
CERCL (obtained by relaxing clustering constraints to form up to 14 clusters).

5.4.4 Impact of cluster count on localization accuracy

The MicroCERCL evaluation scenarios typically produce 2—4 clusters under our default
communication- and colocation-aware clustering algorithm. To understand how local-
ization accuracy behaves as the number of clusters increases, we conduct an additional
sensitivity analysis in which we relax the colocation constraint during clustering, result-
ing in finer-grained partitions and a larger number of clusters per scenario. This stress
test allows us to evaluate accuracy under up to 14 clusters on MicroCERCL, without
introducing a new synthetic benchmark for accuracy reporting.

We group scenarios into buckets according to the number of anomalous clusters in-
volved in the propagation (3-5, 6-8, 9-11, and 12-14 anomalous clusters) and report
Accuracy@K as the number of candidates K increases. Figure 5.6 summarizes the re-
sults. Overall, the top-1 accuracy decreases as the number of anomalous clusters grows,
reflecting the increased ambiguity introduced by distributed propagation and weaker
within-cluster signals. However, the method remains effective at producing short can-
didate lists: Accuracy@10 remains high across buckets and reaches 100% by top-K (here

K=15) in all cases, substantially reducing the manual search space for SRE diagnosis
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workflows.

This trend indicates that increasing the number of clusters introduces a measurable
accuracy—granularity trade-off: finer partitioning improves scalability and reduces lo-
cal computation, but may weaken the signal concentration that benefits ranking-based
localization. We therefore report this behavior as a validity threat and emphasize that
cluster granularity should be selected carefully in practice, balancing scalability benefits

against potential degradation in top-1 localization accuracy.

5.4.5 Scalability analysis on the iAnomaly dataset

To evaluate scalability and localization efficiency beyond MicroCERCL, we conduct ad-
ditional experiments using the iAnomaly-based dataset generation simulator, which al-
lows us to systematically vary the size of the service dependency graph from 50 to 2,500
nodes. This controlled setup enables a direct comparison between the centralized PPR
baseline and the proposed decentralized RCL approach under increasing graph scale.

To ensure that the evaluation reflects non-trivial and practically relevant settings, we
focus exclusively on multi-cluster anomaly propagation scenarios, where coordination
across multiple clusters is required. Single-cluster cases are excluded from this analysis,
as they can be efficiently handled by local inference and do not meaningfully stress the
scalability of the proposed framework.

We report the average end-to-end localization latency under three configurations: (i)
Centralized PPR, where the full graph is processed as a single instance; (ii) Decentral-
ized (fixed clustering), where the graph is partitioned into a fixed number of clusters
(|C|=5) and PPR is executed locally within each cluster, with inter-cluster coordination
enabled when required; and (iii) Decentralized (adaptive clustering), where the number
of clusters is chosen proportional to graph size (approximately one cluster per 10 nodes),
thereby keeping cluster sizes bounded as the graph grows.

Figure 5.7 shows the resulting latency trends. As the number of nodes increases, the
centralized baseline exhibits a pronounced increase in localization time, reflecting the
growing cost of PPR iterations over an increasingly large dependency graph. The decen-

tralized approach with a fixed number of clusters mitigates this growth, but still shows
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Figure 5.7: Scalability comparison on the iAnomaly dataset

gradual increases in latency, as cluster sizes (and hence the number of intra-cluster edges
processed by PPR) expand with overall graph scale.

In contrast, the adaptive clustering configuration maintains near-constant localiza-
tion time across all evaluated scales. In this setting, the number of clusters increases pro-
portionally with graph size (approximately one cluster per 10 nodes), thereby explicitly
evaluating scalability under growing |C|. By keeping the expected cluster size approxi-
mately bounded, the effective search space per local PPR execution remains stable, and
the overall latency is dominated by local computation rather than global graph size. As
a result, the proposed decentralized approach consistently outperforms the centralized

baseline in terms of localization efficiency under increasing system scale.

5.4.6 Discussion

In summary, the evaluation results demonstrate that the proposed decentralized RCL
approach achieves comparable or higher localization accuracy than the centralized base-
line, while significantly reducing localization time. The approach performs consistently
well across both single-cluster and multi-cluster anomaly propagation scenarios, con-
firming its effectiveness under diverse anomaly propagation conditions.

The results also validate that the inter-cluster P2P approximation process—designed



164 A Decentralized RCL Approach for Edge Computing Environments

for multi-cluster anomaly propagation—introduces minimal communication overhead
and exerts negligible impact on localization time. This process requires only a one-
time exchange of average approximate anomaly scores between connected clusters, in-
volving a limited number of lightweight message exchanges overall (wait_message and
avg_approx_anom_score). Empirical evidence confirms that these exchanges incur almost
no waiting periods, as most computations proceed in parallel across clusters, ensuring

efficient utilization of resources during coordination.

From a scalability perspective, the communication overhead of the inter-cluster coor-
dination process grows with the connectivity of the cluster adjacency graph rather than
directly with the total number of clusters. Let C denote the number of clusters and Ec
the number of inter-cluster links involved in an anomaly propagation path. Since C is
typically much smaller than the number of microservices N in large-scale edge environ-
ments, this design decouples coordination overhead from direct dependence on system
size. For each affected link, the P2P approximation requires a lightweight wait_message
and a two-way exchange of scalar average anomaly scores. Consequently, the total
number of coordination messages is proportional to the number of inter-cluster links in-
volved in the propagation. In the worst case of a fully connected cluster graph, the num-
ber of such links grows quadratically with C. However, practical microservice deploy-
ments are typically sparse, and our communication-aware clustering strategy explicitly
minimizes inter-cluster dependencies, resulting in near-linear growth with respect to
the number of clusters in most scenarios. Furthermore, the optional result aggregation
step is triggered only in rare cases and exchanges only compact ranking vectors, intro-
ducing an additional number of messages proportional to C’, where C' < C denotes
the number of anomalous clusters participating in the aggregation process. As a result,

communication overhead remains modest even as the number of clusters increases.

Moreover, in the rare cases where multiple clusters identify distinct local anoma-
lies, the results show that the inter-cluster result aggregation mechanism effectively rec-
onciles these outcomes with minimal overhead. Since this step operates on compact
ranking vectors rather than raw monitoring data, both communication and computation
costs remain negligible. This confirms that the efficiency benefits of decentralization are

preserved even in cross-cluster anomaly propagation scenarios.
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The additional scalability experiments conducted using the iAnomaly-generated datasets
further confirm the efficiency advantages of the proposed decentralized approach under
increasing system scale. In particular, the decentralized design consistently outperforms
the centralized baseline in terms of localization latency as graph size grows, demonstrat-
ing its suitability for large and highly distributed edge deployments.

Finally, beyond the observed improvements in localization time due to faster conver-
gence of the PPR-based RCL approach, the decentralized design is expected to further
reduce latency in real deployments by executing RCL at the edge device level. This mini-
mizes data transfer delays and lowers communication overhead compared to traditional
centralized approaches, where large volumes of monitoring data must be transported to

a central node for analysis.

5.5 Summary

This chapter proposed a decentralized root cause localization (RCL) approach for microservice-
based IoT applications deployed in edge computing environments. By leveraging the
PPR algorithm within communication- and colocation-aware clusters, the proposed ap-
proach reduces localization time without compromising accuracy. The evaluation on
MicroCERCL shows that decentralization improves both localization accuracy and effi-
ciency relative to a centralized PPR baseline, and the detailed analysis confirms consis-
tent gains under both single-cluster and multi-cluster anomaly propagation scenarios.
Furthermore, scalability experiments conducted using large-scale datasets generated
with the iAnomaly framework demonstrate that the proposed decentralized approach
consistently outperforms the centralized baseline in terms of localization efficiency un-
der increasing system scale. These results motivate the need for similarly scalable ap-

proaches to joint localization and fault analysis, which is addressed in the next chapter.






Chapter 6

A Cascaded Graph Neural Network
for Joint Root Cause Localization and
Analysis in Edge Computing
Environments

While decentralized RCL improves diagnostic efficiency, comprehensive anomaly diagnosis also
requires identifying the underlying fault type. Recent GNN-based approaches have demonstrated
strong performance for joint localization and analysis, but their reliance on centralized processing
over full-system graphs leads to high inference latency and limited scalability in large, distributed
edge environments. This chapter proposes a cascaded GNN framework that enables hierarchical and
distributed diagnosis through communication-driven clustering. The framework employs a proposal
network that operates on individual communication-aware clusters to generate cluster-level outputs,
followed by an output network which considers each cluster as a node and operates over the graph
of clusters to produce graph-level outputs by considering inter-cluster connectivity. By restricting
message passing to structured subgraphs and compact cluster-level representations, the proposed
approach significantly reduces computational complexity while preserving critical dependency in-
formation. Evaluations on MicroCERCL and large-scale datasets generated using the iAnomaly
simulation framework demonstrate that the cascaded architecture achieves diagnostic accuracy com-
parable to centralized GNN baselines with near-constant inference latency, enabling scalable joint

diagnosis in edge environments.

This chapter is derived from:

* Duneesha Fernando, Maria A. Rodriguez, and Rajkumar Buyya, ”A Cascaded Graph Neural Net-
work for Joint Root Cause Localization and Analysis in Edge Computing Environments”, sub-
mitted to IEEE Transactions on Services Computing (TSC), March 2026 (Under Review, available on
arXiv:2603.01447).
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6.1 Introduction

Root cause analysis (RCA) is a critical component of automated operations in microservices-
based systems, as accurate anomaly detection and Root Cause Localization (RCL) alone
are insufficient to support timely and effective mitigation. All RCA studies perform
RCL, while the analysis can be conducted at various levels [25, 105]. Some RCA stud-
ies focus on identifying the specific metrics responsible for the anomaly [102, 103, 108],
while others concentrate on determining the type of fault [28-30]. Additionally, there
is a more detailed level of RCA that examines issues at the source code level, which
is valuable for developing long-term solutions to performance problems [112]. In this
work, we focus on the type of RCA that combines fault-type diagnosis together with
RCL. This level of analysis provides essential information for autonomous AIOps sys-

tems to address performance issues effectively [28].

Although RCL and RCA are often discussed separately, the two tasks are intercon-
nected. They both stem from the same anomalous event and rely on similar signals
such as temporal performance patterns, inter-service dependencies, and anomaly prop-
agation behavior. For this reason, recent studies advocate performing RCL and RCA
jointly rather than in isolation [28-30]. Supervised GNNs currently represent the state
of the art for joint RCL and RCA [110]. By learning RCL and RCA jointly, the model
can share early feature extractors (such as Convolutional Neural Network (CNN) layers
and Graph Convolutional Network (GCN) layers), allowing it to capture useful tempo-
ral patterns and inter-service dependencies that help both tasks. This enables faster and

more accurate localization and diagnosis than training separate models [29, 30].

Despite their effectiveness, GNNs have high computational complexity [14, 24]. In
edge computing environments, which consist of a large number of devices and microser-
vices, this translates to forming graphs with a large number of nodes as input for the
GNN. The presence of such large-scale graphs amplifies the computational cost of mes-

sage passing, resulting in slower diagnosis and delayed mitigation.

To address this scalability challenge, we propose a cascaded GNN architecture de-
signed for joint RCL and RCA, specifically aiming large-scale edge deployments. Our

approach groups microservices into clusters based on their communication dependen-
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cies, with each cluster representing a highly interacting group of microservices. The
cascaded GNN consists of two networks: the proposal network (P-Net) and the output
network (O-Net). P-Net operates on individual clusters and produces a cluster-level
output, which reduces the search space by focusing on a confined area. O-Net takes
the latent representation of each cluster produced by P-Net and inter-cluster edges to
create a graph representing the edge system, as input. By treating each cluster as a
node, O-Net further minimizes its search space. As both networks work with reduced
search spaces compared to a traditional GNN, the overall complexity of our cascaded
network is lower. Although operating within a reduced receptive field may result in
some information loss relative to a traditional GNN, our clustering technique effectively
groups microservices based on communication dependencies, which mitigates this loss.
This ensures that accuracy is maintained while improving efficiency. To the best of our
knowledge, ours is the first work to introduce a computationally efficient cascaded GNN
framework for joint RCL and RCA in edge computing environments, explicitly address-
ing the scalability and latency constraints present in large, distributed edge—cloud sys-

tems.

We evaluated our proposed cascaded GNN approach on the publicly available Mi-
croCERCL benchmark dataset [52] as well as on large-scale datasets generated using the
iAnomaly simulation framework introduced through chapter 3. Experimental results
on MicroCERCL show that the cascaded model achieves diagnostic accuracy compara-
ble to a centralized GNN baseline, while scalability experiments on iAnomaly demon-
strate near-constant inference time, in contrast to the centralized model whose latency

increases with graph size.

The rest of this chapter is organized as follows. Section 6.2 reviews the background
and related work on RCL and analysis, joint RCL/RCA techniques, and efficiency-
oriented diagnosis methods. Section 6.3 presents a centralized GNN architecture for
joint RCL and RCA that serves as a baseline for comparison. Section 6.4 introduces the
proposed cascaded GNN framework, including the communication-driven clustering
strategy and hierarchical inference design. Section 6.5 reports the experimental eval-
uation and scalability analysis on both real-world and large-scale simulated datasets.

Finally, Section 6.6 concludes the chapter.
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6.2 Background and Related Work

In this section, we provide an overview of the background and related work on RCL and
analysis in microservice-based edge and cloud systems. We first review existing RCA
approaches from the perspective of diagnostic granularity, ranging from coarse-grained
localization to fine-grained fault type and code-level analysis. We then discuss recent
techniques that perform RCL and RCA jointly, with a particular focus on supervised
graph-based methods that represent the current state of the art. Finally, we examine
prior efforts on improving the efficiency and scalability of RCA techniques, highlighting
the limitations of existing solutions in large-scale edge environments and motivating the

need for our cascaded GNN framework.

6.2.1 Levels of Root Cause Analysis

RCA in microservices-based systems spans a spectrum of diagnostic granularity, rang-
ing from coarse-grained localization to fine-grained diagnosis. At the coarsest level,
RCL, also referred to as coarse-grained localization, aims to identify the microservice
responsible for an observed performance anomaly. RCL is generally considered as the
first and most fundamental step of RCA, and is performed, either explicitly or implicitly,
by almost all RCA approaches [25, 105]. A number of studies focus exclusively on this
task, including MicroRCA [101], MicroGBPM [15], MicroCERCL [52], and MicroEGRCL
[106]. While coarse-grained localization can often be achieved rapidly, identifying only
the faulty microservice offers limited diagnostic value, as the underlying cause of the
anomaly remains unknown, forcing SREs to manually investigate issues such as mem-
ory exhaustion, CPU contention, or abnormal request patterns [107, 108]. Moreover,
mitigation actions at this level, such as restarting or redeploying an entire service, may
fail to address the true root cause, introduce unnecessary disruption to dependent ser-
vices, and prolong recovery times compared to fine-grained mitigation efforts [105].
Beyond microservice-level localization, RCA techniques increasingly incorporate finer-

grained analysis. One intermediate level is culprit metric localization, which seeks to
identify the specific performance metrics (e.g., CPU usage, latency, memory consump-

tion) that contribute to the detected anomaly. Representative approaches in this category
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include MicroDiag [103], AAMR [102], HeMIRCA [108], CausalRCA [105], PDiagnose
[109], and Wu et al. [107]. This level of analysis enables more targeted mitigation ac-
tions, such as resource scaling or throttling, which often result in faster recovery and
lower system disruption than service-level restarts [105]. Both RCL-only approaches
and those combining RCL with culprit metric localization are typically formulated as
ranking problems, where microservices or metrics are ordered according to their likeli-

hood of being the root cause.

A more advanced level of RCA focuses on fault type identification, which aims to
determine the underlying cause of the anomaly itself. At this level, anomalies are at-
tributed to specific fault categories such as CPU hogging, memory leaks, network delay,
or I/O contention. Approaches including DiagFusion [30], MicroIRC [29], DejaVu [28],
Brandon et al. [111], and MicroHECL [53] explicitly address this problem by classifying
anomalies into predefined fault types. Fault type identification offers a key advantage
over metric-level diagnosis: it directly maps observed anomalous behavior to seman-
tically meaningful system faults, enabling more precise and automated mitigation ac-
tions. Consequently, this class of approaches is commonly formulated as a classification

problem.

At the finest granularity, RCA operates at the source-code level, where the objective
is to localize performance anomalies to specific code regions or components. Nezha
[112] exemplifies this category by identifying performance issues directly at the code
level. While such approaches are valuable for developing long-term and permanent
fixes, they often require extensive instrumentation of application source code or run-
time systems, introducing significant overhead in production environments [107]. As
a result, source-code-level RCA is generally less suitable for online diagnosis and real-

time mitigation, particularly in latency-sensitive systems.

In this work, we focus on an RCA setting that combines fault type identification with
RCL. This level of diagnosis provides essential information for autonomous AIOps sys-
tems to effectively address performance issues and aligns closely with the notion of ac-
tionable diagnosis [28]. To be truly actionable, a fault localization solution must provide
two critical pieces of information simultaneously: (1) where the failure occurs (the faulty

component, via RCL), and (2) what kind of failure occurs (the fault type). Together, this
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combination is often referred to as a failure unit [28]. Different fault types (e.g., memory
leaks versus CPU exhaustion) require fundamentally different mitigation strategies. An
approach that only localizes the faulty service cannot autonomously determine whether
to scale resources, adjust scheduling policies, or apply memory management techniques.
By jointly identifying both the faulty component and the fault type, RCA results become
directly actionable, enabling AIOps systems to move beyond simple alerting and toward

targeted, automated mitigation strategies [23].

6.2.2 Joint RCL and RCA techniques

Although RCL and RCA are often treated as separate tasks, they are interconnected.
The location of the fault and the nature of the fault both originate from the same anoma-
lous event and are driven by shared system signals, including temporal performance
patterns, inter-service dependencies, and anomaly propagation behavior. For this rea-
son, approaches that combine RCL with fault type identification have gained increasing
attention in recent years [28-30, 105].

Among the three main categories of RCA techniques, 1) deep learning (DL), 2) pat-
tern recognition, and 3) causal inference, as identified by Wu et al. [103], joint RCL and
RCA has predominantly been explored using DL and pattern-based methods [105]. DL
approaches, in particular, have focused on supervised GNNs, which currently represent
the state of the art for joint RCL and fault type identification [110]. Representative ex-
amples include DiagFusion [30], which employs GNNs for joint diagnosis, MicroIRC
[29], which combines a personalized random walk algorithm with a GNN model, and
DejaVu [28], which utilizes GATs. On the other hand, pattern-based approaches, such
as the study by Brandon et al. [111], perform joint diagnosis by matching anomalous
subgraphs against a predefined library of fault patterns.

Supervised GNNs are now the state of the art in joint RCL and RCA due to their
ability to model complex inter-service dependencies. While some may argue that su-
pervised methods struggle to identify previously unseen fault types, empirical evidence
indicates that a significant proportion of failures in operational systems are recurring,

with reports suggesting this figure can be as high as 74% [25]. Although supervised
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approaches typically require substantial labeled data and training effort, purely unsu-
pervised methods often fail to achieve fully automated, end-to-end RCA [52]. For these
reasons, GNN-based supervised approaches can serve as a practical and effective start-

ing point for automating AlOps, especially in edge environments.

6.2.3 Efficient RCL and RCA techniques

Work Cloud- GNN RCL/RCA Type Accuracy | Efficiency | Remarks

only/Cloud- Focus Focus

Edge
[15], [89], [14], [108], | Cloud-only Mixed | RCL; RCA (Metric/ | v x Focused solely on accuracy
[103], [105], [107], Fault Type)
[29]
[106], [101], [102], | Cloud-only Mixed | RCL; RCA (Metric | v/ A Claim faster inference; effi-
[110], [111], [28], [30], / Fault / Resource ciency not a design priority
[158], [112] Type)

PDiagnose [109];

MicroHECL [53] Cloud-only No RCL; RCA (Metric/ | A v F.ocused on 1mprov1ng effi-
Fault Type) ciency; may compromise ac-
curacy
MicroCERCL [52] Cloud-Edge | Yes RCL only v x Accuracy focus; long infer-
ence time reported
Kalinagac et al. [27] Cloud-Edge | No RCA (Fault Type) v x Focused solely on accuracy
Our work Cloud-Edge | Yes Joint RCL + RCA | v v Cascaded GNN with clus-
(Fault Type) tering; balances accuracy

and efficiency

v'=Primary focus / addressed; A= Partially addressed / may compromise; x=Not addressed / ignored

Table 6.1: Summary of cloud and edge RCL/RCA techniques: accuracy vs efficiency
focus

Despite their effectiveness, GNNs are known to incur non-trivial computational over-
head, primarily due to the cost of iterative message passing over graph structures [14,
24]. In edge computing environments, which often consist of a large number of dis-
tributed devices, microservices, and their interactions, this results in graphs with a large
number of nodes and edges being provided as input to the GNN. As the graph size in-
creases, the computational cost of GNN inference grows proportionally with the num-
ber of nodes, edges, and message-passing layers, leading to longer diagnosis latency. In
particular, large-scale graphs amplify the cost of neighborhood aggregation and feature
propagation, which must be performed for each node across multiple GNN layers. This

added complexity can slow down root cause identification and fault diagnosis, delay-
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ing mitigation actions. This delay is particularly problematic in latency-sensitive edge

environments where timely response to anomalies is critical.

To address this scalability challenge, we propose a cascaded GNN architecture for
joint RCL and RCA, specifically targeting large-scale edge deployments. The framework
consists of two sequential networks operating on clusters formed from highly interact-
ing microservices based on communication dependencies. By applying both stages of
the cascaded model to reduced and structured subgraphs, the proposed approach sig-
nificantly limits the effective search space, thereby lowering computational complexity
compared to conventional GNNs. Communication-based clustering preserves critical
dependency information, minimizing information loss associated with reduced recep-
tive fields and maintaining diagnostic accuracy. As a result, the proposed framework

achieves an effective balance between efficiency and accuracy.

A comparison of cloud and edge RCL/RCA techniques in terms of their focus on
efficiency (and accuracy as well) is shown in Table 6.1. The majority of studies on cloud
RCL/RCA have primarily focused on improvements in accuracy, evaluating this sin-
gle aspect [15], [89], [14], [108], [103], [105], [107], [29]. Some research has also ad-
dressed efficiency, particularly the localization times of their proposed methods. For
instance, AAMR [102], MicroEGRCL [106], and Grace [110] claim to provide faster infer-
ence times. However, none of these studies have specifically designed their approaches
with efficiency as a priority. In addition, existing edge-oriented solutions, including
MicroCERCL [52] and the RCA framework proposed by Kalinagac et al. [27], do not ex-
plicitly incorporate efficiency considerations. In particular, MicroCERCL reports longer
inference times than unsupervised heuristic methods, largely due to the complexity of

the network [52].

MicroHECL [53] and PDiagnose [109] are cloud RCL/RCA techniques that specifi-
cally aim to improve efficiency, particularly by providing faster localization speeds. Mi-
croHECL achieves efficiency by efficiently traversing the service dependency graph and
using pruning techniques to eliminate irrelevant service calls during anomaly propaga-
tion chain analysis, which further enhances efficiency. On the other hand, PDiagnose
tries to reach efficiency by removing the computationally heavy dependency graph-

building phase and utilizing a vote-based localization process on an anomaly queue.



6.3 Centralized Joint RCL/RCA GNN Architecture 175

However, both approaches adopt relatively simplistic strategies that may compromise
diagnostic accuracy. Given the need to strike an appropriate balance between effective-
ness and efficiency, our proposed method leverages a GNN-based approach to reduce
diagnosis time while maintaining high accuracy.

Overall, existing RCA techniques have made substantial progress in improving diag-
nostic accuracy, particularly through supervised GNN-based joint RCL and RCA mod-
els. However, most of these approaches are designed under a centralized processing as-
sumption and operate on full-system graphs, which leads to high computational over-
head in large-scale edge environments. To better understand the strengths and lim-
itations of such centralized designs, we first review a representative centralized joint
RCL/RCA GNN architecture in the next section. This analysis provides the founda-
tion for introducing our proposed cascaded framework, which explicitly addresses the

scalability and latency challenges identified in prior work.

6.3 Centralized Joint RCL/RCA GNN Architecture

In this section, we present a representative centralized GNN architecture for joint RCL
and fault type identification, which serves as a baseline for subsequent comparison
with our proposed cascaded framework. We first describe the graph formulation used
to model edge computing environments and their microservice dependencies (Section
6.3.1), followed by the construction of GNN input representations from node- and edge-
level time-series metrics (Section 6.3.2). We then review common design principles of
centralized GNN-based joint RCL/RCA models (Section 6.3.3). Finally, we introduce

the overall centralized architecture adopted in this work (Section 6.3.4).

6.3.1 Graph formulation for edge computing environments

Let the edge infrastructure consist of a set of edge devices

£ = {61,62,...,6‘5‘},
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and a set of microservices deployed within the environment
M == {7111,1712,. . ,m|M‘}

Each microservice m; € M is deployed on exactly one edge device. The deployment
mapping can be defined as

o:M—=E,

where §(m;) gives the device on which microservice m; is deployed.

GNN-based analysis requires the system to be represented as a graph, where nodes
capture computational entities and edges reflect structural or runtime relationships. In
the context of edge-cloud microservice systems, we model the environment using a
topology graph

G=WL),

where the set of vertices V consists of both microservices and the edge devices on
which they are deployed:
V=MUE&

The set of edges L represents relationships between these vertices and is composed
of two distinct types:
L = Lcomm U £dep

1. Communication edges (Lcomm) capture runtime interactions among microservices,
derived from trace data:

Ecomm g M X MI
where (m;, mj) € Leomm if microservice m; communicates with m.

2. Deployment edges (Lgp) link each microservice to the edge device on which it is

hosted, obtained from the deployment configuration:
Laep = {(m;, 6(m;)) | mi € M}.

This unified heterogeneous graph structure enables joint reasoning over system exe-
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cution behavior and physical deployment constraints.

Both nodes and edges are enriched with time-series features derived from moni-
toring metrics. Microservice nodes incorporate both resource-level metrics (e.g., CPU
utilization, memory usage, disk I/O) and application-level metrics reflecting service
behavior, whereas edge-device nodes are represented solely by resource-level metrics
that describe device-level resource consumption. Edge features capture communication
behavior (e.g., p50/p90/p99 latency percentiles), reflecting runtime dependencies and

potential performance bottlenecks.

6.3.2 GNN input representation

From a modeling perspective, a GNN operates on three fundamental components: node
features, graph connectivity, and (optionally) edge features. Let the node feature tensor
be defined as

X e ]R\V| xFxT

where each node is represented by F feature dimensions observed over T timesteps.
Since the graph contains |V| nodes, the dimensions of the resulting feature tensor be-
come (|V|, F, T).

The structural connectivity of the system is encoded using the edge index
LIV XYV,

capturing communication and deployment relationships among nodes.
Link-level properties and communication statistics are incorporated through the edge

feature tensor which is defined as
Ec R\E\ xXF,xT

where each edge is characterized by F, feature dimensions measured over T timesteps.
Given |L| edges in the graph, the dimensions of tensor E become (|L|, F,, T).
These components together constitute the input to the GNN model, enabling repre-

sentation learning over both the structural and temporal characteristics of the topology
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graph.

6.3.3 Background on centralized GNNs for joint RCL/RCA

When examining supervised GNN-based approaches employed by RCL and fault type
identification studies, two dominant modeling paradigms can be observed. In the first
paradigm, a single static graph is constructed, where temporal dependencies are learned
first by extracting compact representations from time-series data, followed by spatial de-
pendency learning using a GNN [28-30]. In the second paradigm, a sequence of graphs
is constructed (typically one graph per timestamp or time window) where spatial fea-
tures are learned independently for each graph, and temporal dependencies are sub-
sequently modeled across the graph sequence using temporal aggregation or sequence
models [52, 110].

In the first category of approaches, temporal feature extraction is commonly per-
formed using techniques such as LSTMs, CNNs or other sequence encoders[28, 52, 89].
The learned temporal embeddings are then used as node- and/or edge-level features
for graph-based learning. We adopt this first paradigm due to its advantages in terms
of computational efficiency, model scalability, and clear separation of temporal and
structural learning, which is particularly beneficial for large-scale microservice systems
[28, 30].

Following temporal feature extraction and message passing through the GNN layers,
task-specific prediction heads are applied to support both RCL and fault type identifi-
cation (RCA). These tasks differ in granularity and objective: RCL aims to identify the
specific microservice responsible for the anomaly, whereas RCA determines the under-
lying anomaly type or fault category.

Within GNN-based frameworks, the RCL problem is typically formulated as a node-
level ranking task [30, 52, 89]. The model produces a score for each microservice node,
which is transformed into a series of probability values over all nodes (e.g., via a softmax
activation), allowing the most likely faulty service to be ranked highest. In contrast, fault
type identification is commonly framed as a graph-level multi-class classification task,

where a graph-level readout layer aggregates learned node representations (e.g., using
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Figure 6.1: Centralized GNN architecture for joint RCL-RCA

mean/max pooling or attention-based pooling), followed by a classification head that

predicts the probability of each fault type [29, 30].

Following this design, two output heads are employed: a node-level prediction head
for RCL and a graph-level prediction head for RCA, which can be trained either indepen-
dently or jointly [30, 89]. While some studies unify these outputs into a single prediction
task [28, 29], we adopt a dual-head formulation.

6.3.4 Overview of centralized joint RCL/RCA GNN architecture

Our baseline GNN architecture as shown in Figure 6.1, follows the first modeling paradigm
described in subsection 6.3.3, where temporal patterns are learned prior to graph-based
spatial reasoning. The architecture is composed of three sequential stages: (1) temporal
feature extraction from nodes and edges, (2) spatial dependency learning using GCN-
based message passing, and (3) two task-specific prediction heads for RCL and RCA.
The early layers (temporal encoders and structural graph encoders) are shared across
both tasks, enabling the network to jointly leverage temporal metric evolution and mi-

croservice dependency structure.
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Stage 1 - Temporal Feature Extraction

To obtain compact representations from node- and edge-level time-series metrics, we
employ separate 1D-CNN based temporal encoders, consistent with the feature pro-
cessing approach discussed previously.

(a) Node feature encoder. The input node tensor X € RVI*F*T ig passed through

two CNN layers, followed by pooling across the temporal dimension:

CNN; CNN, Temporal Pool

X X e RVIXG 6.1)

where C,, is the output embedding dimension after temporal pooling. The pooling op-
eration aggregates temporal information into a fixed-length representation, allowing
downstream GNN layers to operate on time-compressed embeddings rather than raw
sequences.

XF,xT

(b) Edge feature encoder. Similarly, the edge attribute tensor E € R/ is pro-

cessed using two CNN layers, followed by pooling across the temporal dimension:

CNN; CNN, Temporal Pool
L o, OmP E e R4 (6.2)

E

A sigmoid function is then applied to reduce edge weights into a singular value in the
range of [0, 1], facilitating the learning of necessary information for subsequent message
passing stages.

These embeddings form the initial node and edge features for the GNN layers.

Stage 2 - Spatial Graph Learning

The temporally encoded embeddings are passed through two stacked GCN layers to

learn spatial dependencies across the topology graph:
(X, L, E) S, Oy e RVIXG, (6.3)

where C, is the hidden dimension of the resulting structural representation. The edge

embeddings E are used as edge weights, enabling the GCN to incorporate communi-
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cation intensity or latency sensitivity when propagating information across the service
graph.

These GCN layers act as structural encoders, shared by both downstream tasks. This
shared representation is critical because both localization and fault type inference benefit
from understanding inter-service influence patterns and anomaly propagation dynam-

ics.

Stage 3 - Task-Specific Prediction Heads

After spatial encoding, the network branches into two independent output heads.
(a) RCL Head - Node-level ranking. Designed to identify the faulty microservice,

this branch operates directly on node embeddings:

Dropout GCNj3
—_—

H == zreL € RV, (6.4)

zrcL is the vector of logit values corresponding to all nodes in the graph. A softmax
activation converts the logit values into probabilities, identified as prcy.

(b) RCA Head - Graph-level multi-class classification. Here, node embeddings are
aggregated via global mean pooling to obtain a graph-level representation g, which is

then processed through two fully connected layers with dropout to generate class logits:

GlobalMeanPool g FC; Dropout FC,

H — ZrcA € ]RK, (6.5)

where K is the number of anomaly/fault types. A softmax activation converts the logit
values into probabilities required for fault diagnosis, identified as prca.
For all hidden GCN and CNN layers explained previously, we employ Exponential

Linear Unit (ELU) as the activation function.

Loss Formulation

Subsequently, both prediction heads are optimized simultaneously using a joint loss

function,

Liotal = ArcL - LrcL + Arca - LrcA, (6.6)
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where Lrcr and Lrca denote node-level and graph-level negative log-likelihood
losses, for RCL and RCA, respectively, and Arcr, and Arca are weighting coefficients.
Let Jrcr denote the one-hot encoded vector indicating the ground-truth root cause

node. RCL loss for a single graph is defined as

1 Y i i
LrecL = — Ml Y Yrer log(prer), (6.7)
i=1

where 1 -, is the i element of fircr, and pk; denotes the predicted probability of
node i being the root cause, and |V| is the number of nodes in the graph.
Similarly, for the RCA task, let rca denote the one-hot encoded vector indicating

the fault type over K fault classes. RCA loss for a single graph is defined as

1 Kl .
Lrea = _WZyJRCA log(pJRCA)/ (6.8)
=1

where y%c , is the j element of Jrca, and p%c 4 denotes the predicted probability of
fault type j being the root cause.

Unless stated otherwise, we set Arc, = Arca = 0.5 in our implementation. Joint op-
timization encourages the shared GCN encoders to learn representations useful to both

localization and diagnosis tasks, improving convergence speed and predictive accuracy.

6.4 Cascaded Joint RCL/RCA GNN Architecture

While the baseline centralized GNN model is effective, it does not scale efficiently for
large microservice deployments. The computational cost of each GCN layer is O(N?),
where N = |V| denotes the number of nodes in the graph [14, 24]. Since multiple such
layers are employed to perform global message passing, the overall computational over-
head is further amplified. As the microservice ecosystem expands, every layer must
process all nodes and their connections, leading to rapidly increasing diagnosis latency.
In edge—cloud environments with hundreds or thousands of distributed services, this
quadratic complexity becomes a critical bottleneck, making centralized inference com-

putationally expensive and impractical for real-time diagnosis.
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To overcome this challenge, we propose a cascaded GNN architecture designed for
joint RCL and RCA, specifically targeting large-scale edge deployments. Our method
leverages communication-driven clustering, grouping microservices into clusters based
on their interaction intensity. Such clustering serves two purposes: (i) it reduces graph
size for the initial inference stage, and (ii) it aligns with real-world anomaly propagation
patterns, as performance anomalies typically spread along communication paths. As
a result, when an anomaly occurs, its effects are more likely to be confined within the
boundaries of the identified cluster, allowing our architecture to diagnose root causes
more efficiently without compromising accuracy.

In the following, we first describe our communication-driven clustering strategy for
partitioning large service graphs into highly interacting communities (Section 6.4.1). We
then present the overall cascaded GNN architecture, including the design of the pro-
posal network and output network (Section 6.4.2), followed by details of their joint op-
timization. Finally, we analyze the computational efficiency of the proposed framework

and compare it with the centralized baseline (Section 6.4.3).

6.4.1 Communication-driven clustering

For cluster formation, we adopt the Louvain community detection algorithm [159],
a modularity-optimizing method well suited for large-scale networks. Algorithm 7
presents our communication-driven clustering algorithm. Given the system topology
graph G = (V, L), where V = M U & consists of microservices and edge devices, and
L = LeommU Edep contains both communication and deployment relationships, we de-

rive a communication-only subgraph for clustering. Specifically, we construct

gcomm == (M/ Ecomm)/

i.e.,, we extract a subgraph containing only microservice nodes and their communi-
cation edges, since anomaly propagation primarily follows runtime call paths. Louvain

clustering is applied to Geomm to obtain a node-to-cluster assignment:

¢ M — {C],CZ,... C|C\}r
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Algorithm 7: Communication-driven clustering algorithm

1:

10:
11:
12:
13:

14:
15:
16:

o ® N @

Input: System graph G = (V, £), deployment mapping 6 : M — &

2: Output: Cluster assignments ¢(m) for microservices and ¢ (e) for edge devices
3:
4

Construct communication subgraph Geomm = (M, Lcomm )

: Apply Louvain modularity optimization to obtain microservice communities

{c1,¢2,... 'C\CI}
for each community c; do
for each microservice m in c¢; do
Assign ¢(m) = ¢;
end for
end for
/* Edge-device cluster assignment */
for each edge devicee € £ do
Let M, = {m € M | 6(m) = e} {microservices deployed on e}
Determine dominant microservice cluster
¢* = argmax |{m € M. | ¢p(m) = c;}|
Assign ¢ (e) —
end for
Return: ¢(m) for allm € M, p(e) foralle € £

where |C| is the number of detected clusters.

To extend clustering to devices, we assign each edge device to the cluster that con-

tains the majority of its deployed microservices. Formally, for a device ¢, let M, = {m €

M | é(m) =e},

We select the dominant community

ple) = argmax |{m € M. | ¢(m) = c; }|.

resulting in a consistent cluster structure across both microservices and edge infras-

tructure. These communication-driven clusters serve as the foundation of our cascaded

GNN pipeline.
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Figure 6.2: Cascaded GNN architecture for joint RCL-RCA

6.4.2 Overview of cascaded joint RCL/RCA GNN architecture

As shown in Figure 6.2, the cascaded GNN is composed of two main components: the
proposal network (P-Net) and the output network (O-Net). We divided the baseline
GNN into two networks: P-Net, which operates on individual clusters and generates
cluster-level outputs, and O-Net, which considers each cluster as a node and operates
over the graph of clusters and produces graph-level outputs by considering inter-cluster
connectivity. In addition, the EdgeTemporalNet module, which consists of the edge fea-
ture encoder component of the baseline GNN architecture, is represented as an indepen-
dent component since it is shared by both P-Net and O-Net for temporal edge feature
embedding. The primary motivation behind this cascading design is to reduce the prob-
lem search space handled by each network, thereby lowering the computational burden
on the GCN layers within those networks. This strategy aims to decrease overall diag-

nosis latency while still maintaining a high level of accuracy.
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Proposal Network (P-Net)

To reduce the search space and improve computational efficiency, P-Net operates on
individual clusters. Each cluster represents a highly communicating group of microser-
vices as explained in Subsection 6.4.1. The goal of P-Net is to learn intra-cluster depen-
dencies and produce cluster-level outputs. It produces two such cluster-level outputs.
The first is a cluster-level embedding that carries forward any necessary intra-cluster
information for RCA. Embeddings from multiple such clusters are used as inputs in the
subsequent O-Net. The second output is a vector of logit values corresponding to the
nodes within the cluster. Since RCL is framed as a node-level ranking problem and most
anomaly propagations are confined to clusters (i.e., all the information required for RCL
is typically available within a cluster), it is sufficient to perform RCL at the cluster level.

Hence, P-Net is assigned the task of performing RCL.

The inputs to P-Net are derived from the full graph attributes X,£, and E, but re-
stricted per cluster. Let {c1,c2,... cc|} denote the set of clusters obtained during the
clustering stage. For each cluster c; in this set, we construct a corresponding subgraph
with node features X, edge index L., and edge features E.,, containing only the nodes
and intra-cluster edges belonging to c;. These cluster-specific inputs are then processed
independently by P-Net. As illustrated in Figure 6.2, P-Net reuses the complete node
feature encoder from the Temporal Feature Extraction stage of the baseline GNN. It also
shares the EdgeTemporalNet-based edge feature encoder with O-Net as described ear-
lier. The spatial graph learning component has a single GCN layer. The RCL prediction
branch of the baseline model is retained up to the GCN layer, after which the cluster-
level outputs are aggregated, and a global softmax is applied over all nodes (across all
clusters) to produce the final RCL scores. Alongside node-level outputs for RCL, P-
Net also produces the previously explained cluster-level embedding by applying global
mean pooling to the GCN outputs (at its Spatial Graph Learning stage) within each clus-

ter.
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Output Network (O-Net)

O-Net considers each cluster as a node and the connectivity between such clusters as
edges and produces a graph-level output. The output embeddings of P-Net form the
node features, while edge features are formed by aggregating the information from inter-
cluster edges. Since RCA is formulated as a graph-level classification problem, O-Net
is assigned the responsibility for generating the final RCA prediction for the overall
system.

For O-Net, the node features Xjter cjuster are the embeddings from P-Net, while the
edge index Liyter cruster i constructed from inter-cluster edges (i.e., edges connecting
nodes from different clusters), with indices now mapped to cluster IDs rather than node
IDs. The corresponding edge features Ej,sor_ciyster are first processed by the EdgeTem-
poralNet to extract compact time-series representations. When multiple edges exist be-
tween a pair of clusters, their encoded features are aggregated using global mean pool-
ing to form a single inter-cluster edge representation, which is then passed to O-Net.
As shown in Figure 6.2, O-Net consists of the architecture branch of the baseline model

leading to the RCA head, and outputs class probabilities corresponding to fault types.

Joint Task Optimization

Similar to the baseline architecture, the RCL and RCA outputs of the cascaded model
are also optimized jointly using the same multi-task loss function mentioned in Section
6.3.4, enabling both objectives to be learned simultaneously while allowing shared rep-

resentations to benefit both tasks.

6.4.3 Computational efficiency analysis

To assess how effectively the cascaded design meets its objective, we can analyze its
computational behavior relative to the baseline GNN. Although the proposed model
also utilizes a total of three GCN layers (two in P-Net and one in O-Net, equivalent to
the baseline), the key efficiency gain arises from where each layer operates. Instead of

processing all N nodes in a single graph, P-Net operates within each cluster. Let the
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set of nodes be partitioned into clusters of sizes ny,1y,...,n; such that N = Y5, n;.
For a typical GCN layer with message passing complexity O(N?), processing clusters
independently yields a total complexity proportional to N = Y°5_, n; [14, 24]. Since

k 2k
N2 = (Z ”z’) = Zn% —1—22711'7’1]'.
i=1 i=1

i#]
and all n; > 0, it follows that:
N? > i nlz,
i=1

meaning the work performed by P-Net is strictly lower than processing the entire
graph at once. Moreover, clusters can be processed independently and thus parallelized,
further lowering inference latency. O-Net then operates on a compact graph with |C| <
N nodes, leading to an additional drop in computation during the last GCN layer.

Despite the compression introduced by clustering, accuracy is preserved because
most anomaly propagation remains localized within clusters (thereby allowing P-Net to
operate with minimal context loss) and O-Net recovers cross-cluster information through
aggregated inter-cluster edges. Thus, the cascaded architecture is capable of achieving
the desired goal: reduced computational cost and faster diagnosis while retaining accu-

racy, as validated in the next section.

6.5 Performance Evaluation

In this section, we evaluate the proposed cascaded joint RCL/RCA GNN architecture in
terms of both diagnostic effectiveness and scalability. We first describe the experimental
setup, datasets, and implementation details for both MicroCERCL and iAnomaly (Sec-
tion 6.5.1). We then report accuracy and latency results on MicroCERCL, comparing the
cascaded model against the centralized baseline under a medium-scale setting (Section
6.5.2). Next, we analyze scalability on iAnomaly by varying graph size up to 10,000
nodes and measuring end-to-end inference time under different clustering configura-
tions (Section 6.5.3). Finally, we conduct an ablation study to quantify the impact of

joint learning, clustering strategy, and GNN layer type on performance (Section 6.5.4).
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6.5.1 Experimental setup and implementation details

We evaluated the proposed cascaded GNN approach using the publicly available Mi-
croCERCL dataset! [52]. This dataset represents the first large-scale benchmark for
cloud-edge collaborative microservice systems and remains the most comprehensive
hybrid deployment dataset available to date. It contains data collected from 81 microser-
vices belonging to four applications: SockShop, Hipster, Bookinfo, and the newly intro-
duced AI-Edge. These microservices are deployed across four cloud servers and two
groups of two edge servers, following a communication frequency-based application
placement strategy.

To reflect realistic production environments, the dataset integrates a wide range of
anomalies. Using ChaosMesh, the authors injected application-level anomalies, such
as CPU resource exhaustion in containers, memory leaks, and network latency. Addi-
tionally, Linux kernel traffic control (TC) was employed to simulate kernel-level net-
work failures—including packet loss, duplication, corruption, disorder, delay, and jit-
ter—between cloud and edge nodes. These injections enable systematic evaluation un-
der heterogeneous and complex failure conditions.

The dataset contains 682 fault scenarios, providing substantial diversity in anomaly
types and intensities. For our experiments, we adopted a training, validation, and test-
ing split of 60:20:20. For each scenario, distributed trace data were extracted to construct
service dependency graphs, while corresponding system and application metrics were
used for anomaly detection and as node and edge features for the GNN models.

Although MicroCERCL represents a large-scale benchmark in terms of deployment
realism and anomaly diversity, it can be regarded as a medium-scale dataset for efficiency-
oriented evaluations. In particular, its graph sizes are insufficient to fully characterize
the scalability behavior of RCL and RCA models under increasing system complexity.
To evaluate the computational efficiency of the proposed approach under larger input
sizes, we therefore employed a dataset generation tool based on the iAnomaly frame-
work (introduced through chapter 3). It enables the generation of service dependency
graphs ranging from 50 to 10,000 nodes, thereby supporting systematic scalability anal-

ysis. Unlike purely synthetic simulators that rely on artificial workloads, the iAnomaly

Thttps:/ /github.com /WDCloudEdge/MicroCERCL
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generator populates these graphs with anomalous traces derived from real execution
data produced by the iAnomaly emulator. This ensures that the generated datasets re-
tain realistic temporal and causal characteristics.

The underlying data originate from a diverse set of IoT applications, spanning lightweight
sensor processing pipelines to computation-intensive services such as camera-based face
detection and recognition. These applications are executed under a wide range of in-
jected anomalies, including resource saturation, service failures, and network conges-
tion. Consequently, the resulting datasets provide a realistic and scalable testbed for
evaluating both the accuracy and efficiency of the proposed cascaded GNN framework.

Anomaly detection was performed on these datasets using the BIRCH clustering-
based algorithm from Scikit-learn, following the configuration recommended by the
MicroCERCL authors. Specifically, the anomaly sensitivity threshold g was set to 0.07,
balancing anomaly detection accuracy and noise reduction.

Both the centralized and cascaded GNN models were implemented in Python 3.10
using PyTorch Geometric 2.6.12. Model hyperparameters were optimized using the
Tree-structured Parzen Estimator (TPE)-based Bayesian optimization method [153]. The
proposed communication-driven clustering algorithm (Algorithm 7) was implemented
in Python. All experiments, including hyperparameter tuning, were conducted on the

Spartan HPC cluster’. Model training was performed using the Adam optimizer [160].

6.5.2 MicroCERCL evaluation results

Before comparing our proposed cascaded GNN approach against the centralized base-
line GNN model, we first validate the accuracy of the centralized GNN baseline by
benchmarking it against the results originally reported in the MicroCERCL paper. No-
tably, the MicroCERCL authors report only RCL performance for two applications (HH
and SH) measured using top-K localization accuracy. Their results are shown in Table
6.2.

To verify that our centralized baseline is competitive, we first train it to perform RCL

only. As shown in Table 6.3, our model achieves significantly higher top-K localization

2h’ct-ps: / / pytorch-geometric.readthedocs.io/en/latest/
3h’tt'ps: / /dashboard.hpc.unimelb.edu.au/
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Table 6.2: RCL accuracy reported in the MicroCERCL paper

Application |Acc@1 |Acc@2 |Acc@3 |Acc@5 |Acc@10
HH 0.632 0.756 0.796 0.833 0.896
SH 0.607 0.732 0.792 0.849 0.907

accuracy compared to the results reported in the MicroCERCL paper. These results con-
firm that our centralized baseline is competitive and suitable for a fair comparison with

the proposed cascaded approach.

Table 6.3: RCL-only performance of our centralized GNN baseline

Method Acc@1 Acc@3 Acc@5 MAR MRR
Centralized (RCL only) |0.9203 0.9783 0.9928 1.1594 0.9534

We also evaluate the centralized baseline on RCA as an independent task, formulated

as a fault type classification problem. The results are shown in Table 6.4.

Table 6.4: RCA-only performance of our centralized GNN baseline

Method Accuracy |Precision |Recall F1-score
Centralized (RCA only) [0.8478 0.8667 0.8478 0.8512

We then train the baseline to jointly perform RCL and RCA using a shared repre-
sentation and a multi-task objective. The joint learning results are summarized in Ta-
ble 6.5. Compared to training separate models for RCL and RCA, joint optimization
has increased in both localization performance and fault classification accuracy. This
indicates that shared representations allow complementary information to be exploited
across tasks, leading to more effective end-to-end root cause diagnosis.

We next evaluate our proposed cascaded GNN architecture for joint RCL and RCA
and compare it against the centralized joint model. The results are summarized in Ta-
ble 6.6. Overall, the cascaded approach achieves localization and diagnosis performance
that is comparable to the centralized baseline. This demonstrates that decomposing the
global graph into communication-driven clusters and processing them via a cascaded
network does not degrade diagnostic accuracy.

To assess inference efficiency, we measure the end-to-end diagnosis time for both
joint models. For the centralized joint GNN, the average and median diagnosis times

are 17.779 ms and 17.707 ms, respectively. In comparison, the cascaded joint GNN incurs
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Table 6.5: Joint RCL and RCA performance of our centralized baseline

RCL RCA
Method Acc@1l |Acc@3 |Acc@5 |MAR |MRR |Accuracy |Precision|Recall |F1-score
Joint RCL & RCA|0.9275 |0.9855 [1.0000 |1.1377 ]0.9550 |0.8696 |0.8877  |0.8696 |0.8715

Table 6.6: Joint RCL and RCA performance of the cascaded GNN

RCL RCA
Method Acc@l |Acc@3 |Acc@ |MAR |MRR |Accuracy |Precision|Recall |Fl-score
Cascaded RCL &[0.9130 [0.9420 |0.9493 |1.9058 [0.9316 |0.8623  |0.8703  |0.8623 |0.8640
RCA

an average diagnosis time of 20.237 ms and a median time of 20.273 ms. These results
indicate that, under the scale of the MicroCERCL dataset (approximately 50 nodes), the
cascaded architecture does not yet exhibit clear latency improvements over the central-
ized baseline.

This observation is expected, as the MicroCERCL dataset is a medium-scale dataset
in terms of efficiency evaluations and does not sufficiently stress the scalability limits
of centralized graph processing. In such settings, the overhead introduced by cluster-
ing and multi-stage inference can offset potential computational savings. Consequently,
while the cascaded GNN maintains comparable diagnostic accuracy, its efficiency bene-
fits are not fully realized at this scale.

To further examine scalability, we conduct additional experiments on the iAnomaly
dataset, which contains significantly larger service graphs. These experiments are de-
signed to stress-test the centralized model and assess how the cascaded architecture

behaves as graph size increases. We discuss these results next.

6.5.3 Scalability analysis on the iAnomaly dataset

Using the iAnomaly dataset, we vary the service graph size from 50 to 10,000 nodes to
enable a systematic comparison between the centralized joint GNN and the cascaded
joint GNN under increasing graph sizes.

We measure the average end-to-end diagnosis time for three configurations: (i) the
centralized joint RCL/RCA model, (ii) the cascaded joint model with a fixed number

of clusters (set to 10), and (iii) the cascaded joint model with an adaptive number of
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Figure 6.3: Scalability comparison on the iAnomaly dataset

clusters, where the number of clusters is selected proportionally to the graph size (ap-
proximately one cluster per 20 nodes).

Figure 6.3 summarizes the results. As the number of nodes increases, the centralized
model exhibits a clear upward trend in diagnosis time, indicating limited scalability
due to global message passing over an increasingly large graph. The cascaded model
with a fixed number of clusters reduces this growth but still shows a mild increase in
latency as cluster sizes grow with graph scale. In contrast, when the number of clus-
ters is adaptively controlled based on the graph size, the cascaded GNN maintains an
approximately constant diagnosis time across all evaluated scales.

These results confirm that the proposed cascaded GNN architecture is capable of
preserving diagnostic accuracy while enabling scale-invariant inference, making it well

suited for large-scale microservice deployments in edge and cloud environments.

6.5.4 Ablation study

To analyze the contribution of individual design choices in the proposed cascaded GNN
architecture, we conduct a series of ablation experiments focusing on joint learning, clus-
tering strategy, and GNN layer type.

Table 6.7 presents the results of the ablation study. The first row corresponds to

the proposed full cascaded model with joint learning, communication-driven clustering,
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Table 6.7: Ablation study on the proposed cascaded GNN architecture

Category Variant RCL RCA
Acc@l [Acc@3 |Acc@5 MAR |MRR |Acc. Prec. |[Rec. F1
Proposed (Full Model) 0.9130 [0.9420 |0.9493 |1.9058 [0.9316 |0.8623 |0.8703 |0.8623 |0.8640
RCL only 0.8696 [0.9420 |0.9638 |1.8116 [0.9123 |-

Joint Learning g2 —1- = = = 0.6739 [0.6760 [0.6739 |0.6692

Clustering Random 0.7971 |0.8623 |0.8841 [2.6884 |0.8386 |0.8478 |0.8667 |0.8478 |0.8512

GNN Layer GAT 0.8478 |0.9493 [0.9855 |1.3333 |0.9067 |0.8333 |0.8422 |0.8333 [0.8346

and GCN layers.

Impact of Joint Learning. Removing joint learning and training task-specific models
leads to consistent performance degradation. For RCL, Acc@1 decreases from 0.9130 to
0.8696. For RCA, the impact is more pronounced: the Fl1-score drops sharply from 0.8640
to 0.6692. This substantial reduction indicates that shared representations across local-
ization and diagnosis tasks improve feature generalization and enhance discriminative

capability.

Impact of Clustering Strategy. Replacing communication-driven clustering with ran-
dom clustering significantly degrades RCL performance. Acc@1 drops from 0.9130 to
0.7971, and MAR increases from 1.9058 to 2.6884, indicating poorer ranking quality. Al-
though RCA F1-score decreases more modestly (from 0.8640 to 0.8512), the degradation
across both tasks confirms that preserving communication dependencies during graph

decomposition is critical for maintaining localization accuracy.

Impact of GNN Layer Type. Substituting GCN layers with GAT layers yields mixed
results. While Acc@5 slightly increases (0.9493 to 0.9855) and MAR improves (1.9058
to 1.3333), Acc@1 decreases (0.9130 to 0.8478) and RCA F1-score drops from 0.8640 to
0.8346. Given that GAT introduces additional attention computation overhead, these re-
sults suggest that the added complexity does not translate into consistent performance
gains. Overall, GCN layers offer a better balance between effectiveness and computa-

tional efficiency in the cascaded architecture.
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6.6 Summary

This chapter addressed the scalability limitations of existing GNN-based joint RCL and
analysis methods in edge—cloud environments. We introduced a cascaded GNN archi-
tecture that decomposes the diagnosis task through communication-driven clustering
and hierarchical graph reasoning. Our framework consists of a proposal network that
operates on individual communication-aware clusters to generate cluster-level outputs,
followed by an output network which considers each cluster as a node and operates
over the graph of clusters to produce graph-level outputs by considering inter-cluster
connectivity. Extensive experimental results demonstrated that the cascaded approach
preserves diagnostic accuracy while maintaining near-constant inference latency as sys-
tem size grows. This confirms the effectiveness of hierarchical graph learning for scal-

able anomaly diagnosis in large-scale edge systems.






Chapter 7

Conclusions and Future Directions

This chapter serves as the conclusion of the thesis, providing a comprehensive summary of the pri-
mary works and contributions presented. Additionally, it outlines essential future directions for the

continued advancement of anomaly-aware management of microservice-based edge—cloud systems.

7.1 Summary of Contributions

The rapid growth of microservice-based IoT applications and the increasing adoption
of edge computing have fundamentally transformed how distributed systems are de-
signed and operated. By enabling computation closer to data sources, edge comput-
ing offers significant benefits in terms of latency reduction, bandwidth efficiency, and
QoS. However, the heterogeneous, resource-constrained, and highly dynamic nature of
edge environments introduces new challenges for performance monitoring and man-
agement. In particular, performance anomalies in microservice-based edge systems are
difficult to detect and diagnose due to complex service dependencies, anomaly prop-
agation, and the limitations of centralized and resource-intensive analysis. This thesis
addresses these challenges by developing scalable and efficient techniques for perfor-
mance anomaly detection and diagnosis stages of the anomaly management lifecycle in
edge—cloud integrated environments.

Chapter 1 introduced the problem of performance anomaly detection and diagno-
sis in microservice-based IoT applications deployed in edge computing environments.
The chapter outlined the key characteristics of edge—cloud systems, discussed the lim-
itations of existing cloud-centric approaches, and formulated the research challenges

arising from data scarcity, system heterogeneity, and scalability constraints. It then de-
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fined the research objectives and questions that guide the thesis and summarised the

core contributions and structure of the work.

Chapter 2 established the research foundation through a comprehensive systematic
review and taxonomy of performance anomaly detection and diagnosis techniques for
edge—cloud systems. The chapter surveyed state-of-the-art approaches across anomaly
detection, root cause localization (RCL), and root cause analysis (RCA), and classified
existing methods based on diagnostic scope, observability sources, learning paradigms,
modeling approaches, and system architectures, while also considering scalability con-
straints in edge environments. By critically analyzing current limitations and identifying
open research problems, this chapter motivated the need for scalable, decentralized, and

edge-aware anomaly management solutions.

Chapter 3 addressed the lack of realistic and reproducible evaluation data by intro-
ducing iAnomaly, a full-system emulation and automated dataset generation framework
for edge computing environments. The chapter presented a comprehensive perfor-
mance anomaly dataset derived from real executions of microservice-based IoT applica-
tions under diverse failure scenarios. In addition, a trace-driven dataset generation sim-
ulator was developed to support scalability experiments on large dependency graphs.
Together, these contributions enable systematic and reproducible evaluation of anomaly

detection and diagnosis techniques under realistic and large-scale conditions.

Chapter 4 focused on improving the scalability of anomaly detection model train-
ing in heterogeneous edge infrastructures. The chapter proposed two clustering-based
training strategies: intra-cluster parameter transfer learning (ICPTL) and cluster-level
model training (CM), that reduce training overhead while preserving detection accuracy.
Extensive experimental evaluations demonstrated that these approaches effectively bal-
ance computational efficiency and diagnostic performance, addressing the challenges

posed by resource constraints and workload diversity in edge environments.

Chapter 5 investigated the limitations of centralized RCL in distributed edge sys-
tems and introduced a decentralized localization framework based on communication-
and colocation-aware clustering and Personalized PageRank (PPR). By performing di-
agnosis directly at the edge-device level, the proposed approach significantly reduces

communication overhead and localization latency. The chapter further introduced an
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edge-specific anomaly scoring mechanism and a lightweight P2P approximation strat-
egy to support multi-cluster anomaly propagation, demonstrating robust and scalable

localization across varying system scales.

Chapter 6 addressed the scalability challenges of state-of-the-art supervised GNN-based
diagnosis techniques. The chapter proposed a cascaded GNN architecture for joint RCL
and fault type analysis, combining communication-driven clustering with hierarchical
inference. By decomposing global dependency graphs into structured subgraphs and
enabling multi-stage inference, the proposed approach achieved near-constant inference
latency at scale while maintaining diagnostic accuracy comparable to centralized GNN

baselines.

Together, these contributions form a cohesive and scalable framework for perfor-
mance anomaly detection and diagnosis in microservice-based edge computing envi-
ronments. By addressing challenges spanning data availability, learning efficiency, de-
centralized diagnosis, and scalable joint analysis, this thesis advances the state of the
art in edge-aware AIOps and provides a solid foundation for future research toward

autonomous, resilient, and intelligent edge—cloud systems.

7.2 Future Research Directions

Although research on anomaly detection and diagnosis for microservice-based edge-cloud
systems is still in its early stages, the increasing adoption of edge computing and large-
scale IoT deployments indicates that this area will become increasingly important in
the coming years. The complexity, heterogeneity, and dynamic nature of edge environ-
ments introduce new challenges that are not fully addressed by existing cloud-centric
approaches. While the techniques developed in this thesis contribute toward scalable
and efficient anomaly detection and diagnosis in such systems, several open research
challenges remain. The following subsections outline promising directions for future
work that could further advance anomaly-aware management of microservice-based

edge—cloud environments.
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7.2.1 Advanced Evaluation Environments and Benchmarking

Progress in performance anomaly detection and diagnosis research is often constrained
by the limited availability of realistic datasets and large-scale evaluation environments
for edge—cloud systems. Although the iAnomaly framework introduced in this thesis
provides a reproducible platform for generating performance anomaly datasets from
microservice-based IoT applications, further extensions could significantly enhance its

capabilities.

For example, the current framework primarily collects system and application met-
rics. Extending the toolkit to capture distributed tracing data alongside metrics would
enable the creation of richer multi-source datasets suitable for evaluating advanced RCL
and RCA techniques. Since Pixie is already integrated within the iAnomaly observabil-
ity stack, incorporating trace collection can be achieved with relatively minor extensions

to the existing framework.

Another promising direction is expanding the dataset generation capabilities using
data-driven synthetic data generation techniques. Approaches such as Generative Ad-
versarial Networks (GANSs) could be used to augment collected datasets with addi-
tional anomaly patterns, enabling the training and evaluation of learning-based diag-

nosis models under a wider variety of scenarios.

Beyond dataset generation, the framework could also be enhanced to support real-
time experimentation on anomaly-aware resource management strategies. By enabling
controlled deployment, monitoring, anomaly injection, and mitigation within the same
experimental environment, iAnomaly could serve as a practical platform for evaluating
closed-loop anomaly management techniques that dynamically adapt resource alloca-

tion or service configurations in response to detected anomalies.

Finally, future research could focus on developing scalable simulation environments
capable of emulating heterogeneous edge infrastructures and large microservice depen-
dency graphs. High-fidelity simulators and digital testbeds would allow researchers to
systematically evaluate the scalability, efficiency, and robustness of anomaly manage-

ment techniques under controlled yet realistic conditions.
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7.2.2 Multi-Modal Observability and Cross-Layer Diagnosis

Effective diagnosis of performance anomalies in microservice-based systems requires
comprehensive observability across multiple telemetry sources. In practice, modern dis-
tributed systems generate diverse monitoring data including metrics, logs, and traces.
However, many existing anomaly detection techniques for edge environments primarily
rely on metric-based signals, while logs and traces are often analyzed independently or
ignored due to resource constraints.

Future research should therefore explore efficient techniques for jointly analyzing
multi-modal observability data within edge—cloud environments. Integrating metrics,
logs, and distributed traces can provide complementary perspectives on system behav-
ior, enabling more accurate detection of anomalous patterns and improved root cause
identification. For example, traces capture service-level execution paths and latency
propagation patterns, while logs often contain contextual information about failures or
abnormal system states.

Developing lightweight multi-modal data fusion techniques that can operate under
the computational and memory limitations of edge nodes represents an important re-
search challenge. Such approaches could leverage hierarchical processing strategies in
which initial anomaly detection is performed locally at the edge using lightweight mod-
els, while more complex multi-source analysis is performed collaboratively across edge
clusters or in the cloud. Advancing multi-modal observability analysis will therefore be
essential for enabling more accurate and robust anomaly diagnosis in distributed edge

systems.

7.2.3 Learning Paradigms for Data-Scarce Edge Environments

Many learning-based anomaly detection and diagnosis techniques rely on large labelled
datasets for training. However, obtaining labelled anomaly data in real-world edge en-
vironments is often difficult due to the rarity of failures, the diversity of application
workloads, and the operational complexity of distributed deployments. Consequently,
future research should explore learning paradigms that can operate effectively under

limited labelled data.
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In particular, semi-supervised, self-supervised, and weakly supervised learning ap-
proaches offer promising directions for improving anomaly detection and diagnosis un-
der such conditions. While these paradigms have gained increasing attention in cloud-
based anomaly detection research, their adoption in edge environments remains rela-
tively limited. Developing lightweight variants of these methods that can operate ef-
ficiently on resource-constrained edge nodes represents an important opportunity for
advancing edge-aware AIOps.

In addition, recent advances in transformer-based models and large foundation mod-
els have demonstrated strong capabilities for modeling complex temporal patterns and
system dependencies. Exploring practical strategies for adapting such models to edge
environments, for example through model distillation, hierarchical inference, or edge—cloud

collaborative architectures, could further enhance diagnostic performance.

7.2.4 Efficiency-Aware Diagnostic Architectures for Edge Systems

Edge computing environments impose strict constraints on computational resources,
memory capacity, and network bandwidth. Consequently, anomaly detection and diag-
nosis techniques designed for cloud environments cannot always be directly applied to
edge systems without modification. While this thesis addressed several scalability chal-
lenges through clustering-based learning strategies and hierarchical diagnostic architec-
tures, further research is needed to develop diagnostic algorithms explicitly designed
for edge environments.

One important direction involves designing resource-adaptive models capable of
dynamically adjusting their computational complexity based on available system re-
sources or data characteristics. Adaptive methods that adjust model parameters, feature
representations, or inference strategies based on runtime feedback could improve both
efficiency and robustness in dynamic environments. Similarly, lightweight diagnostic
architectures capable of operating with limited compute and memory resources remain
an important area of investigation.

Another promising direction is the integration of complementary efficiency mech-

anisms into unified diagnostic frameworks. Techniques such as dimensionality reduc-
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tion, lightweight model architectures, distributed inference, graph pruning, and hier-
archical reasoning are often studied independently. Developing approaches that sys-
tematically combine these mechanisms could significantly improve scalability and effi-
ciency while maintaining acceptable diagnostic accuracy. Achieving an effective balance
between diagnostic effectiveness and computational efficiency will therefore remain a
central challenge in the design of next-generation edge-aware anomaly management

systems.

7.2.5 Adaptation to Dynamic Edge Deployment and Placement Strategies

The techniques proposed in this thesis exploit specific microservice placement charac-
teristics to improve the scalability and efficiency of anomaly detection and diagnosis in
edge environments. However, real-world edge—cloud systems may adopt a variety of
service placement strategies depending on operational objectives such as latency min-
imization, QoS guarantees, resource utilization, or adaptive workload balancing. Con-
sequently, an important direction for future work is to investigate how the proposed
approaches can be generalized to operate effectively under diverse and dynamically
evolving placement policies.

For anomaly detection, the clustering-based model training strategies proposed in
Chapter 4 assume a QoS-aware placement of microservices when forming service groups
for efficient model training. Future research could explore how these training strategies
can be adapted to alternative placement strategies, including purely resource-driven,
latency-aware, or dynamically adaptive scheduling policies, while preserving the effi-
ciency benefits of clustered training.

Similarly, the decentralized RCL approach introduced in Chapter 5 and the cascaded
GNN-based joint RCL/RCA framework presented in Chapter 6 rely on communication-
and colocation-aware clustering to improve diagnostic scalability. In practice, however,
microservice deployments may not always follow such placement assumptions. Extend-
ing these approaches to support a wider range of placement strategies, such as QoS-
driven or dynamically adaptive orchestration, while maintaining diagnostic accuracy

and efficiency represents an important research opportunity. In addition, future work
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could investigate integrating communication-aware clustering with federated learning
or hierarchical inference mechanisms to enable scalable deployment of learning-based

diagnostic models directly at edge nodes.

7.2.6 Towards End-to-End Autonomous Anomaly Management

The contributions of this thesis focus primarily on the detection and diagnosis stages
of the anomaly management lifecycle. While accurate anomaly detection and root cause
localization are essential prerequisites, the ultimate goal of anomaly-aware management
systems is to enable automated mitigation and recovery. Future research can therefore
extend the techniques developed in this thesis toward end-to-end autonomous anomaly
management frameworks capable of detecting anomalies, diagnosing their causes, and

triggering appropriate mitigation actions without human intervention.

One promising direction involves integrating diagnosis outputs with automated mit-
igation policies based on reinforcement learning (RL) or deep reinforcement learning
(DRL). Such approaches could learn optimal resource allocation or service reconfigura-
tion strategies that minimize performance degradation under varying anomaly condi-
tions. In addition, recent advances in large language models (LLMs) provide opportuni-
ties for developing AIOps assistants that support SREs by interpreting diagnostic results
and recommending mitigation actions. Beyond human-in-the-loop support, emerging
agentic frameworks could enable direct interaction between diagnosis modules and au-

tomated remediation systems.

Another important research avenue is the use of digital twins for edge—cloud systems.
Digital twins can provide realistic virtual environments that replicate the behavior of
distributed deployments, enabling candidate mitigation strategies to be evaluated safely
before applying them to real infrastructures. Integrating diagnosis pipelines with digital
twin environments could enable proactive experimentation and validation of mitigation
actions, thereby improving the reliability and safety of automated anomaly management

systems in edge environments.



7.3 Final Remarks 205

7.3 Final Remarks

Edge computing has emerged as a key paradigm for supporting latency-sensitive, data-
intensive IoT applications by enabling computation closer to data sources. At the same
time, the adoption of microservice architectures has increased the flexibility and scal-
ability of application deployments in edge—cloud environments. However, the hetero-
geneous, resource-constrained, and highly dynamic nature of these systems introduces
significant challenges for performance monitoring and management. In particular, per-
formance anomalies in microservice-based edge systems are difficult to detect and diag-
nose due to complex service dependencies, anomaly propagation effects, and the limi-

tations of centralized and resource-intensive analysis approaches.

In this thesis, we investigated the fundamental challenges of performance anomaly
detection and diagnosis in microservice-based IoT applications deployed across edge—cloud
infrastructures. By addressing the diagnosis phases of the anomaly management lifecy-
cle—from realistic data generation and scalable model training to decentralized RCL
and joint diagnosis—this work developed a set of integrated techniques that enable ac-
curate and efficient diagnosis under realistic and large-scale conditions. The dataset
generation framework introduced in this thesis provide reproducible and scalable evalu-
ation foundations, while the proposed learning and diagnostic approaches exploit struc-
tural and operational characteristics of edge environments to overcome scalability and

efficiency limitations.

The decentralized RCL framework and the cascaded GNN architecture proposed
in this thesis demonstrate that effective diagnosis in edge environments does not re-
quire fully centralized analysis. Instead, locality-aware clustering, hierarchical reason-
ing, and lightweight coordination mechanisms can significantly reduce communication
overhead and inference latency while preserving diagnostic accuracy. Together, these
contributions advance the state of the art in edge-aware AIOps and provide practical
design principles for building scalable, anomaly-aware management systems in dis-

tributed edge—cloud deployments.

Research on performance anomaly detection and diagnosis, such as presented in this

thesis, is essential for enabling reliable, autonomous, and resilient operation of future
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IoT and edge computing systems. The methods and insights developed in this work can
support edge platform providers and application developers in managing increasingly
complex microservice-based deployments at scale. Moreover, these research outcomes
lay a strong foundation for future advancements toward self-healing, adaptive, and in-
telligent edge—cloud infrastructures capable of meeting the demands of next-generation

IoT applications.
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